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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3221

66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 1864
37.145. 228. 194 Russi an Federation 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

185. 130. 5. 224 147. 237. 76. 42 refuah.idf.il Block Udp All Nets drop 1

63. 141. 227. 98 Lhited Sates 147.237.76.176 test.ncore.idf.il|[Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count
177.185. 194, 92 Brazil 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 1
202.124. 109. 87 New Zeal and 147.237.77. 74 lawidf.il |5670: HTTP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

Attacker Address | Target Address

|Signature

Attacker Country

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
202. 124. 109. 87 147.237.77.74 New Zeal and lawidf.il SQ Injection - Select From 3
177.185. 194. 92 147.237.77. 233 Brazil atal.idf.il SQ Injection - Select From 3
220.231.195. 122 147.237.77. 243 Chi na nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
172. 98. 200. 238 147.237.77. 170 naar achot . i df i | ET SCAN NMAP -sS wi ndow 4096 1
172. 98. 200. 238 147.237.77. 170 nmaar achot . i df . i | ET SCAN NVAP -f -sS 1
151.11.201. 3 147. 237. 76. 86 Italy navy. i df.il ET SCAN NVAP -sS wi ndow 2048 1
98. 119. 105. 221 147. 237.77. 216 Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
98. 119. 105. 221 147. 237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -f -sS 1
5.39. 222. 196 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.231. 195. 122 147.237.77. 243 Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 3072 1
172. 98. 200. 238 147.237.77. 170 nmaar achot . i df . i | ET SCAN NMAP -sS wi ndow 2048 1
151.11.201. 3 147. 237. 76. 86 Italy navy. i df.il ET SCAN NVAP -sS w ndow 4096 1
151.11. 201. 3 147.237.76. 86 Italy navy. i df.il ET SCAN NVAP -f -sS 1
98. 119. 105. 221 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
61.182. 170. 38 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMirul e drop 32
Sreaning Engine: TGP Invalid ' i ssi
66.249.64.250 |United Sates |147.237.77. 234 |hal ag.idf.il 9 =9 Invalid segnent retransmssion. | 22
Ret r ansni ssi on Packet dropped.
142.105.36.91 |United Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |Uited Sates  |147.237.72. 166 |aka.iof i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
46.117. 109. 248 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid ' i ssi
79.176.187.99 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.117. 109. 248 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 6
212.76.127.219 | srael 147.237.77. 226 [} chanatz.aka.1df |5 ook HTTP Non Conpl i ant Failed to hand e connection data [nonitor |6
177.185.192. 50 |Brazil 147.237.77. 233 |atal .idf.il drop SAMrule drop 4
Russi an o Streaning Engine: TCP Invalid [invalid segrent retransmission.
141.8.132. 112 erat i on 147. 237. 72. 166 |aka.i of .i Ret 1 ansii Ssi on Packet dr opped. drop 3
81. 169. 237. 146 |Cer many 147.237.77. 179 |e.nazi .idf .il dr op SAMrul e drop
41.33.232. 66 Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |nonitor
Russi an S Streamng Engine: TCP Invalid [invalid segnent retransmission.
178. 154. 189. 201 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 3
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |3
Russi an . . -
95. 26. 231. 188 eration 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 3
37.145. 228. 194 |RUSSIa 147.237. 77. 216 |dover. i df .i | drop First packet isnt SN drop 2
. 145. 228. erat i on . 237.77. Jidf.
Sreanming Engine: TQP Invalid i i SSi
66.249. 64. 139 |Wited Sates |147.237.77.234|hal ag.idf. il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
84.109. 96.202 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 2
141.212. 122. 186|Wnited Sates  |147.237. 76. 196 |e. sviva.idf . il Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 1
95. 26. 231. 188 stls;;”i o 147. 237.77. 216 |dover . i df .| Bad TCP sequence Invalid ACK nunber moni tor |1
185. 3. 144. 18 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
74.82.47. 26 Lhited Sates [147.237.77.19 [lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
184. 105. 139. 100|Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
158. 255. 6. 220 RJSIS::t”ion 147. 237. 76. 147 |chi nuch. aka. i of . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 186|Wited Sates |147.237.77.179|e. mazi.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
104.130.78.65 |Lhited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
Russi an . . SYNtAXK retransmt with .
188. 143. 232. 19 e ot on 147.237. 77. 216 [dover. i df i Bad TCP sequence di fferent v ndow scal e noni t or 1
74.82.47.28 Wited Sates [147.237.0.19 |[nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
. : L V¢b Server Enforcenent )
61. 240. 144. 67 |China 147.237.76. 200 |eitan. aka. i df . il . Masscan Port Scanner rej ect 1
Mol ation
158. 255. 6. 220 stls;;”ion 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.145. 228. 194 RJSIS::t”ion 147. 237. 77. 216 |dover . i df . | SYN At t ack SYN -> SYN-ACK -> Timeout |alert 1
141.212.122. 177|Wited Sates [147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
216.218.206.70 |lhited Sates |147.237.72. 167 |ishurimaka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
184.105. 139. 118|Wnited Sates  [|147.237.72. 217 |e.idf i1 Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
158. 255. 6. 220 F“Sfia” 147. 237, 76. 148 |gocenter . aka i df il |dr o dro 1
. . 6. ration . . 76. aq . . p P
46. 19. 86. 36 I srael 147. 237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 1
141.212. 122. 187|Wnited Sates  |147.237.76. 196 |e. sviva.idf. il Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
106. 75. 199. 187 |cni na 147.237.72. 217 |e.idf .1 Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
74.82.47. 47 Lhited Sates |[147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 139. 80 |Uited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
61.240. 144. 67 |China 147.237. 76. 200 |eitan. aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
158. 255. 6. 220 RJSf::I”ion 147.237.76.39 |nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.145. 228. 194 R‘SIS::I”ion 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 178|United Sates [147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 208|United Sates  |147.237.76. 177 [ncore.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 36 | srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 37 | srael 147.237.77.243|nobi | e. i df . i|Paraneter Type Mol ati on Password i n nobile.idf.il/sachar/login B ock 7
84.108.32.126 |[Israel 147.237.72.166|aka. i df . i| |Untraceable S Sessions: sigal gs oS Atack None
Unaut hori zed URL Access to
8.37.70.71 Lhited Sates |147.237.77.216|dover. i df . i ||waw i df.il/1395-en/ dover. aspx?pagenun=2& ang=end&sor t di r =asc&usg=al kj r hi |B ock 1
0suo8w pi 4j uryd4ws1 pt 5f 6ow
188. 143. 232. 19 RJSS::t”ion 147.237.77. 216 |dover . i df . i |[Mi ti pl e Uhauthori zed URL Access from 188. 143. 232. 19 B ock 1
66.249. 64.233 | srael 147.237. 77. 216 |dover . i df . j || V18uthori zed LRL Access to wwidf. il /nevsite/english/sal ah. stnf Bl ock 1
target="_hl ank
8.37.71.30 Uhited Sates |147.237.77.216|dover.i df.il|Miltipl e Unauthorized URL Access from8.37.71.30 Bl ock 1
207.46.13.180 |[hited Sates |147.237.77.216|dover. i df . i||Uaut horized URL Access to 147.237.77.216/ robots. t xt B ock 1
] - . |D stributed Unauthorized URL Access on
107.178.194. 87 |[Wnited Sates |147.237.77.216|dover.idf .il v i df i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . |Ostributed Unaut hori zed URL Access on
37.187.129.166 |France 147.237.77. 216 |dover . i df . i 1f - | 1133 22638- he/ dover aspX. B ock 1
] - . |Whaut hori zed URL Access to
8.37.70.72 Uited Sates  [147.237.77. 216|dover . i df . i waw, i df . i1/1395-en/ dover. aspx&usg=al kj r hi z3e6wai 7- wispouucpbog43xgj g Bl ock !
Russi an Unaut hori zed URL Access to
188. 143. 232. 19 ration 147.237.77. 216 |dover. i df . i ||wwidf.il/tenpl ates/article/article.in. aspx/tenpl ates/ sendt of ri end/ sendt of ri end |Bl ock 1
. aspx
] . -|Unaut hori zed URL Access to
68.180. 228. 175 |Lhited Sates 147.237.76.42 [refuah.idf. | 147. 237. 76. 42/ t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
] . . |Whaut hori zed URL Access to
8.37.71.30 Wited Sates  |147.237.77. 216 )dover. i df . i 1{ L5 ¢ i/ engl i shv &usg=al K r hhr vywoi dsb7pl 81] cyo5, Son2nsq Bl ock !
] . . |Dstributed Unhauthorized URL Access on
208.184.112.74 [lhited States  |147.237.77.216 (dover. i df.il] o & |/ 1133 22461 hel dover aspX. B ock 1
] . . |Dstributed Unauthorized URL Access on
107.178.194.87 |United Sates  [147.237.77. 216 (dover. i df . i 1| & i\ 1133 22638 hel dover . aspx. Bl ock 1
Unaut hori zed URL Access to
8.37.70.139 Uhited Sates |147.237.77.216|dover. i df.i[|wwidf.il/1395-en/ dover. aspx?pagenun¥3& ang=en&sort di r =asc&usg=al kj r hi [B ock 1
6m yj cadvx9l hl di xeznshy5x6g
195. 154. 227. 118|France 147.237.77.216|dover.idf.il]|l11egal HITP \ersion HITH B ock
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il |Unauthorized URL Access to wmn navy. idf.il/994-8613-he/ navy. aspx. aspx Bl ock
Unaut hori zed URL Access to
8.37.71.91 Lhited Sates |147.237.77.216|dover. i df.il|wwnidf.il/1283-18154-en/ dover. aspx&usg=al kj r hg0gvgkvOzbhp71r zol 6¢cewe B ock 1
dlgog
Russi an . . S
5. 255. 253. 47 eration 147.237.72. 166 |aka. i df . i| [Wtraceable S Sessions: sigal gs oS Attack None 1
219. 133. 153. 216|Chi na 147.237.77.216|dover . i df . i [|Uhaut hori zed URL Access to wwu i df . il/shared/ usercont rol s/ header upper/ B ock 1
117.78.13.54 Chi na 147.237.77.233|atal . i df . il |Uauthorized URL Access to 147.237.77.233/robots. txt Bl ock 1
66.249.64.172 |Israel 147.237.76.86 |[navy.idf.il [authorized LR Access to wwwu navy.idf.il/894-en B ock 1
8.37.71.15 Uited Sates |147.237.77.216|dover.idf.il|Miltiple Unauthorized URL Access from8.37.71. 15 Bl ock 1
199. 30. 24. 227 |Uited Sates [147.237.72.166|aka.idf.il |Wtraceable S3 Sessions: sigal gs oS Atack None 1
79.176.187.99 |[Israel 147.237.77.243|nobi | e. i df . i|D stributed Suspi ci ous Response Qode Bl ock 1
17.138.55.165 |Lhited Sates |147.237.72.156|aman. i df . il |Uhauthorized LR Access to list.ips.gov.il/robots. txt Bl ock 1
Unaut hori zed URL Access to
8.37.70.43 Lhited Sates |147.237.77.216|dover. i df.il|wwidf.il/1283-19259-en/ dover . aspx&usg=al kj r hgygzl cans2kuj 4i r hbj yh_nk [B ock 1
ndea
157.55.39. 156 |Uhited Sates |147.237.72.166|aka.idf.i| [uknoawn Paraneter catid in aka.idf.il/chanatz/ kurs/defaul t.asp None 1
66.249. 64. 233 [Israel 147.237.77.216|dover. i df . i ||Miltipl e Whauthorized LRL Access from 66. 249, 64. 233 Bl ock 1
Unaut hori zed URL Access to
8.37.71.15 Uited Sates [147.237.77.216|dover. i df . i ||ww i df.il/1283-18098-en/ dover . aspx&usg=al kj r hi noybhj nyl dxhdov560qgbon |B ock 1
of udq
] . . |Ostributed Unaut hori zed URL Access on
204.13.200.200 [thited Sates  |147.237.77. 216 [dover. i df . i1} & o 1733 22638. he/ dover. aspX. B ock 1
- . |D stributed Unauthorized URL Access on
37.187.129.166 |France 147.237.77. 216 |dover.i df .i | v i df i 1/ 1133- 22461- he/ dover . aspx. B ock 1
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