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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3198
63. 141. 227. 98 Lhited Sates 147.237.76. 201 e atal.idf.il |Bock Np All Net drop 1
123. 180. 15. 222 Chi na 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

A tacker Aétuictkre)r/ get Address |Site Sgnature

123. 126. 113. 80 |Chi na 147.237.72. 166 |aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der Bl ock
184. 168.193. 34 |Lhited Sates 147.237.72. 166 |aka. i df . i | 5670. HTTP. SQ Injection (SALECT) Bl ock
67.55.90.132 |Wnited Sates  |147.237.77.216|dover. i df . il \ﬁﬁfgbm? G\U Bash HITP Header Renote Code Bxecution Bl ock
188. 165. 15. 37 |France 147.237.76.31 |nakchal . i df.i|c228: HITP. AhrefBot craw er Bl ock
68.48.156.101 |[lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock
104.45.31.87 |lhited Sates 147.237.76.42 |refuah.idf.il|5670: HITP. SQ Injection (SELECT) Bl ock
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
104. 45. 31. 87 147.237.76.42 |United Sates  |refuah.idf.il S Injection - Select From 3
184. 168. 193. 34 [147.237.72.166 |Lhited Sates  [aka idf.il S Injection - Select From 3
68.48.156. 101 |147.237.77.74 |Wited Sates [lawidf.il SQ Injection - Select From 3
187. 161. 187. 84 |147.237. 77. 205 |Mexi co prisha.idf.il SERVER VEBAPP bad HTTR/ 1.1 request, Potentially worm 1

attack
168. 62. 238. 153 [147.237.76.201 |Whited Sates |e.atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237.76.31 |lLhited Sates  |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
158.255. 6. 220  |147.237.77. 61 gj;:lnim e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
124. 65. 231. 114 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147.237.0.15 |China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 76. 39 |Tur key nobi | e. neitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
201. 173. 183. 106|147. 237. 72. 217 |Mexi co eidf.il ET SOW Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
168. 62. 238. 153 |147.237.76. 197 |Lhited Sates  |e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
164.39.11.198 |147.237.76.30 |United Ki ngdom|hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
124. 65. 231. 114 |147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
124.65.231. 114 [147.237.0.16 |China ny- kosher -kravi .idf . il ET SCAN Potential SSH Scan 1
113, 61 20, 81 147 237 0,35 |Korea Republic o o ET SCAN Behavi or al -Lhusual Iy fast inbound Tel net 1
of Gonnections, Potential Scan or Brute Force

204.151.12. 168 |[147.237.76.30 |[Wited Sates  |hirush.idf.il ET SCAN NVAP -sS wi ndow 4096 1
109. 235. 254. 181|147. 237. 76. 39 |Tur key nobi | e. neitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
201.173. 183. 106|147. 237. 72. 14 |Mexi co dover.idf.il (ol d) ET SO Behavi oral Uhusual l'y fast inbound Tel net 1

onnections, Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
Syrian Arab R . .
178.52.190.3 Republ i ¢ 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor |40
Syrian Arab R .
178.52. 190. 3 Republ i ¢ 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 39
41.33. 231. 90 Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 18
2.52.32.149 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
Sreaning Engine: TGP Invalid i i ssi
66.249. 64. 163 |lhited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 10
Ret ransm ssi on Packet dropped.
46.248.221.95  [Jordan 147.237. 77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |9
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.52.32. 149 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 7
2.52.32.149 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |7
2.52.32.149 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 6
5.102.254.213 |Israel 147.237. 77. 216 |dover.i df . i | Bad TCP sequence Inval i d AGK nunber moni tor |6
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
Sreaning Engine: TQP Invalid i i Ssi
66.249.64.70  |Wnited Sates  |147.237.76. 200 [eitan. aka i df .l g =g Invalid segnent retransmssion. g 4
Ret ransm ssi on Packet dropped.
187. 161. 187. 84 |Mexi co 147. 237. 77. 178 |e. rat pash. i of . i | Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
Sreaning Engine: TQP Invalid i i Ssi
66.249.64.75  |Wnited Sates  |147.237.76. 200 [eitan. aka i df il g =g Invalid segnent retransmssion. g 4
Ret ransm ssi on Packet dropped.
187. 161. 187. 84 |Mexi co 147. 237. 77. 212 |e. dover . i f . Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
187. 161. 187. 84 |Mexi co 147. 237. 77. 227 |e. haraz. i of . | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 4
enf or cenent
190. 249. 137. 122|Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
187. 161. 187. 84 |Mexi co 147.237.77. 121 |e. navy. i of .i Geo- | ocati on enf or cement Geo-| ocati on i nbound drop 4
enf or cenent
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor (4
Sreanming Engine: TCP Invalid i i ssi
2.54.2. 61 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
185. 3. 147. 233  |Israel 147.237.77. 216 |dover . i df i | Bad TCP sequence Inval i d AGK nunber noni t or
79. 181. 9. 247 I srael 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni tor
109.65.0.63 [israel 147.237.77. 233 |atal i of i Bad TCP sequence SN retransmt wih different o 3
wi ndow scal e
Sreamng Engine: TCP Invalid i i ssi
66.249.64.172 |Uited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
109.65.0.63 [israel 147.237.77. 233 |atal i of i Bad TCP sequence SINretransmt wih different | oonor 2
wi ndow scal e
Sreamng Engine: TCP Invalid i i ssi
207.46.13.99  |Uited Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
149. 88. 226. 249 |l srael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
131.253.24.150 |Uited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject 1
75.186.33.162 |lLhited States  [147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
195. 154. 226. 90 |Fance 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 1
46. 19. 86. 79 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
37.26.148.169 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber moni tor |1
141.212. 122. 158|United Sates 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.52.1.206 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
96. 255. 204. 246 |lLnited Sates 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.67.1. 25 Lhited Sates  [147.237.0.33 |idf.il drop drop 1
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
131. 253. 36. 206 |Uhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 1
203.127. 96. 219 |S ngapore 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 1
185.3.147.241 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 1
37.142.68.127 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 1
141.212. 122. 184|Wited Sates  |147.237.77. 226 "‘;"I”“ha”atz' aka 1df 1oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 0. 63 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.67.1. 25 Lhited Sates  [147.237.76.39 |nohile.meitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 178 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.29. 68. 172 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
141.8.132.78  |SSIan 147. 237. 77. 216 |dover.. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1

Federati on
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
185. 120. 125. 56 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 25
2.52.32.149 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 4
208.115.113.88 |thited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df.il/edi niyonan/ yonan. asp B ock 2
37.26.147.180 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
208.115.113.88 |thited Sates |147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115. 113. 88 B ock 2
157.55.39.152 |lhited Sates  |147.237.72.166|aka. i df.i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover. i df .i | v i df i | / 1133 22638- hel dover . aspx. B ock 1
Unhaut hori zed URL Access to
8.37.71.95 Lhited Sates |147.237.77.216|dover.idf.il waw i df . i 1/ 1398- en/ dover . aspx?pagenun¥2& ang=ené&sort di r =asc&|B ock 1
usg=al Kj r hj t xyfi ncj wZhwpexi 2wp8w2j 4r yq
187.161. 187. 84 |Mexi co 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to /tmunbl ock. cgi B ock 1
. . D stributed Uhauthori zed URL Access on
150.70.97.86  |Japan 147.237.77. 216|dover . i df . i | v i df i | / 1133 22638- hel dover . aspx. B ock 1
. . D stributed Lhaut hori zed URL Access on
77.247.181. 163 [Netherl ands 147.237.77. 216 |dover.i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
] . . D stributed Unhauthorized URL Access on
204.13.200.200 |thited Sates  [147.237.77.216 |dover.idf.il v i df i | / 1133 22461- hel dover . aspx. B ock 1
Syrian Aab . .
178.52.190. 3 Republ i ¢ 147.237.77.216|dover. i df . il Abnornal |y Long Request URL B ock 1
109. 65. 0. 63 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx  |B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |[Wnited Sates |147.237.77.216|dover.idf .il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
187.161. 187. 84 |Mexi co 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
. . D stributed Lhaut hori zed URL Access on
150.70.173.52  |Japan 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
Unknown Par anet er
79.179.28.201 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
207. 46. 13. 10 Uhited Sates |147.237.72. 166 |aka. i df . i | Unknown Paraneter tmin ww aka. i df.il/nain/giyus/ None 1
178.52. 190. 3 z:)‘ugﬂfab 147.237.77. 216 |dover . i df . i | Distributed Wnaut hori zed LRL Access on vewidf.il/arr/ B ock 1
. . . Unhaut hori zed URL Access to
114.97.202.91  |China 147.237.77. 176 (@t pash. i df . i | v cogat i df i 1/ 925 hel cogat . aspx t r ackback/ B ock 1
40.77.167. 42 Lhited Sates 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on wanidf.il/error. htm Bl ock 1
217. 132. 157. 254/l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. wwv. chamat z. aka. i ) )
187. 161. 187. 84 |Mexi co 147.237.77. 226 df il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
. . D stributed Lhaut hori zed URL Access on
150. 70. 173. 52  |Japan 147.237.77. 216 |dover.i df . il v i df i | / 1133- 22638- hel dover . aspx. B ock 1
92.98. 29. 241 ;:ill::tdesﬁ’ab 147.237.77.216|dover.i df . i D stributed Uhaut hori zed URL Access on v idf.il/arr/ Bl ock 1
207.46.13.158 |lhited Sates  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
141.212. 122. 145|Wnited Sates  [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock 1
188. 143. 232. 19 RJSf;;”i o 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 188. 143. 232. 19 B ock 1
157.55.39. 109 [lhited Sates  |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
; ; . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover. i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
Unhaut hori zed URL Access to
8.37.70.104 Lhited Sates |147.237.77.216|dover.idf.il wawv i df . i |/ 1398- en/ dover . aspx&usg=al kj r hgwoznl ri 8xvcazad2l | w je |B ock 1
xft hg
187.161. 187. 84 |Mexi co 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
. . D stributed Lhaut hori zed URL Access on
150.70.97.86  |Japan 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
66.249.79.222 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er 5cf 35968 in aka.idf.il/news/ None 1
Russi an Unaut hori zed URL Access to
188. 143. 232. 19 eration 147.237.77. 216 |dover.i df . il wwv i df il /tenpl ates/article/article.in. aspx/tenpl at es/ sendt of ri end/ s |B ock 1
endt of ri end. aspx
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