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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3078

115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il JLM Under _Attack _Con Htp drop 2

119. 229. 247. 152 Japan 147.237.76. 44 e.refuah.idf.il Bl ock Udp Al Nets drop 1
71.6.158. 166 Lhited Sates 147.237.76. 38 e.eneitav.idf.il [Bock Wp All Nets dr op 1

99. 236. 101. 63 Canada 147.237.77. 216 dover.idf.il Inval id TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaIure Devi ce Action ‘Count
69.197.177. 26 Lhited Sates 147.237.77. 216 dover.idf.il CL000106: HTTP. maj estic bot B ock 1
151. 80. 31. 118 Italy 147. 237.76. 30 hi mush.idf.il 28: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Ki ngdom

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 69 147.237.72.166|lnited Sates |[akaidf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
118. 163. 199. 147|147. 237. 76. 38 [Tai wan eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76. 34 |Chi na yohal an. i df il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 77. 226 |Canada waw chanat z. aka. i df .i 1 [ET SCAN NVAP -sS wi ndow 4096 1
59. 45. 79. 117 147.237.8.46 [China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |147.237.77.179|lhited Sates |e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.0. 200 |China . i df il ET SCAN Potential SSH Scan 1
197.15. 223. 240 |147.237.76.42 |Tunisia refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
89.248. 167. 162 |147.237.77.74 |Netherl ands lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
197.15. 223. 240 |147.237.76.42 |Tunisia refuah.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 162 |147.237.76.31 |Netherlands nakchal . i df . i1 ET SCAN Potential VWNC Scan 5900- 5920 1
197. 15. 223. 240 [147.237.76.31 |Tunisia nakchal . i df. il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 227 |Chi na e. hanaz. i df . il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237. 76. 147 |Lhited Sates |chi nuch. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 201 |Chi na e.ata.idf.il ET SCAN Potential SSH Scan 1
118. 163. 199. 147|147. 237. 76. 38 |Tai wan e.eneitav.idf .il ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
114. 215. 111. 222(147. 237.8.46  |China e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
98.119.105. 221 [147.237.77.179|Wited Sates |e. nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.8.28 |China e.mobi | e-ks. i df .il ET SCAN Potential SSH Scan 1
89. 248. 167. 162 |147. 237. 77. 121 |Net her | ands e navy.idf.il ET SCAN Potential WWC Scan 5900- 5920 1
197.15. 223. 240 |147.237.76.42 |Tunisia refuah.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
89.248. 167. 162 |147.237.76.34 |Netherl ands yohal an. i df .| ET SCAN Potential VNC Scan 5900- 5920 1
197.15. 223. 240 |147.237.76.31 |Tunisia nakchal . i df i | ET SCAN Potential VNC Scan 5900- 5920 1
89.248.167. 162 |147.237.8.27 |Netherlands e.nadimatal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
197. 15. 223. 240 [147.237.76.30 |[Tunisia hi nush. i df il ET 330N Behavi or a Lhusufa] ly fast Termnal Server Traffic, 1
Potential Scan or Infection
59. 45. 79. 117 147. 237.77. 233 |Chi na atal .idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.77. 227 |Uhited Sates e hamaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 205 [Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
164.39.11.198  |147.237.76.34 | ted yohal an. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46.19.86.130 |[Israel 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Inval i d AGK nunber noni t or 26
79.181. 137. 150 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 20
85. 250. 205. 191 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
37.26.146. 180 |[lIsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
84.111. 226. 232 |I srael 147. 237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 11
46.166.128.21 |[Netherlands  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
80.178.198.56 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
176.13.3.111  [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 9
109. 64.122.86 |Israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid  finvalid segnent retransmssi on drop 9
Ret ransni ssi on Packet dropped.
85.250. 61. 112 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
176.13.3.111  |[Israel 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber alert 8
37.26.148.163 |Israel 147.237.77. 170 |maarachot . i df .i| [SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
46.166. 128. 21 |Net her| ands 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 8
46.166.128.21 |Netherlands  |147.237.77.216 |dover.idf.il SYN Attack rej ect 8
197. 15. 223. 240 |Tuni sia 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 49 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
89.138.91.229 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
93.34.176.225 |ltaly 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 139 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.166.128.21 |[Netherlands  |147.237.77.216|dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
37.26.147.178 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
93.34.176.225 [ltaly 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 166. 128. 21 [Net her| ands 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
185.3.144.42  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  fimvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
89.138.91.229 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence I'nvalid ACK nunber aert 6
46.19.85.139 [Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
197. 15. 223. 240 [Tuni sia 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
134.61.71. 222 |Ger many 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
134.61. 71. 222 |Ger many 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 5
5.22.131.123 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
93.34.176.225 |Italy 147.237.77. 216 |dover.idf.il  |Bad TCP sequence V?:;ﬁslzlt;mSMt wehdifferent | nitor |5
185. 3. 144.38  |Israel 147.237. 77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 60 I srael 147. 237. 77. 216 |dover .i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
109. 65. 154. 117 |l srael 147.237.0.34 |tikshw.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.166.128.21 [Netherlands |147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
207.46.13.10 |Wited States |147.237.72. 166 |akaidf.il Streaning Engine: TP Invalid il id segrent retransnission dr op 4
Ret ransni ssi on Packet dropped.
85. 250. 205. 191 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover . i df .i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data nonitor |4
93.34.176.225 |italy 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence noni t or 4
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
93.34.176.225 |(ltay 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.166.128.21 [Netherlands  [147.237.77.216[dover.icf.il  [Bad TOP sequence V?:;ﬁslzlt;mSMt wehdifferent | onitor |4
66.249.69.30 |ited Sates |147.237.77. 243 |rwbiteicr.i1 | SAM NG Engines TP Invalid - invalid segnent retransnission drop 3
Ret ransni ssi on Packet dropped.
2.54.128.170  |Israel 147. 237.72. 166 |aka i df .i Streaning Engine: TCP Invalid invalid segnent retransnission dr op 3
Ret ransni ssi on Packet dropped.
5.102.254. 178 |l srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
46.19.86.74  [Israel 147.237.77. 243 |mbi e .11 [ ©3MNG Engine: TP Invalid il id segent retransmssion drop 3
Ret ransni ssi on Packet dropped.
79.181. 204.29 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.
84. 228. 30. 79 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 117 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 68
80. 246. 136. 6 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 60
46.19. 86. 117 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock
2.54.27.182 | srael 147.237.72.166|aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 2
. . . D stributed Unaut hori zed URL Access on
91.109. 247.173 [United Kingdom|147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
. . Unknown Par aret er 4d9c6f 40 i n
66.249. 78.146 [l srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai 1V kapat 2/ cont act Us. asp None 1
141. 212. 122. 145|Uhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
; . . D stributed Lhaut horized URL Access on
107.178.194.79 [lhited Sates  |147.237.77.216|dover. i df .i | v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
77.125. 6. 197 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 64. 230 |lsrael 147.237.77.216|dover.idf .il Unhaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 [Wnited Sates 147.237.77. 216 |dover.i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
5. 144. 55. 246 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . D stributed Lhaut horized URL Access on
109. 201. 152. 236|Net her | ands 147.237.77.216|dover . i df . i v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
95. 86. 69. 220 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter docl.. in ww aka.idf.il/main/giyus/general.aspx |None
188. 120. 148. 174/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |lnited Sates  |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
66.249.64.235 |[Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
. . .|D stributed Uhaut hori zed URL Access on
213.57.108.16 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i ot chi nuch. aka. i df i 1/404. htm B ock 1
37.26.147.185 |lsrael 147.237.72.166|aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 253.136.2 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
95.218.241. 125 |Romani a 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
195. 154. 227. 118|France 147.237.77.216|dover . i df . i I11egal HITP \ersion HITH B ock 1
46.19. 86. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
2.54.104. 235 | srael 147.237.72.166|aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
107.178.194.87 |lnited Sates  |147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df . il/1133-22638- he/ dover. aspx. |B ock 1
84.108. 168. 159 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/https:/ww aman.idf.il/ |B ock 1
66. 249. 64. 239  |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
Russi an . . Unhaut hori zed URL Access to
141.8.132.78 e ot i on 147.237.77.216|dover . i df . i ww i df i 1/ consol ef cor e/ doc. myr/ nazi i df i B ock 1
. . Doubl e URL Encodi ng - paraneter: search in
46.19.86. 17 | srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ nai n/ gi yus/ pni ot handl er 1. asnx/ sear ch Bl ock !
104. 131. 147. 112|tnited Sates  |147.237.77.216|dover.idf . il Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1
. - Uhknown Paraneter hc_l ocation in
66.249.78.254 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai /g yus/ general . aspx None 1
; . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  [147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. Bl ock 1
. . D stributed Lhaut hori zed URL Access on
46.166. 186. 198 |Net her| ands 147.237.77. 216 [dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
2.54.132.116 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 1
109. 65. 161. 153 |l srael 147.237.77.243|nobi l e.i df . i | Ml ti pl e Uhaut horized URL Access from 109. 65. 161. 153 B ock 1
85. 64. 71. 45 I srael 147.237.72. 166 [aka. i df . i | Too Many Cookies in a Request - 104 cooki es B ock 1
66.249. 78. 18 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx B ock 1
141.212.122. 145|nited Sates  |147.237.77. 170 |m@ar achot . i df . i | |Whaut horized URL Access to 147.237.77. 170/ B ock 1
46. 19. 86. 74 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 1
; . . D stributed Lhaut horized URL Access on
107.178.194.79 [lhited Sates  |147.237.77.216|dover. i df .i | v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
68.180.228.112 [lnited Sates 147.237.77.216|dover.i df .l Paranet er Type Mol ati on PageNumin wa i df .il/1399-en/ dover.aspx |Bl ock 1
66.249.64.17  |Israel 147.237.77. 176 [mat pash. i dff . i1 [hauthorized LR Access to Bl ock 1
w cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/
2.54. 145. 49 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
109. 65. 161. 153 |l srael 147.237.77.243|mobi l e. i df . i | Lhaut hori zed LR Access to nobile.idf.il/nlluiniindex B ock 1
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