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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3275
79.182. 35. 124 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
174.139. 21. 218 Lhited Sates 147.237.76. 31 nakchal .idf.il Bock Np All Net drop 1
174.139. 21. 218 Lhited Sates 147. 237. 76. 200 eitan. aka idf.il [Block Np Al Net drop 1

108. 161. 253. 41 Lhited Sates 147. 237. 76. 44 e.refuah.idf.il |L4 Source or Dest Port Zero drop 1
174.139. 21. 218 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Np All Net drop 1

212. 83. 152. 146 France 147.237. 76. 42 refuah.idf.il ock Wp Al _Nets drop 1




01-12-2016-22:04:00 to 01-12-2016-23:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry | rget Address |Site |Sgnature Devi ce Action |Oount |
185. 130. 5. 247 147.237.77.216 |dover.idf.il [20085 HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
52.1.90. 117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS. (penSSL Heartbeat Packet Bl ock 1
185. 130. 5. 247 147.237.77.216 |dover.idf.il |20086: HITP. Mi ebl ackcat Security Scanner B ock 1
52.1.90.117 Lhited Sates 147.237.77.216 |dover.idf.il |[13840: TLS penSSL Heartbeat Packet B ock 1
209.15.196.171 |Canada 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 1
185. 130. 5. 247 147.237.76. 30 hi nush. i df.i| [20085. HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 247 147.237.76.30  |hinush.idf.i| [20086: HITP. Mi ebl ackcat Security Scanner B ock 1




01-12-2016-22:04:00 to 01-12-2016-23:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
209. 15. 196. 171 147.237.77. 74 Canada lawidf.il SQ Injection - Select From 3
46. 161. 40. 120 147.237.0. 19 Russi an Federation nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122 147.237. 72. 166 Chi na aka. idf.il ET SCAN NVAP -sS w ndow 3072 1
185. 130. 5. 247 147.237.76. 30 hi nush. i df .i 1 ET WEB_SERVER Mii ebl ackcat scanner 1
158. 255. 6. 220 147.237.76. 38 Russi an Federation e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
73.17.14. 46 147.237.8. 28 Lhited Sates e.nobi | e-ks. i df.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 247 147.237.77. 216 dover.idf.il ET WEB_SERVER Mii ebl ackcat scanner 1
168. 62. 238. 153 147. 237.76. 34 Lhited Sates yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131 147.237.0. 35 Canada akavs. i df.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature

41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il dr op SAMrule drop 30
Sreaning Engine: TP Invalid i i ssi

2.54.24. 162 I srael 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =9 Invalid segnent retransmssion. o 30
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

87. 69. 93. 15 I sr ael 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dropped.

172.58.168. 216 |Uited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19

217.132. 145. 163l srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12

46.19.85.5 | srael 147.237.72. 167 |i shurimaka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 11

2.54.58.121 I srael 147. 237. 77. 226 ‘“:"IW chamat z. aka. 1df |\ At t ack SYN -> SYN-ACK -> RST rej ect 11

46. 19. 85. 55 I srael 147.237.77. 233 [atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

149. 88. 231. 168 |l srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9

S SN retransmit wth different .

5. 29. 60. 208 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e rmoni t or 8

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop

37.26.147.207 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop

2.54.46.232 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

80.246.136.13 | srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

46.19. 85.5 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6

37.26.148.175 |[Israel 147.237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 6

2.54.46. 232 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 6

79.180. 134. 102 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 6

46.19.85.5 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

2.54. 46. 232 I srael 147. 237.77. 216 |dover.idf.i| SYN At tack SYN -> SYN-ACK -> RST rej ect 6

79.180. 134. 102 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6

46. 19. 85. 47 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi

149.78.19.231 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 47 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or

2.54. 46. 232 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert

2.54.58.121 [Israel 147.237.77. 226 | "} chanatz.aka.1df |paq TOP sequence Inval i d ACK nunber aert 5

78.163. 158. 122 |Tur key 147. 237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect

5.102. 254. 91 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber roni t or

109. 64. 9. 210 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect

2.54.58.121 I srael 147.237.77. 226 [ " chamatz. aka.idf g TCP sequence Inval i d ACK nunber monitor |5

185. 120. 126. 8 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

2.54.58.121 I srael 147.237.77. 226 V\IM:N chanatz. aka. 1df |gay Top sequence Invali d sequence nunber moni tor |5

84.111.124.51 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber roni t or 5

188. 120. 148. 189l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5

217.132. 145. 163|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence monitor |5

46.19. 85. 81 I srael 147. 237.77. 216 |dover.idf .i| Bad TCP sequence Inval i d ACK nunber alert 5

R SYN+ACK retransmt with .

217.132. 145. 163l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal e rmoni t or 5

5.102. 254. 53 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 81 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval id ACK nunber nonitor |5

89.139.171.1 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
Sreanming Engine: TCP Invalid i i ssi

118.70. 212. 142 |V et nam 147.237.76. 200 |ei tan. aka. i df .i 9 =9 Invalid segnent retransmssion. g 4
Ret ransn ssi on Packet dropped.

37.26.148.134 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4

46.19. 85.55 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber roni t or 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 4

91.200.12.7 Lkr ai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4

5.102. 254. 91 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4

46. 19. 85. 157 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4

2.54.46. 232 I srael 147. 237.77. 216 |dover.idf .il SYN Attack rej ect 4
Sreaning Engine: TCP Invalid i i ssi

176.13.1.235  |Israel 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
89.138.65. 130 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 284
89.138.65.130 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 100
46.19. 86. 146 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 61
89.138.65. 130 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 58
109. 253.147.7  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 43
2.54.21.108 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 32
46. 19. 86. 189 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
109. 67. 3. 201 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
46. 19. 86. 146 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 19
213.57.36.148 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 17
80. 246. 136. 115 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
109. 253. 156. 100]l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 10
66.249. 64. 238 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 238 B ock 9
213.8.204.34  |israel 147.237.0.34 |tikshuv.idf.il ;ig ’\;nzyo :f&tlhe Sane Response (bde (404) in Session from Bl ock 6
37.26.148.156 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
176.13.7.91 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
208.115.113.88 |lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forunmasp/ showforumasp |[B ock 5
66.249. 64.243 I srael 147.237.77. 216 |dover . i df . i | b str buted that Zokrolrfstjevtﬁ ngtcgssjssn Bl ock 4
37.26.147.223 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 213. 77 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.149. 150 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.181.101. 209 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
46.19. 85. 198 I srael 147.237.76.31 |nakchal .idf.il [Dstributed Unknown HTTP Request Met hod B ock 2
87.69.93.15 I srael 147.237.76.200|ei tan. aka. i df . i | [Mil tipl e Lhaut hori zed UR. Access from 87.69.93. 15 B ock 2
2.54.30. 254 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
109. 66. 206. 123 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
107.178.194.83 |Uited Sates |147.237.77. 216 |dover. i df .i | b stri bt oc gggfgggisg?ﬁeﬁvi‘fzsssp;” Bl ock 2
84.111.153. 122 |Israel 147.237.72. 166 |aka. i df . i | ?A’S'Stﬁf’égﬁg?‘g\?rbﬁ Nﬂwsiss' ons from8a. 111.153.122 (Protocol violation |\, o 2
149.78.63.200 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None

46.19. 85. 198 I srael 147.237.76.31 |nakchal .idf.il |Dstributed Ml fornmed UR B ock
5.29.60.208  [israel 147.237.77. 233 |atal .i df . | L e St horized WL et Bock |1
82.80.119.194 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
46.19.86.146  |Israel 147.237.0.19 |nadimatal .idf.i Ed?rx;fraﬂ%i _\flo/':;Lﬂ”eftlloggﬁ?tni?t;;zesﬁder1$mS”eet in B ock 1
176.13.12. 10 I srael 147.237.77.216|dover. i df .i | SSL Uhtraceabl e Qonnection - Unknown SSL Sessi on None 1
46. 19. 85. 242 I srael 147.237.77. 216 |dover . i df . i | Mul ti pl e Abnormal |y Long Request from 46. 19. 85. 242 B ock 1
79.176.145. 210 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66. 249. 64. 243 |l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
213. 8. 204. 29 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
46.19. 85. 110 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
93.173. 182. 247 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
62. 90. 66. 199 I srael 147.237.77. 176 |mat pash. i df . i|  [Unauthori zed URL Access to swpost. appl e. conistats B ock 1
192. 115. 130. 253]I srael 147.237.77. 170 [maar achot . i df . i | {Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/1/109301. pdf B ock 1
85. 65. 20. 234 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
46.19. 86. 17 I srael 147.237.72. 166 |aka. i df . i | mb;ﬁaﬁf .E?ffcrfm.”ﬂ/ ; ‘)’/ﬁ;‘;":ﬁ o haffjf‘re‘;rl‘ iagm search B ock 1
173.252.90. 110 |Uhited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 66. 42. 39 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
37.142.190. 206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
176. 13.19. 98 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
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