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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3311
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 4

109. 67. 221. 180 | srael 147.237.77. 74 lawidf.il B ock Wp Al Nets drop 3

168. 235. 197. 22 Lhited Sates 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 2

115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il |JLM Under Attack Con Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

175.9.138. 4 Chi na 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

att ack

Gountry
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil | er2 DDos
84.228.141. 207 |147.237.77. 233 I srael atal.idf.il 5
at t ack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
82.192.95.184  |147.237.72.166 |Netherlands  |[aka.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 1
5.39. 222. 253 147.237.77. 212 |Netherlands  |e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
, , . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
120.198. 117. 111(147. 237.8.27 |China e.nadimatal .idf.i ) 1
Potential Scan or Brute Force
37.187.129. 166 |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
217.132. 114. 167|147. 237. 77. 216 || srael dover . idf.il portscan: TCQP D stributed Portscan 1
185. 106. 92. 107 |147.237. 76. 196 e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil | er2 DDos
109. 66. 42. 149 |147.237. 77. 233 |I srael atal.idf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

168.235.197. 22 |Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 83
Sreanming Engine: TCP Invalid i i ssi

109. 66. 42. 149 |Israel 147.237.76. 200 |ei tan. aka. i df i 9 =9 nval i d segnent retransmssi on. drop 57
Ret ransmi ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi

109. 66. 126.57 |l srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 24
Ret ransni ssi on Packet dr opped.

46. 19. 85. 53 I srael 147.237. 72. 156 [anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 22
Sreaning Engine: TQP Invalid i i SSi

185.24.207.9  |israel 147.237.77. 243 |nobi L e. i df . i | 9 59 Invalid segent retransmssion. drop 18
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

5.22.129. 87 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 55 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
Sreanmng Engine: TCP Invalid i i ssi

37.26.146.147 |israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.

2.54.155. 211 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreanming Engine: TCP Invalid i i ssi

79.176. 135. 184 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.

40. 77. 167. 68 Wited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 10

46. 19. 85. 66 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

109. 253. 206. 122l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or

46. 19. 85. 58 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i SSi

66.249.78.254 |lwited Sates |147.237.72.166|aka.idf.il 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

37.26.147.211 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.

109. 253. 206. 122! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber alert

46. 19. 86. 63 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TAP Invalid i i sSi

213.57. 160. 141 |Israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.

. . SWNretransmit wth different .

109. 66. 42. 149 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence vi ndow scal e noni t or 7

46. 19. 85. 36 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning Engine: TQP Invalid i i SSi

87.68.18.131  |israel 147.237.77. 243 |nobil e, i df . i1 9 =g nval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.

46. 19. 85. 216 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TQP Invalid i i SSi

2.52.179.113  [israel 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

66.249.93.184 |lnited Sates |147.237.72. 166 |aka idf.i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.

46. 19. 85. 31 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber aert

46. 19. 85. 216 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nvalid ACK nunber noni t or

109. 64. 9. 68 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TQP Invalid i i SSi

109.67.235.8 | srael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

46.19. 85. 31 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi

46.19. 85. 43 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

. . SYNPAXK retransmit with different .

46. 19. 85. 80 | srael 147.237.77.233|atal .idf.il Bad TCP sequence vi ndow scal e noni t or 6

46. 19. 85. 36 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi

46.120.54.43  |israel 147.237.77. 243 |nobi 1 e.i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

46.19.86.124  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

89.138.16.230 |israel 147.237.77. 243 |nobi 1 e.i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.

31.168.137.30 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

2.54.153.18 I srael 147.237.72. 167 |i shurimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 66 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

185. 3. 144. 49 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 5

79.183.133.2 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

185. 3. 146. 242 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 5

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4

89.138.116.29 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SINWAK retransmt with different | oo |4

W ndow scal e

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

46. 19. 85. 201 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 85. 58 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

93.172. 144. 196 |Israel 147.237.76.86 |navy.idf.il 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.

189.34.83. 25 Brazil 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 243 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 216
46. 19. 85. 243 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
46.19.85.243  |israel 147.237.0.19  |nedi matal .idf.i [j00 " & he See Fesponse ode (403) T Session from Bl ock 79
85.64.154.3 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 76
93.172.160.199 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 63
176.13.7.91 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 40
79.180.38.168 |[lIsrael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 35
89.138.65.130 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 24
212.76.122.233 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 10
109. 253.129. 40 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

109. 66. 126.57 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
5.20.66.191 |Israel 147.237.0.19 [nadi matal .idf.i (25110 e d?“?‘ftfl?]!éﬁ?@?d fggaetsesn;k’;t caunt 1y, aspx Bl ock 4
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df .il/navy/htn/unitfs. asp B ock 4
109. 253. 203. 11 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13. 14. 91 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
149.78.6. 10 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.120. 54. 43 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.13. 14. 79 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
5.22.131. 68 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 2
87.68.18. 131 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
109. 67. 235. 8 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.157.3 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
213.8.204.16  |Israel 147.237.76.86 |navy.idf.il m“;;f’;_'izd?‘_jiﬁi s‘igfjrsagt;fi o5/ 3/ i 233601 1633, pg Bl ock 2
84.94.171.226 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
2.54.162. 126 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Protocol violation (SSL GONN QIENT HALOQ  [None 2
46.121.92. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
173.252.74.96 |Uited Sates |147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
84.111. 84. 45 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79. 180. 49. 52 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
46.19. 85. 74 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
66.249.78. 254 [ srael 147.237.72.166 |aka. i df . i | m”;’k“; i'zafr_"’mtrf; n%;'yi‘;?;;ﬂzriaj”_ asix None 1
212.179. 42. 241 |lsrael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df.il/tenpl ates/soci al / undefi ned B ock 1
85.250.79. 245 I srael 147.237.72.166 |aka. i df . i | %ﬁgﬁﬁfﬁ?ﬁ'gf& - Protocol violation None 1
66.249. 64.238 |Israel 147.237.77. 216 [dover . i df .i | Lhaut hori zed LR Access to wwwidf.il/ the idf official website B ock 1
46. 19. 86. 237 | sr ael 147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to waw i df . i |/ bamahane B ock 1
149. 88.26. 172 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.183.232.141 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
31.154. 153. 186 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
77.127.65.206 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw anman. i df.il/https:/ww aman.idf.il/ B ock 1
217. 132. 157. 2541 srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66. 249. 75. 6 I srael 147.237.76.42 |refuah.idf.il ﬂ?}’;g;ri?éefy?p fsctcjsj‘g;/?i e/ 1 2401 | pg Bl ock 1
205.222.248.10 [lhited Sates |147.237.77.216|dover. i df .i | %ﬂ&ﬁﬁ%ﬁ?ﬂgf& Frotocal violation None 1
2.54.30. 254 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
66.249.64. 124 [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forum asp/ showf orumasp |B ock 1
173.252.115.84 |lhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Attack None 1
84.111.153.122 | srael 147.237.72. 166 |aka. i df . i | &?&iﬁleﬁfg‘mig - Protocol vidlation None 1
79.180.114.35 [Israel 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 1
109. 253. 219. 47 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
107.178.194.87 United Sates [147.237.77. 216 |dover . i df .i | D stri utec lfsgfggzgi?ge%ﬁ??:pﬁn Bl ock 1
66.249.79.105 I srael 147.237.72. 166 |aka. i df . i | o raut hor ;e;u?éeﬁceles'sa‘;’;x Bl ock 1
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