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Top Attackers

M dover.idf.il

M nadi matal .idf.i

M aka. idf.il

M tikshuv.idf.il

M mobile.idf.il

M atal.idf.il

I navy.idf.il

M anan.idf.il
refuah.idf.il

M halag.idf.il

M 167. 114. 156. 16
2.54.21.108

I 46.19.85. 44
109. 67. 108. 226

M 46.19.85.81

M 84. 228. 236. 176

I 41.33.231.90

M 79.177.131. 45
85. 64. 7. 153

M 46.19. 85. 170
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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3037
109. 65. 59. 158 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets dr op 6
185. 130. 5. 228 147.237.76. 39 nobi | e. nei tav.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

At tacker A tacker .
ount ry get Address |Site ’Sgnaiure

80.241.52.26  |Wnited Kingdom |147. 237. 7. 216 |dover . i df . i|*23#& HITP PHP-CG3 Query String Parameter Command Injection B ock 1
Vil nerability

106. 38. 241. 147 |Chi na 147.237.77. 216 |dover . i df . i|{C103: HTTP. User Agent Sogou+web+spi der B ock 1

175.9.138. 4 Chi na 147.237.77. 216 |dover . i df . i[22280: HITP. Joomha Chj ect Injection Vil nerability B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.74.95 [147.237.72.166|lited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
58.253.96. 122 [147.237.72. 217 |Chi na eidf.il ET SCAN NMAP -sS wi ndow 2048 1
46.120. 138. 165 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
204.151. 12. 168 [147. 237.76. 177 |Uhited Sates |ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
5.39.222.253 [147.237.77. 179 |Net her| ands e nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
204. 151. 12. 168 [147.237.76. 177 [Lnited Sates |ncore.idf.il ET SCAN NVAP -f -sS 1
185. 106. 92. 109 |147. 237. 72. 167 ishurimaka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
176.13.8.223  [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
93.173.12.7 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
58.253.96. 122 [147.237.72. 217 [Chi na eidf.il ET SCAN NVAP -sS wi ndow 3072 1
58.253.96. 122 [147.237.72. 217 |Chi na eidf.il ET SCAN NVAP -f -sS 1
213.8.204.15 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
5.39.222.253 [147.237.77. 243 [Net her | ands nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
204. 151. 12. 168 [147.237.76. 177 [Lhited Sates |ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
185. 106. 92. 107 [147. 237. 76. 176 test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 [147. 237. 77. 234 |Uhited Sates |hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.108. 48. 145 [147.237.72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
59. 148.126. 16 |[147.237.76.39 |Hong Kong nobi | e. nei tav. i df.i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
Sreaning Engine: TGP Invalid i i ssi

79.177.131.45 |israel 147. 237. 76. 200 |ei tan. aka. i o . 9 =9 nval i d segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dropped.

85.64. 7. 153 I srael 147.237.77. 234 |nal ag.if i1 |Bad TCP sequence i’;:;e”ansm't with different wndow) oo [23

109. 65. 212. 176 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Ssz;';e”ansm wth different wndow| oo |20

reaming BEngine: TCP Invali i i ssi

185.32.179. 176 |Israel 147237, 77, 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dropped.

84.228.236. 176 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 18

80.246.130.78 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence izge”ansm't with different wndow) ooivor |16
Sreaning Engine: TGP Invalid ' i ssi

109. 253. 133. 1191 sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segrent retransmssi on. drop 16
Ret r ansni ssi on Packet dropped.

46.19. 85. 110 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13

40.77.167. 68 Lited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 13

85. 250. 162. 232 |l srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 13

84.228.236.176 |[lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber alert 12

46. 19. 85. 53 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 11

37.26.146.238 |l srael 147.237.72. 166 |aka idf.il  |Bad TOP sequence S retrensmt with different wndow) ooivor |10

77.125.96.214 [Israel 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TGP Invalid ' i ssi

217.132.47.59  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segrent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.

37.26.147.190 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop

79.176.23.177 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or

80. 246. 136. 212 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

80. 246. 136. 212 I srael 147.237.72. 166 |akaidf.il  [Bad TCP sequence SINAK retransmt wth different oo g

W ndow scal e

212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7

40. 77. 167. 68 Lhited Sates [147.237.77.176 |natpash.idf.il [dr op SAMrul e drop 7

46. 19. 85. 12 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7

74. 6. 254. 127 Lhited Sates |147.237.77.216|dover.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

46. 19. 86. 156 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i SSi

192.114. 91. 245 |israel 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

46.19. 85. 170 I srael 147.237.76.86 |navy.idf.il |[Bad TCP sequence Inval i d AGK nunber aert 6
Sreaning Engine: TCP Invalid i i sSi

79.182.137.72  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

46. 19. 85. 220 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect

46.19. 85. 12 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert

46.19. 85. 170 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid ' i ssi

66.249.69.38  |Uited Sates |147.237.77. 243 |nobile.idf. il 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi

79.182.138.98 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

149. 88.124.89 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or

46. 19. 86. 115 I srael 147.237.77.233atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi

79.182.184.36 | srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

5.28.176.59  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

84.228.251.59 |[lIsrael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5

46.19. 85. 125 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 5

77.127.205. 122 |l srael 147.237.72. 156 |aman.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

84.109.181.36 |[lIsrael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5

80. 246. 136. 212 |Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5

46. 19. 85. 246 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5

188. 120. 148. 179|l srael 147.237. 72. 156 |anan.i df .i | drop SAMrul e drop 5

46.19. 85.170 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 5

46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5

37.26.147.223 |lIsrael 147.237.76.42 |refuah.idf.il |SYN At ack rej ect 4
Sreaning Engine: TGP Invalid ' i ssi

80. 179. 225. 230 i srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.

162.243.192. 211|thited Sates |147.237.0.34 |[tikshuv.idf.il |dr op First packet isn't SYN drop

37.26.149.200 |lsrael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 19. 85. 44 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 179
2.54.21.108 I srael 147.237.0.19 |nadimatal .idf.i 2?24'?%? logsthe Sane Response (bde (404) in Session from Bl ock 166
46. 19. 85. 44 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 136
109. 67. 108. 226 |l srael 147.237.0.34 |tikshuv.idf.il Igg.'\gylg; ;22 Sane Response (pde (404) in Session from Bl ock 128
2.54.21.108 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode Bl ock 104
46. 19. 85. 81 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 86
2.54.21.108 | srael 147.237.0.19 |nadimatal .idf.i ;O‘; 4%? fgsthe Sane Response (bde (403) in Session from Bl ock 64
46.19. 85. 81 I srael 147.237.0.19 |[madimatal .idf.i|DOstributed Too Many of the Sanme Response Code (404) Bl ock 26
46.19. 85. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
80.178.11.232 [israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 80.178. 11. 232 Bl ock 19
109. 253. 133. 119|1 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode Bl ock 5
46.19. 86. 113 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.18.211 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 19. 86. 197 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
46.19. 86. 77 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 32.179. 176 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 135. 1581 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
149. 78. 103. 2 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
109. 253. 129. 40 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
217.132.47.59 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode Bl ock 2
63.138.144. 226 |lhited Sates  |147.237.77.216|dover.idf .il Mil tipl e Lhaut hori zed URL Access from 63. 138. 144. 226 B ock 2
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover. i df .i D stri uted lT;;fggggg?ﬂe%gffspfn Bl ock 2
85. 65. 127. 79 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waww aka. i df. i/ mai n/ gi yus/ general . aspx |B ock
84.228.236.176 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
46.31.98.244 |Israel 147.237.77. 216 |dover . i df . i | ggfﬁﬂ%ﬁﬁxﬁa\i ‘ggﬂ_&gﬁ\:\&) None 2
31.210.188.110 |Israel 147.237.72. 166 |aka. i df . i | mu;f:rii(;??lmﬁf;f;is;é’omrol o et udel A Bl ock 2
37.26.149.200 [Israel 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code Bl ock 2
107.178.194.87 |Wited Sates  [147. 237.77. 216 |dover . i df . | b stri bt oc gs?;fggggfgeﬁvi‘f?:p;” Bl ock 2
212.76.122.233 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.14. 241  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.54.49. 200 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
89.138.104.94 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.121. 209. 170 |Israel 147.237.77.216|dover . i df .i | Mil tipl e Unhaut horized URL Access from 46. 121. 209. 170 Bl ock 1
128. 70. 183. 106 :Z::I”i on 147.237.77.216|dover . i df . i | Paraneter Type Mol ation sCh in wwidf.il/ B ock 1
80.246.130.78 I srael 147.237.76.42 [refuah.idf.il |23 ;;?_”t?gi;“;”;lhgsiﬁ:rde g hecess on Bl ock 1
79.176.237.8 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.142.188.183 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 201. 154. 221(Netherl ands  [147.287. 7. 216 dover. i df il [0 T ACT TS TR SReese o Bock |1
66. 249. 65. 17 I srael 147.237.77. 170 |n@ar achot . i df . i | |tnaut hori zed URL Access to 147.237.77.170/ pdf/files/ 1/ 106351. pdf  |H ock 1
198.58.103. 115 [wnited Sates  [147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
Unaut hori zed URL Access to
8.37.70.125 Lhited Sates 147.237.77.216|dover.i df .i | ww i df . i |/ 1086- 23082- he/ dover . aspx&usg=al kj r hhhi 5j i Ocfi et ai ohb-7- |B ock 1
hy1sf 6wg
107.178.194.87 |United Sates  [147. 237.77. 216 |dover . i df . i | D stri utec 1?3?;}2%;525??1:3%&?23;&“ B ock 1
85.64.7.153  |Israel 147.237.77. 234 |hal ag. i df . i | ?4? ;';;”;‘;dZﬁﬁ?mggsfiiaﬁlﬁﬁﬁ 1(.)2;i f Bl ock 1
46.116.195. 214 | srael 147.237.0.19 |nadimatal .idf.i nﬁ;“:ﬁg:f?;ﬁ,:ﬁ;f;;gxl pdat enakat Gaunt 1y, asp Bl ock 1
164. 138. 123. 210|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 253. 213. 175|I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
79.183.150.88 |[Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
37.26.147.165 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 67. 108. 226 |l srael 147.237.0.34 |tikshuv.idf.il [Too Many 404: Response Code per Session Bl ock 1
68.180. 229. 239 |[lhited Sates |147.237.72.166|aka.idf .il Uhknown Paraneter siteid in wunaka. idf.il/sites/hone/defaul t.asp None 1
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