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01-12-2016-19:04:01 to 01-12-2016-20:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3054

92. 19. 166. 41 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
8.37.231. 23 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 1

114. 163. 87. 32 Japan 147.237.76. 31 nakchal .idf.il [Block Wp Al Nets drop 1




01-12-2016-19:04:01 to 01-12-2016-20:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |

88.226.188.201 |Turkey 147.237.72.166 |aka.idf.i||Q25: HITP. access to adninistrator/index. php -> Quaranti ne B ock 1




01-12-2016-19:04:01 to 01-12-2016-20:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
79.180. 180. 61  [147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
223. 95. 76. 85 147. 237. 76. 196 [Chi na esvivaidf.il |ET SCAN NVAP -f -sS 1
61 239. 172, 2 147.237.76.30 |Hong Kong hivmsh i df | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198. 20. 69. 76 147.237.77. 212 |Wnited Sates e.dover.idf.il |ET DRCP Dshield B ock Listed Source 1
50.204. 188. 142 (147.237.8.46 |lLnited Sates e.chinuch.idf.i [ET SCAN NVAP -sS wi ndow 2048 1
185. 106. 92. 107 [147.237.76. 199 e.nakchal .idf.i|ET SCAN NMVAP -sS wi ndow 1024 1
31 154 253 217 |147 237 76.86 |1 s ael ey, i i1 ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
attack
158.255.6.220  |147.237. 76. 196 gj::;”ion esvivaid.il |ET SCAN NVAP -sS wi ndow 1024 1
122. 224, 145. 105|147. 237. 76. 196 |Chi na esvivaidf.il |ET SCAN NVAP -sS wi ndow 2048 1
109. 67. 119. 49 [147.237. 77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
104. 168. 133. 63 [147.237.76. 197 |Lnited Sates e.himsh.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
81.82.200.255 [147.237.8.46 |Bel gium e.chinuch.idf.ilET SCAN NVAP -sS wi ndow 1024 1
223.95.76. 85 147. 237. 76. 196 |Chi na esvivaidf.il [ET SCAN NVAP -sS wi ndow 2048 1
77.127.207. 173 |147.237.72. 166 |l srael akaidf.il portscan: TCP Distributed Portscan 1
199. 191. 56. 188 [147.237.8.24 [lhited Sates elifestyle.idf|[ET SCAN NVAP -sS wi ndow 1024 1
59.106. 108. 116 [147.237.77. 216 |Japan dover.idf.il |Tehila - Perl LWP with fake user agent 1
50.204. 188. 142 [147.237.8.46 |Whited Sates e.chinuch.idf.i [ET SCAN NVAP -f -sS 1
176.13. 7. 227 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
158.255. 6. 220 |147.237.8.24 gj;:lnim elifestyle.idf|[ET SCAN NVAP -sS wi ndow 1024 1
122. 224, 145. 105|147. 237. 76. 196 |Chi na esvivaidf.il [ET SCAN NVAP -f -sS 1
109. 66. 173. 47  |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
81.82.200.255 |147.237.8.46 |Bel gium e.chinuch.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
923 105.1. 114 |147. 237. 76. 31 |chi na vekehal i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1




01-12-2016-19:04:01 to 01-12-2016-20:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
8.37.231. 23 g”&;ymus 147. 237.77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 45
40. 77. 167. 68 Lhited Sates |147.237.77.74 |(lawidf.il drop SAMrul e drop 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
185. 32, 179. 136 |l srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 30
o SYNWtACK retransmit with different .
185. 32, 179. 136 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal noni t or 30
37.26.148. 180 | srael 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop 29
185. 32. 179. 136 |l srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout aert 24
66.154.222.11 |Wited Sates |[147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 18
66.154.222.11 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 17
Sreamng Engine: TCP Invalid i i ssi
66.249.64.250 |United Sates |147.237.77. 234 |l ag.idf.il g =g Invalid segnent retransmssion. |, ) 14
Ret r ansmi ssi on Packet dr opped.
80. 246. 139. 193 |l srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 13
. . SYNtAK retransmit with different .
80. 246. 139. 193 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence vi ndow scal e noni t or 13
80. 246. 139. 193 |l srael 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 12
reamn ine: TCP Invali i i Ssi
79.181.0. 81 I srael 147.237.72. 166 |aka. i df .i | Stream g Engi ne P Invalid invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
80. 246. 139. 150 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 12
80. 246. 139. 150 || srael 147.237. 72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different | oo |12
W ndow scal e
80. 246. 139. 150 |[lsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout aert 11
46. 19. 85. 195 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
reamn ine: TCP Invali i i Ssi
2.54.152.190  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.180.107.27 |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
109. 66. 189. 27  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.192 |israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
50. 18. 94. 121 Lhited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
46.19. 86. 132 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 80 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
C e SYNHAK retransnit with different .
46.19. 85. 29 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence v ndow scal 6 noni t or 7
reamng BEngine: TCP Invali i i SSi
37.26.147.192 |Israel 147, 237.76. 200 |ei tan aka i or. i1 || €M NG Engine: TQP Invalid Jinvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.20.33 I srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. |, ) 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i SSi
77.126.213.230 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
2.54.7.3 | srael 147.237.77. 243 |nobi le.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i SSi
46.19. 86. 3 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi
46.19. 85. 42 I srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
94.230. 86. 245  [lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning BEngine: TQP Invalid i i SSi
217.132.70.64 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
77.125.142.151 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
5.102.213.176 | srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransnit wih different monitor (6
W ndow scal e
41.131.82.71 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i SSi
79.177. 158. 175 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
217.132. 159. 227|1 srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber aert
77.125.142.151 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
5.102.229.227 |israel 147.237.72. 166 |aka.i df . 9 =g I nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
142. 160. 131. 90 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i SSi
5.22.129.135  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
79.179.192. 54 | srael 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
82.81.34.235  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
217.132. 159. 227|1 srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
79.182.62.171 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 5
80.179.114.11 [Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 132 I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
89.139.172. 131 |israel 147.237.0.34 |tikshuv.idf.il ;g?ll\gfyl% tlgi sane Response Qode (404) in Session from Bl ock 189
87.69.146.9 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 89
46. 19. 85. 79 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode Bl ock 36
87.69. 146.9 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 27
176.13.18.211 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 26
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df . i |/ mai n/ gi yus/ general . aspx Bl ock 18
109. 67.235. 42  |Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 16
109. 186. 49. 58 |l srael 147.237.0.34 [tikshuv.idf.il |[Dstributed Too Many of the Same Response Code (404) Bl ock 9
31.154. 253. 217 |lIsrael 147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 31. 154, 253. 217 Bl ock 7
46.117.162. 127 |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 7
37.26.149.137 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 37. 26. 149. 137 Bl ock 6
89. 139. 135. 139 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode Bl ock 6
212.76.122. 233 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
80.74.100. 131 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storage/files/8/ Bl ock 3
79.176.188.52 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTI ONS for waw aka. i df . i |/ mai n/ gi yus/ Bl ock 3
37.26.148.180 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.12. 79 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
37.26.149.137 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on waw aka. i df.il/nai n/ Bl ock 2
2.54.155. 93 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 2
204.13. 200. 200 [United Sates |147. 237. 7. 216 |dover . i df . i | Dstri uted 1?;;};3;5?&%\/’;?‘??:&” Bock |2
80. 246. 136. 243 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock
213.233.64.190 |Romani a 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
46.10.86.34  |Israel 147. 237.72. 166 [aka. i df . i | mbgﬁaﬁf E:ffﬂ'a??v p sﬁr;‘gf]tl o haigf‘;fg iagm(/ <oarch Bl ock 1
149.78.185.13 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S At ack None 1
107.178.194.87 |Wited Sates [147. 237. 7. 216 |dover . i df . i | Dstri uted 1?;;};3;5?&%\/’;?‘??:&” Bl ock 1
79.117.252.172 |Romani a 147.237.77. 176 [mat pash. i df . il |PHP Attenpt Bl ock 1
2.54.55. 89 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
87.69. 165. 52 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
66. 249. 78. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1233-he/ at al . aspx Bl ock 1
208.184.112.74 |Uited Sates [147. 237.77. 216 |dover . i df i1 | o0 e 1?;;}:;&;;?&%\2??;{;” Bock |1
46.117.171. 168 |Israel 147.237.72. 166 |aka. i df . i | m”;k‘gi foﬁr;e;afngamﬁm:i;& None 1
176.13. 14. 234  |Israel 147. 237.77. 216 |dover . i df . i | g;ii (fr'])e Untraceabl e S Sessions from 176. 13. 14. 234 (Uhknown SS. None 1
84.108.123.225 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84.108. 123. 225 Bl ock 1
37.142.216. 129 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip_storage/files/8 Bl ock 1
109. 253. 197. 211|i srael 147.237.72. 166 |aka. i df . i | mngk“; izfar_?wg nf;;gﬁ:ﬁ;ggfgg'_\’:isyphsachar$°t' 80.xin None 1
68.180.230.29 |Lhited Sates |147.237.77.176 [mat pash. i df .i| [Paraneter Type Violation PageNumin waw cogat. i df .i1/2027- he/ cogat . aspx [Bl ock 1
217.132. 159. 227/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
2.52.30.124 I srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
87.69.53.108 | srael 147.237.72. 166 |aka. i df . i | (Si_g_uj tég%ﬁibiﬁpﬁngic;: SZ;DET"&E?C&?\:;; on None 1
66. 249. 64. 233 | srael 147.237.77.216|dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
185.32.179. 44 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
80.74.100.131 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.19. 86. 196 | srzel 147.237.72. 166 |aka. i df . i mmm:vngk\,:. iF();r.?rlnlﬁrr:ir n;:‘giI )r/]us/n'aj n/ gi yus/ resour ces/ i nages/ nast er/ f avi con. gi f None !

Unknown Par anet er
149. 88. 140. 141 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenM acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

107.178.194. 87 |Uited Sates [147. 237.77. 216|dover . idf i1 |0 o0 oS 1?:;}:;;;;?&%\/’2??;&” Bock |1
79.117.252. 172 |Romani a 147.237.77. 216 |dover.idf . il PHP Att enpt Bl ock
2.54.135.53 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None
87.69.210. 224 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
66.249.78. 111 I srael 147. 237.72. 166 [aka. i df . i | ﬂ?”tzg‘;r ;;efeglmﬁ/cgfiut;gl yus/ gener al . aspx Bl ock 1
46.120.24.238 |[Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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