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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 81. 175 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |[drop 5292
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3195
66. 249. 81. 183 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 1153
66. 249. 73. 214 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 242
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 94
85. 130. 251. 227 | srael 147.237.72. 156 anan.idf.il ock Wp Al _Nets drop 9
185. 130. 5. 228 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
82.221.105. 6 I cel and 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets dr op 1

66. 249. 81. 179 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 1

66. 240. 236. 119 Lhited Sates 147. 237. 76. 202 ehalag.idf.il |Bock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

5.9.89.170 Ger many 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry

Ste

Signature

195.34.150. 18  |147.237.77.216 |Ausstria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.81.175  |147.237.77.233 |lhited Sates atal .idf.il ET SCAN NVAP -sA (2) 3
79.179.108. 185 [147.237.72.166 |lIsrael aka idf.il ET SCAN NVAP -sA (2) 2
66.249.78.254  [147.237.72.166 |lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
79.182.21.200  [147.237.72.166 [lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
46.120.24.122  |147.237.72.166 [Israel aka idf.il portscan: TCP D stributed Portscan 1
185. 65. 201. 196  [147.237. 77. 243 |Russi an Federation [nobile.idf.il ET SCAN NVAP -f -sS 1
46. 19. 86. 40 147.237.77.216 |israel dover.idf.il portscan: TGP D stributed Portscan 1
114.112.90.54  |147.237.76.42 |China refush.idf.il  |ET SCAN NVAP -sS w ndow 1024 1
2.54.141.138 147.237.72. 166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
109. 66. 32. 183 [147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
93. 158. 236. 2 147.237.76.30 |Netherl ands hinush.idf.il  |ET SCAN Potential SSH Scan 1
85. 64. 38. 121 147.237.72. 166 [lIsrael aka.idf.il portscan: TCQP D stributed Portscan 1
79.180.251. 242  [147.237.77.216 [lIsrael dover.idf.il portscan: TGP D stributed Portscan 1
79.178.165.53  [147.237.77.216 [Israel dover.idf.il portscan: TCP D stributed Portscan 1
218.77.79. 38 147.237. 76. 200 |Chi na eitan aka idf.il |ET SCAN Rapi d PGP3 (onnections - Possible Brute Force Attack |1
185. 65. 201. 196  |147.237. 77. 243 |Russian Federation [mobile.idf.il |ET SCAN NVAP -sS w ndow 2048 1
46. 19. 86. 133 147.237.72. 166 |Israel aka idf.il portscan: TCP D stributed Portscan 1
164. 39. 11. 198 147.237.77.170 |United Kingdom |[maarachot.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
5.102. 254. 4 147.237.77.216 |israel dover.idf.il portscan: TGP D stributed Portscan 1
109. 235. 254. 181 [147. 237. 77. 178 |Turkey e.natpash.idf.il |ET SCAN NVAP -sS w ndow 3072 1
104. 219.238.10 [147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 236. 2 147.237.0.200 |Netherl ands u. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
212.199. 34. 114 |Israel 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 33
46.121.92.242 | srael 147.237.77. 233 |atal i of i Bad TCP sequence mdﬁvr;n;n;t Wth different moni tor |29
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
40.77.167.68  |wited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 24
37.26.148.150 |lsrael 147.237.72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 23
2.52.172.121 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
46.19.86.142  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence mﬁﬁsrcjlreansm wehdifferent | onitor |10
188. 120. 148. 202|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 14
46. 19. 86. 75 | srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 14
109. 64.64. 227  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvr;n;n;t Wth different moni tor |14
149. 88. 189. 109 |Israel 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 13
137.95.1.11 Lhited Sates [147.237.77.170 [naarachot.idf.il |dr op First packet isn't SN drop 12
79.177.39.218  |israel 147.237.77. 233 |atal i df il Bad TCP sequence mdze\:,rsaé;rit wth different moni tor |12
37.26.148.185 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dr opped.
173.203.67.252 |Uhited States |147. 237. 72. 166 |aka. i df .l Bad TCP sequence mdze\:,rsaé;rit wth different moni tor |11
149. 78.188. 119 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
2.54. 186. 229 I sr ael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19.86.4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46.19. 86. 142 I srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 8
46. 19. 86. 142 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 8
46.19. 86. 142 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 86. 102 I sr ael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 8
46. 19. 86. 142 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 8
46. 19. 86. 142 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
2.54.186. 229 I sr ael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 7
79.182.22.63  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvr;n;n;t Wth different moni tor |7
2.54.186. 229 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 7
194.114. 62.88 |Ger many 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 7
2.54.186. 229 I srael 147. 237. 72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber noni t or 7
85.250.101. 19  |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
81.218. 241. 26 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
46. 19. 85. 228 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
85. 250. 129. 161 [l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACGK nunber alert 6
185.3.147.210 |Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber noni t or 6
46. 19. 85. 163 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
176.13.2.246 | srael 147.237.77. 23 |mmbit i1 | S2M NG Engine: TP Invalid —invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 134 I sr ael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 228 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
85. 250. 129. 161 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 163 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
84.111. 242. 143 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 75 I sr ael 147. 237. 77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
37.26.149.239  |israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
46.19. 85. 75 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
62.0.1.178 I srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
79.178.102.74 |Israel 147.237.72. 166 |aka. i df .| Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
79.183.55.40 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
84.109.85.179 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
46. 19. 85. 22 I srael 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert
84.111. 226. 239 [lIsrael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvalid ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89. 107. 186. 233 |Ger many 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 89. 107. 186. 233 Bl ock 5
109. 253. 136. 182]I srael 147.237.77.243|nobi l e.idf . il Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 5
176.13.20. 1 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 4
109. 253. 193. 63 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
84.108. 13. 30 | srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/drushimi<hr><div |B ock 3
m ny- kosher - kr avi . i df _ _
46. 210. 209. 157 |l srael 147.237.0. 17 i Dstributed I11egal Paraneter Encodi ng None 3
. . Unaut hori zed URL Access to
195. 95. 183. 254 |l srael 147.237.77. 170 [maar achot . i df . i | naar achot i df i 1/ pdf /11 es/ 6/ 112466, pf Bl ock 3
176.13.6.93 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
m ny- kosher - kravi . i df
46. 120. 230. 39 | srael 147.237.0. 17 : ery Dstributed I11egal Paraneter Encodi ng None 2
. . D stributed Uhauthori zed URL Access on
66.249. 64.238 |[Israel 147.237.77. 216 |dover.i df .l Wi i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 2
77.127.126.8 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
176. 13. 2. 246 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
] . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |[Lhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 2
; ] . D stributed Uhauthorized URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
37.60.42.25 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 2
195. 95. 183. 254 |l srael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Uhaut horized URL Access from 195. 95. 183. 254 B ock 2
149. 78.63. 200 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 2
80. 246. 136. 243 |Israel 147.237.0.19 |madimatal .idf.il D stribut ed Suspi ci ous Response Code B ock 2
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. Bl ock 2
66.249. 64. 243 [Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew i ng. asp [B ock 2
41.107.81.168 |Ageria 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to wawidf.il/arr/ B ock 2
2.54.151. 142 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 85. 102 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
176.13.7. 139 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
104.194. 26. 204 [lhited Sates |[147.237.77.176 |nat pash. i df . i | PHP Att enpt B ock
85. 250. 129. 161 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
. . D stributed Lhaut hori zed URL Access on
66.249. 64.238 |[Israel 147.237.77. 216 |dover. i df.il ww i df i 1/ at al 1/ Zkor/ vi ew i . asp B ock 1
157.55.39. 137 |Uhited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
109. 253. 219. 194|i srael 147.237.72. 166 |aka. i df . i | Illegal Byte (e Character in LR /nai nkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
212.34.11.85 Jor dan 147.237.77.216|dover . i df . i Mal for med URL B ock 1
2.54.163. 236 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
109. 64. 144. 123 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . D stributed Uhaut hori zed URL Access on
77.126.144.182 |Israel 147.237.72. 156 |anan. i df . i | - i i1/ bt ps: /v il B ock 1
185. 120. 126. 29 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
. . Unknown Par aneter anp; docid in
66. 249. 74. 93 I srael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v i yus/ general . aspx None 1
173. 203. 67.252 |Uhited Sates [147.237.72.166|aka.idf.il Mil tiple signatures from173.203. 67. 252 Bl ock 1
89.138.107.41 |[Israel 147.237.72. 166 |aka. i df . i | Unhtraceabl e S3. Sessi ons: sigal gs S Attack None 1
. . Unaut hori zed URL Access to
62.0.1.178 I sr ael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1501- he/ at al . aspx Bl ock 1
141.212.122. 145|Uhited Sates |[147.237.76.39 |nobile.neitav.idf.il Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
84.228.111.97 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . Uhaut hori zed URL Access to
79.182. 22. 63 | srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ r eset . css B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
46.19. 85. 110 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
109. 253. 145. 57 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None
. . D stributed Uhauthori zed URL Access on
66.249.78.246 |[lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
104. 194. 26. 204 [hited Sates [147.237.77.176 |nat pash.i df .i | Unhaut hori zed URL Access to www cogat . i df.il/wp-1ogin. php B ock 1
. . . D stributed Lhaut hori zed URL Access on
86.121. 25. 91 Rorani a 147.237.77. 216 |dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
157.55.39.194 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
46.121.92.242 |israel 147.237.77.233|atal i df.il Distributed thauthorized URL Access on B ock 1

147.237. 77. 233/ 1134- he/ at al . aspx
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