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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 3008

85. 130. 251. 227 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 9

84.108. 85. 95 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
213.151. 53. 59 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 3

0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 2

185. 130. 5. 224 147.237.76. 177 ncore.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

A tacker

‘Target Addr ess ount ry Signature

80.246. 130. 24 |147. 237. 77. 233 [l srael atal .idf.il ET DCB Large anount of TCP ZeroWndow - Possible N ller2 Dhos 9
attack

66.249. 81,201 [147.237.76.86 [Uhited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2

213.57. 180. 216 |147. 237. 77. 216 || srael dover. i df il portscan: TCP D stributed Portscan 1

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1

106. 66. 229. 36 [147.237.0.16 |india ny-kosher-kravi.idf.il |GPL SCAN nmap TCP 1

77.125.124. 84 |147.237.77. 216 |l srael dover. i df il portscan: TCP D stributed Portscan 1

61 219, 246. 172 |147. 237, 76. 196 |Tai wan o svivaidf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

212.227. 254. 67 |147. 237.76.30 |Ger many hi nush. i df . i | ET SCAN Potential SSH Scan 1

185. 106. 92. 107 [147. 237. 76. 44 e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1

84.228.125.59 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1

77.125. 135, 184 |147. 237. 72. 166 || srael aka idf.il portscan: TCP D stributed Portscan 1

37.26.149. 167 |147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
Sreamng Engine: TCP Invalid i i ssi
109. 66. 100. 16 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval i d segnent retransmssi on. drop 81
Ret r ansn ssi on Packet dr opped.
40. 77. 167. 68 Lhited Sates |147.237.77.74 [lawidf.il dr op SAMrul e drop 42
212.76.127. 219 [l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 42
41.33.231.90 |Egypt 147.237.77. 216 |dover.i df .i | drop SAMrul e drop 32
37.216.18.164 |[Saudi Arabia |147.237.77.176 |natpash.idf.il dr op First packet isn't SYN drop 26
46. 19. 85. 117 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 23
. . SWretransmit wth different .
149.78.253.39 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 22
80. 178. 147. 111 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 19
195. 160. 240. 11 |l srael 147.237.72. 166 [aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 14
80. 246. 130. 24 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber noni t or 13
Sreaming Engine: TGP Invalid i i ssi
46.19.86.223 |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segent retransmssion. dr op 12
Ret ransm ssi on Packet dropped.
37.26.149.206 |Israel 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
82.166. 57.226 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 12
2.54.163.203 |Israel 147.237.0.19 |nadimatal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
80. 246. 130. 24 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 10
91. 200. 12. 7 Wkr ai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 8
80. 178. 231. 125 |I srael 147. 237. 77. 216 |dover . i of . i Bad TCP sequence SIWAK retransmt with different oo |7
w ndow scal e
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
109. 65. 19. 65 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop
5.102.214.183 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
2.54.61.109  |Israel 147.237.77. 243 |mubile.i o i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
46.19.86.223 [lIsrael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TP Invalid i i ssi
79.183.169.72 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.148. 242 |israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.180.33.71 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.18.142  [israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
40.77.167.68 |lhited Sates |147.237.77.176|natpash.idf.il |drop SAMrul e drop
87. 69. 55. 64 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
82.81.57.126 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.125. 108. 158 |I srael 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109.65.1.131 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
87.69. 55. 64 I 'srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval id AGK nunber noni t or 6
37.26.148.143 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SIHAK retransmt with different oo |5
w ndow scal e
46.19. 86. 73 I srael 147.237.72. 166 [aka. i f .i | SYN At t ack SYN -> SYN-ACK -> Ti neout aert 5
80. 246. 139. 235 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 5
46.19.86. 73 I 'srael 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 5
46.19. 85. 28 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
s SYNHAK retransmit with different .
46.19. 86. 73 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal noni t or 5
2.52.173.118 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 28 I 'srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 5
5.102.254. 177 |l srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 86. 94 I srael 147.237.72. 167 [i shurimaka. i df.i[Bad TCP sequence Invalid AGK nunber noni t or 5
46.19.85.186  |Israel 147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5
46.19.86.187  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 4
79.176.188.52 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 4
91.200. 12. 141 [lkraine 147.237.77. 216 |dover.idf .il dr op SAMrule drop 4
185. 3. 146. 238 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
79.176.188.52 |[Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
46.19.85.195 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.149. 144 |lIsrael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 64
31.154.145.75 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 63
176. 13. 19. 98 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 58
80. 74. 105. 107 | srael 147.237.72. 167 |i shuri maka. i df . i ;8?7Trlyogflé?e Sane Response (bde (404) in Session from Bl ock 56
79.179. 200. 186 |[lIsrael 147.237.0.19 |[nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 51
2.54.164. 29 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 46
2.54.150. 97 I srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 21
2. 54. 163. 203 I srael 147.237.0.19 |[nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 19
87. 68. 37. 207 I srael 147.237.77.243|nobi l e.idf . i | Lhaut hori zed LR. Access to nobil e.idf.il/sachar/index B ock 16
5.28.136. 29 I srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Sane Response Code (404) B ock 16
176.13.17. 117  |Israel 147.237.0.19 |[nadimatal .idf.il|DOstributed Suspicious Response Code B ock 14
79.178.116.48 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.178. 116. 48 B ock
37.26.149. 144 |lIsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock
37.26.149.188 |[Israel 147.237.0.19 |[nadimatal .idf.il|DOstributed Suspicious Response Code B ock

213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | muégggt'ﬁ?ﬂq/‘sfg_c;s;;g‘;/ fi1 s/ 0/ i 26220x0) 3410, pg, sr ¢ Bl ock 3
46. 19. 85. 36 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
37.26.149.184 [Israel 147.237.0.19 [nadimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54.11.221 I srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock
79.178.116.48 | srael 147.237.72.166 |aka. i df . i | m;li(zﬂtdeﬁ ILIJ}?T‘;T]C/’; ?ﬁg, Itfggsfkifg;k.*;”sc;‘l” UL on B ock 2
109. 253. 193. 63 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
81.218. 185. 236 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
66. 249. 69. 26 I srael 147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 69. 26 B ock 2
2.54.168. 215 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
23.94.80. 194 Lhited Sates 147.237.77.216|dover.idf . il Mil tipl e Uhauthori zed URL Access from 23. 94. 80. 194 Bl ock 2
212.179. 159. 253 (I srael 147.237.77. 176 |nat pash. i df . i | muégar;.ﬁi. Hj‘sipgfsisofa;gm | es//8/4629. | pq Bl ock 2
109. 253. 147. 36 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
107.178.194.83 |lhited Sates  [147.237.77.216|dover.idf .il Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1
212.76.97.10 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
89. 138.223. 110 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
66.249.75.200 |Israel 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to ww i df.il/1133-14322-he/d B ock 1
192.198. 151. 45 |Eur ope 147.237.72. 166 |aka. i df . i | mmwlfun;kv‘:zfar?mg n/ar't:g;mjt;'scri ot resour . axd None 1
149.78.253.39 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
80. 246. 138. 206 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
5.29. 167. 206 I srael 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to waw aman.idf.il/https:/ww anan.idf.il/ |B ock 1
109. 65. 1. 154 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Qonnection - Unknown SSL Sessi on None 1
77.125.121. 255 | srael 147.237. 72. 166 |aka. i df . i | m';i\gﬂ d'?"f‘ir {a/”r;lt E/rgi(;i:/_g;g‘;._xasxp:nxa XWX xexgxld i None 1
194.90. 88. 105 |l srael 147.237.72. 156 [arman. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None

2.54.55. 89 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
92.126. 50. 145 :32::1”' on 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/mazi'a=0 B ock 1
85. 130. 220. 185 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessions: sigal gs DoS Attack None 1
66. 249. 66. 136 || srael 147.237.76.42 |refuah.idf.il ﬂ?”gg;’r ;ééﬁzﬁpﬁfsfjgé/oﬁ | es/ 5/ si 261000/ 3295,  pa B ock 1
80. 178. 157. 105 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
37.0.56. 125 S t zer| and 147.237.72. 166 |aka. i df . i | \?m:\lt ;}i(:lftd?‘_ji ﬁmﬁ?tsﬁiﬁﬁccess on B ock 1
107.178.194.87 |Uhited Sates  [147. 237.77. 216 |dover. i df . | w111 1155, 25461 nel dover. s Bl ock 1
212.150.7.77  [israel 147.237.77.233atal . i df .i | ot ed Mo hor zed W _A;:g;fs on Bl ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 146 B ock 1
192. 243.55. 130 |Doni ni ca 147.237.77.216|dover. i df.i |l Uhaut hori zed URL Access to ww i df.il/1283-18863-en/ dover.aspx. |B ock 1
89.248.172.78 |Netherl ands 147.237.77.216|dover.idf .il Unaut hori zed URL Access to / B ock 1
149.88.181.52 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.180.174.37 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
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