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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - r eset 3006
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 1407
31.168. 133. 226 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 3

85. 130. 251. 227 I srael 147. 237.72. 156 anan.idf.il |Block Wip All Nets drop 3
212.179.134.18 | srael 147.237.77. 216 dover.idf.il |Bock Wdp All Nets drop 2

185. 35. 62. 160 Snitzerl and 147.237. 76. 42 refuah.idf.il |Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
2.52.25. 167 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
138.0.103. 219 [147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
212.199.76.16 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
138.0.103. 219 [147.237.72.14 dover.idf.il(old) |ET SCAN Potential SSH Scan 1
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
114.112. 90. 54 |147.237.77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
191. 237. 40. 122 |147.237.0.35 [lhited Sates  |akaws.idf.il ET SCAN Potential SSH Scan 1
85.64.204.98  |147.237.77. 216 |Israel dover.idf.il portscan: TP D stributed Portscan 1
191. 237. 40. 122 [147.237.0.33 [Lhited Sates  [idf.il ET SCAN Potential SSH Scan 1
79.181.242. 34 |(147.237.77.216 I srael dover.idf.il portscan: TGP O stributed Portscan 1
176.13.14.90  |147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
46.117.197. 47 |[147.237.72. 166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
168. 62. 238. 153 |147. 237. 72. 156 |Lhited Sates  |aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.149. 141 |147.237.72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
138.0.103.219 [147.237.77.233 atal.idf.il ET SCAN Potential SSH Scan 1
31 154,253 217 |147 237 76. 86 |1 srael ey, i i1 ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
attack
138.0.103.219 |147.237.77.176 nat pash. i df .i | ET SCAN Potential SSH Scan 1
138.0.103. 219 |147.237.76. 39 nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
199.203.215.1 |147.237.77. 216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
138.0.103.219 [147.237.8.45 eetanidf.il ET SCAN Potential SSH Scan 1
191. 237. 40. 122 |147. 237.76. 197 [Lhited Sates  |e. hinush.idf.il ET SCAN Potential SSH Scan 1
91.104. 119. 46 |147. 237. 77. 216 |Hungary dover.idf.il portscan: TCP Distributed Portscan 1
191. 237. 40. 122 [147.237.0.34 [lhited Sates  [tikshuv.idf.il ET SCAN Potential SSH Scan 1
81.218.101.3  [147.237.72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
185. 106. 92. 107 |147. 237.77. 212 e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.193.2.8 147.237.0.34 |Fance tikshuv.idf il ET SCAN NVAP -sS wi ndow 1024 1
176.13.5.206  |147.237.77.216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
37.46.39. 32 147.237.77. 216 |I srael dover.idf.il portscan: TGP DO stributed Portscan 1
149. 88. 101. 225 |147. 237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
31.168.182.28 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
138.0.103. 219 |147.237.77.227 e. hanaz. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Z“:\tnl(;i

212.199. 154. 194/l srael 147.237.72. 166 |aka.i df .i | drop First packet ism't SYN drop 128
Sreanming Engine: TCP Invalid i i ssi

46.19.86.238  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. |, ., 42
Ret r ansni ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

62.0.42. 2 I srael 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence Invalid ACK nunber aert 26

62.0.42.2 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 25

reaming BEngine: TCP Invali i i ssi

46.19.86.0 I sr ael 147. 237. 72. 156 |anan. i of . i1 Streamng Engi ne: TCP Inval i d finvalid segnent retransnissi on. drop 24
Ret ransni ssi on Packet dropped.

s SWNretransnmit wth different .
79.177.52.185 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i hdow scal e nonitor |19
40. 77. 167. 68 Lhited Sates 147.237.77.74 |lawidf.il drop SAMirul e drop 18

Sreanming Engine: TCP Invalid i i ssi
2.52.18. 40 I'srael 147. 237.77. 243 |mbi l e, i f . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
217.132.36.2  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 10 I'srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
212.76.127.219 |lsrael 147.237.76.30 |hinush.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |9
reanmn ine: TCP Invali i i ssi
37.26.148.168 | srael 147.237.77. 243 |moti e iop i1 | SAMNG Engine: TCP Invalid finvalid segnent retransnission. |, 9
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 20 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval id ACK nunber nonitor |8
213.57.223.134 | srael 147.237.77. 233 |atal i df i Bad TCP sequence SN retransmt with different —Jopnitor |7
w ndow scal e
2.52.169. 192 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 239 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 240 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber monitor |7
192.115.83.5 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber alert 6
37.46.39. 32 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |6
80. 178. 150. 219 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d sequence nunber monitor |6
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 35 I'srael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segrent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.176  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
192.115.83.5 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or
5.28.151. 155 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TCP Invalid i i ssi
2.54.156.231  |Israel 147.237.0.34  |tikshw.idf.il 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TAP Invalid i i Ssi
82.80.17.163  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212.179. 185. 157|i srael 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
80. 246. 139. 128 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6

. . SWNretransmit wth different .
185.13.193.86 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 6
109. 253. 197. 143|I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6

Sreaning Engine: TCP Invalid i i ssi
79.177.174. 184 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.210.174.71 |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
80. 246. 139. 128 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 86. 77 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.29.225. 214 |lIsrael 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 83 I srael 147.237.72. 167 |ishurimaka.iof .i [Bad TCP sequence Invalid ACK nunber monitor |5
109. 73. 245. 32 (F;ajcis;i';'ja” Territoryly47. 237.77. 176 |nat pash.icf.il  |dr op First packet isn't SWN drop 5
94.230.86.194 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
109. 253. 197. 143|I srael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber alert
40. 77. 167. 68 Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop
213.57.223.134 | srael 147.237.77.74 |lawidf. il Bad TCP sequence SN retransmt with different — Jopnitor s
w ndow scal e
46. 19. 86. 252 I srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.54.22.71 I srael 147.237. 77. 216 |dover.idf . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
109. 66. 103. 114 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TCP Invalid i i ssi
66.249. 64.172 |United Qates 147.237.76.86 |navy.idf. il 9 =9 Invalid segnent retransmssion. |, ., 4
Ret r ansni ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SYN drop
2.52.171. 168 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
66.249.93. 251 |Israel 147.237.76.202 |e.halag.idf.il  |Geo-1 ocation enf or cenent i?;:ggi;fn I nbound drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.147.199 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 81
77.126.51.58 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 69
176.13.2.12 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 68
5.29.9.131 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) Bl ock 42
176.13.20. 148 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 22
46.19. 86. 224 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 21
176.13.2.12 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) Bl ock 12
82.80.17. 163 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 7
5.29. 136. 29 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ B ock 4
109. 253. 145. 237|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 4
109. 253. 128. 94 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 253 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
185.32.179.26 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
77.127.158.70 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
93.172. 250. 138 I srael 147. 237.77. 243 |nobi | e. i df . i | Lhauthort zed /tz_egpgrcyetsesrrptlg.tesll < ehi | ddocument </ 1362 Bock |3
107. 178.194. 79 |11 147. 237.77. 216 |dover . i df . i | D stri ot ec ﬁggfggggfﬁe%vﬁ‘f?:pzn Hock |2
46.120. 199. 199 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
185.3.147.171  |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL Bl ock
213.57.223.134 |Israel 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error.htm B ock
107.178.194.83 |31 1% 147. 237.77. 216 |dover . i df . i | D stri buted Eggfgggigg_eﬂeﬁgcfspﬁn HBock 2
176.13.20. 148 |l srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to mobil e.idf.il/nekudot/i ndex Bl ock
2.54.188. 201 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unauthorized URL Access from 66.249. 69. 26 Bl ock
81.218.245.1  |Israel 147. 237.72. 166 |aka. i df . i | a’;vt ;Lgult 3?. Hﬁgﬁ; Liﬁg;g:f :ﬁlcfszssg Bock |2
212.199.34.34 [israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
2.52.170. 29 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
80.246.136.33 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
46.120. 107. 127 |Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/ww anman. idf.il/ B ock 1
176.13.19.177 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 85. 174 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
157. 55. 39. 28 LSthlatt:sd 147.237.0. 16 ][Tyl- lkOSher ~kravi.id Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt B ock 1
79.176.20.143 |lIsrael 147. 237.76. 147|chi nuch. aka. i df .i| [|PHP Attenpt B ock 1
Uhaut hori zed URL Access to
213.151.39.9 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ main/ gi yus/ mai | box. aspx&sa=u&ved=0ahukew o3awj gtk |B ock 1
ahwh6r gkhuphcri gj bai cg&usg=af gj cnf wBxbj dj 46aa_i eeng07gs79p8hqg
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1241-he/ at al . aspx B ock 1
208. 184. 112,74 [J11€C 147. 237.77. 216 |dover . i df . i | b stri bt oc Es?;fgggggﬁeﬁvﬁ?:pin Hock |1
31.13.113. 88 Irel and 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 186.19. 81 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66. 220. 156. 118 g“;:s 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
185. 2. 4. 20 Italy 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
2.54.182.243  [Israel 147.237.76.42 |refuah.idf.il e Pt rorized ?Jaﬁcgzzi on Hock |1
81.218.245. 1 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vww aka. i df . il /nai n/ hores/ B ock 1
2.52.26.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
79. 180. 49. 52 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
46.19. 86. 94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
69. 163. 128. 115 g‘;tt:: 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/wp-admin/ B ock 1
213.57.158.224 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
37.26.149.128 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 253.195.8 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
5.29. 95. 46 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul | et 1. gi f |Bl ock 1
66.249.66.136  |Israel 147.237.76.42 |refuah. i df.il i 259 7o aol o pfgtc o Zgé/ofi | es/ 5/ si e100X0/ 3385. | pg Bock |1
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