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M dover.idf.il

M nadi matal .idf.il
M aka.idf.il

M halag.idf.il

M i shurimaka.idf.i
M chinuch. aka. i df . i
I anan.idf.il
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tikshuv.idf.il

Wiawidf.il
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M 167. 114. 156. 16
2.52. 43. 140
I 2.54.183.4
176. 13. 19. 156
M 79.181. 127. 119
W 212. 199. 154. 194
[ 37. 26. 146. 237
W 41.33.231. 90
40. 77. 167. 68
M 81.218. 241. 26
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3124

66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn |drop 907
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 469
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 107
71.6.167. 142 Lhited Sates 147.237.76. 196 esviva.idf.il Bl ock Wp Al Nets drop 1
71.6.165. 200 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ock Udp All Nets drop 1
71.6.165. 200 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il|B ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
180. 97. 106. 36 147.237.77.227 |China e. hanaz.idf.il ET SCAN Potential SSH Scan 1
109. 66. 129. 88 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
89. 248. 167. 162 147.237.76.148  |Netherl ands gqcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
89.248.167. 162  |147.237.0. 33 Net her | ands idf.il ET SCAN Potential SSH Scan 1
82. 80. 196. 44 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
81.218. 125. 63 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
58.56. 93. 171 147.237.76.147  |China chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
185. 106. 92. 109 147. 237. 76. 198 e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
173. 245. 66. 31 147.237.77.216 |whited Sates dover.idf.il portscan: TCP D stributed Portscan 1
104.192. 0. 19 147.237.76. 39 Lhited Sates nobi le.nei tav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
89.248.167.162  |147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN Potential SSH Scan 1
82.205.103.243  |147.237.77.216  |Pal estinian Territory, Qecupied dover.idf.il ET SCAN NVAP -sA (2) 1
81.218.132.149  |147.237.72.166 [Israel aka.idf.il portscan: TCP Distributed Portscan 1
58.56.93. 171 147.237.76.196 |China e.svivaidf.il ET SCAN Potential SSH Scan 1
37.26.148. 233 147.237.77.216  |israel dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
79.181. 127. 119 |israel 147, 237.76. 147 |chi nuch. aka i ar. i || €M NG Engine: TCP Invalid  invalid segnent retransnissi on. drop 96
Ret r ansmi ssi on Packet dr opped.
212.199. 154. 194|l srael 147.237. 72. 166 |aka. i df . il drop First packet isn't SYN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 89. 217. 230 147.237.77. 234 |hal ag.idf.il drop First packet isn't SN drop 32
185. 89. 217. 225 147.237.77. 234 |hal ag.idf.il drop First packet isn't SYN drop 29
40.77.167. 68 Lhited Sates [147.237.77.74 [lawidf.il drop SAMrul e drop 29
46.19. 85. 76 I srael 147.237.72. 167 [ishurimaka i df . i [Bad TCP sequence Inval id AGK nunber noni t or 28
185. 89. 217. 226 147.237.77. 234 |hal ag.idf.il drop First packet isn't SYN drop 26
185. 89. 217. 224 147.237.77. 234 |hal ag.idf.il drop First packet isn't SN drop 20
46.19. 85. 77 I srael 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 19
46. 19. 86. 246 | srael 147.237.72. 167 |ishurimaka.idf .il[Bad TCP sequence I'nvali d ACK nunber noni t or 17
31.168.96.254 |Israel 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 13
194.90.107. 13 |Israel 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
2.54.153.41 | srael 147. 237.72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 12
81. 218. 241. 26 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 12
2.54.128.218  |israel 147, 237, 72. 167 i shuri maka i cf 1| ' S N9 Engine: TP Invalid invalid segnent retransnissi on. drop 12
Ret ransmi ssi on Packet dr opped.
80. 246. 136. 196 |l srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
2.54.19. 145 I srael 147.237. 72. 167 |i shurimaka. i df . i [ SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
2.54.13.38 I srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
2.54.128. 136 | srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
171.25.193. 131 [Sweden 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 8
176.13.19.237 |Israel 147. 237 72. 167 |t shuri maka i of | " ST NG Enginer TP Invalid - finvalid segnent retransissi on. drop 8
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 77 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or
171. 25.193. 131 |Sweden 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
2.52.26.97 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
91.229.32.100 |Saudi Arabia [147.237.77.176 |natpash.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
2.52. 26. 26 I srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
2.54.153.41 | srael 147.237. 72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
40.77.167. 68 Lhited Sates [147.237.77.176|matpash.idf.il  |drop SAMrul e drop
212.179.21.194 | srael 147,237, 77. 243 |mbi e ior. i1 | M NG Engine: TP Invalid invalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 62 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 19 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval id ACK nunber alert 6
2.54.153. 41 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6
2.54.54.173 | srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 62 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval id ACK nunber noni t or 6
54.244,.22.103 |lhited Sates [147.237.77. 176 |natpash.idf.il drop Frst packet isn't SN drop 6
79.181. 136. 207 | srael 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
2.52.26.95 I srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 109 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 19 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 205 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
109. 253. 214. 49 i srael 147237, 72. 167 |i shuri maka. i o 1| ' S N9 Engine: TP Invalid - invalid segnent retransmission drop 6
Ret r ansmi ssi on Packet dr opped.
2.54.153. 41 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 6
2.54.54.173 | srael 147.237. 72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.54.173 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
2.54.54.173 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence I'nval id ACK nunber noni t or 5
2.54.54.173 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5
94.230. 86.240 |[lIsrael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.52.43. 140 I srael 147.237.0.19 |nadi matal .idf.il zogzhﬁgy f:othe Sane Response (bde (404) in Session from Bl ock 258
2.52. 43. 140 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 118
2.54.183.4 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 78
176.13.19. 156 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 75
2.52.43. 140 I srael 147.237.0.19 |nadimatal .idf.il gogzhﬁgy fiothe Sane Response Qode (403) in Session from B ock 59
2.54.183.4 | srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 57
37.26.146.237 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 55
176.13.19. 156 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Same Response Code (404) B ock 18
109. 64. 16. 45 | srael 147.237.0.34 |tikshuv.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 17
80. 246. 136. 134 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 17
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 208. 115. 113. 88 B ock 12
2.52.171. 107 I srael 147.237.0.15 |kosher-kravi .idf.i|Miltiple Unauthorized URL Access from2.52. 171. 107 B ock 10
77.125.101. 122 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i |/ mai n/ sachar/ undef i ned B ock 6
219.94.192. 47 [Japan 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 219. 94. 192, 47 B ock 4
109. 253. 138. 164|I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 2
2.54.19. 44 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
46.19. 85. 125 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
46. 19. 86. 219 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 2
212.25.102.63 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 212. 25, 102. 63 B ock 2
207.232.21.105 |Israel 147.237.77. 216 |dover.i df . i Mil tipl e Unaut horized URL Access from 207.232. 21. 105 B ock 1
31.13.113.68 Irel and 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66.249.78.246 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
66.249. 66. 187 I srael 147.237. 72. 166 |aka. i df . i | Ot e fggf;‘gfu':/efdo% gz;fsssho‘f,\'} or m asp Bl ock 1
192. 243.55. 133 |Doni ni ca 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/newsite/ english/ 1222- B ock 1
2.52.171. 107 I srael 147.237.0.15 |kosher-kravi . i df . i|Uhaut horized URL Access to kosher-kravi.idf.il/1193-he/ orchot . asp B ock 1
85. 65. 50. 124 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
2.52.26.26 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
80. 246. 136. 196 |[Israel 147.237.72. 166 [aka. i df . i | Wnt raceabl e SSL Sessi ons: (pen Mbde None 1
46.166.188.231 |Netherlands  [147.237.77.216|dover.idf.il O stributed Unauthorized URL Access on 147.237.77. 216/ robot s. t xt B ock 1
173.252.121. 118|Uhited Sates |147.237.72. 166 aka.idf.il Lht raceabl e SS. Sessi ons: sigal gs DoS Attack None 1
79.176.227.65 |Israel 147.237.72. 166 |aka. i df . i | mngkmgiﬁr_?wtn;r Ncéggﬁiit;angf’;zﬁgchh%Char$°t' 79in None 1
212.235.98.139 |israel 147.237.72.166 |aka. i df . i | mn;)kfiﬁif ?Ff;mer mg\!hiﬂﬁzmégpi None 1
46.19. 85. 61 I'sr ael 147.237.76.42 |refuah.idf.il ma:t; o aTtygle_ i\Adf"_' |a|t/| fglg_t:];ofg’:;ﬁ”;;fcem der 1$capt chaText in B ock 1
109. 253. 208. 175|I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
2.54.175. 164 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
66.249.78.97  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?l_‘tzg‘;'_i7zze_d1£gf§5§ffotrz it asp! show or um asp Bl ock 1
194.90.217. 128 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter ei in ww aka.idf.il/mai n/ hone/ def aul t. aspx None 1
82. 80. 89. 41 I srael 147.237.72. 167 i shuri maka. i df . i ||Untraceabl e SSL Sessions: Qpen Mde None 1
66. 249. 65. 21 | srael 147.237.77. 170 |maarachot . i df . i| |Unauthorized URL Access to 147.237.77. 170/ pdf/fil es/ 6/ 109906. pdf  |B ock 1
46.19. 86. 173 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS Attack None 1
173.252.90. 125 |Uhited Sates [147.237.72.166|aka.idf.il Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
80.179.223.31 [l srael 147.237.77. 176 |nat pash. i df . i | m”é:;;ti.ﬁ’. Hj‘sipg_c;zsra;gm | es//9/4629. | pg Bl ock 1
68.180.228.112 |[Lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1397-en/ dover.aspx  |B ock 1
207.232.21.105 |Israel 147.237.77. 216 |dover.i df . i Lhaut hori zed URL Access to waw idf.il/miluim B ock 1
31.168.96.254 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/scripts/css3pie. htc B ock 1
109. 253. 138. 204/l sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249. 66. 188 I srael 147.237.72. 166 |aka. i df . i | i:“lt Qf"_rii Iz/en‘: ILJ?‘ mfzi;fzt o ot behadan, org Bl ock 1
193.34.57.101 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3 Sessi ons: sigal gs DoS Attack None
94.159.171.194 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80. 246. 136. 238 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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