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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3009
66. 249. 73. 198 | srael 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |drop 1115
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 119
81.218. 206. 82 I srael 147.237.72. 167 i shurimaka.idf.il[B ock Wip All Nets drop 3
147. 236. 238. 250 I srael 147.237.77. 176 nat pash. i df i | Block Udp All Nets drop 3
185. 35. 62. 80 Sntzerl and 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
185. 35. 62. 101 Sntzerl and 147.237.76. 198 e.yohalan.idf.il |B ock Np Al _Net drop 1
71.6.165. 200 Lhited Sates 147.237.76. 201 e.atal.idf.il Bl ock_Udp All _Nets drop 1
185. 35. 62. 231 Sntzerl and 147.237.76. 86 navy.idf.il Bock Np Al Net drop 1
81.218. 56. 125 I srael 147.237.0. 34 tikshuv.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry [Ste

Signature

ET DC5 Large anount of TCP Zer oWndow - Possible Niller2

132.74.95.19  [147.237.77. 1701 srael naar achot . i df .i | Doos at t ack 13
59.45.79.117 |147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
222.186.56.42 |147.237.76. 147 [Chi na chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
2.52.159. 67 147.237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34.150. 18 [147. 237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
193.104.41.54 |147.237.8. 28 O“f' dova, Republic o opiieks.idf.il |ET SOAN Potential SSH Scan 1
180. 97.106. 36 |147. 237. 76. 199 [Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
89. 138. 240. 247 |147. 237. 72. 166 || srael aka idf.il portscan: TCP O stributed Portscan 1
80. 178. 212. 121 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
59.45.79.117 |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
37.26.147.132 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
222.186.56.42 [147.237.0.15 [China kosher-kravi.idf.i |ET SCAN Potential SSH Scan 1
193.104.41.54 [147.237.76.177 O“f' dova, Republic | e idh.il ET SCAN Potential SSH Scan 1
185. 32. 179. 220 [147. 237. 72. 166 |1 srael aka.idf.il portscan: TCP O stributed Portscan 1
84.108. 80. 205 |147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
59.45.79.117  |147.237.77.233|Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.14 |[China e.orchot.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 36
185. 89. 217. 231 147.237.77.234 |hal ag.i df . il drop First packet isn't SN drop 31
185. 89. 217. 225 147.237.77.234|hal ag.idf .il dr op Frst packet isn't SN drop 26
85. 158. 139. 101 LKJ?ir:;gom 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 25
185. 89. 217. 227 147.237.77.234|hal ag.idf.il drop First packet isn't SYN drop 24
185. 89. 217. 228 147.237.77. 234 |hal ag.idf .il dr op Frst packet isn't SN drop 24
185. 89. 217. 234 147.237.77. 234 |hal ag.idf il drop First packet isn't SN drop 24
185. 89. 217. 226 147.237.77.234|hal ag.idf.il drop First packet isn't SN drop 23
185. 89. 217. 232 147.237.77. 234 |hal ag.idf .il dr op Frst packet isn't SN drop 23
185. 89. 217. 233 147.237.77. 234 |hal ag.idf .il dr op Frst packet isn't SN drop 23
185. 89. 217. 229 147.237.77.234|hal ag.idf.il drop First packet isn't SN drop 22
185. 89. 217. 230 147.237.77. 234 |hal ag.idf .il dr op Frst packet isn't SN drop 21
40.77. 167. 68 Lhited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 21
185. 89. 217. 224 147.237.77.234|hal ag.idf.il drop First packet isn't SYN drop 18
62.0.197.21 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 16
81.218. 241. 26 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 16
46. 19. 86. 10 I srael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 15
79.177.221. 104 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dr opped.
2.52.58.76 | srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 86. 245 I srael 147.237.72. 156 |anan. i df .i 1 Bad TCP sequence Inval i d ACK nunber noni t or 13
79.177.208. 137 |Israel 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
31.154.4.18 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber alert 13
31.154. 4.18 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 13
46.19. 85. 72 I sr ael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
185. 89. 217. 235 147.237.77.234|hal ag.idf.il drop First packet isn't SYN drop 11
46. 19. 85. 145 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 11
62. 0. 206. 1 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 11
46. 19. 85. 145 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
138.134.192. 10 |l srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
194.177.16. 3 | srael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
66. 87. 78. 105 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
46.19.85.116  |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
85.158.138.19  |Ger many 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 9
46. 19. 85. 254 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
192. 0. 81. 57 Lhited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 8
81.218.193.212 |Israel 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid sequence nunber moni t or 8
62.0.206. 1 | srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 8
2.52.40. 108 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 145 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 7
46. 19. 85. 145 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber moni t or 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46. 19. 85. 203 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19.86. 73 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7
212. 235. 103. 203 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunier noni t or 7
81.218.22.216 |[Israel 147.237.77. 170 [naarachot .idf .i| [Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 86. 73 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 6
46.19. 86. 170 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 203 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 86. 73 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
132.76. 10. 41 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
192.118.36.53 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 166
216.72.40.185 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 43
46.19.86.8 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 23
212.25.83.133 |[lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 16
192. 116. 232. 69 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 192. 116. 232. 69 B ock 9
176.13.16. 249 |Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 6
62.219. 21. 30 I 'srael 147.237.72. 166 |aka. i df . i | Distributed Whauthorized Method for Known URL on www aka.idf.il/ Bl ock 4
212.25.102.63 |Israel 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed Method for Known URL on wwwy aka. idf.il/ B ock 4
31.168.152.32 | srael 147.237.77. 226 mlchanat z.aka. | m”;;‘;;tzfikﬁ dff:iclef; ;;t orage/ i | es/ & 2479, pg Bock |4
93.173.12.85 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Gode B ock 3
46.19. 85. 110 I srael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 3
194. 114. 146. 227 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/8/ B ock 3
109. 253.129.1  |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Gode B ock 3
46.19. 85. 25 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
204.13.200. 200 |United Sates|147. 237. 77. 216 |dover . i df . | e 1) 1155, 2461 el dover. aee Bock |2
84.95.226.189 |[Israel 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
194. 114. 146. 227|l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock
204.13.200. 200 [United Sates|147. 237. 77. 216 [dover . i df . i | D stri bt oc 1T;;f2§g;§?ze>?<_)vi‘;c.zsssp;n Bock |2
37.26.147.150 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
109. 253. 146. 82 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 2
46. 19. 85. 209 | srael 147.237.77.216|dover . i df . i | Mal formed URL __ atuve=1 B ock 1
176. 13. 20. 23 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
84.95.226.189 I srael 147.237.72. 156 |anan. i df . i | %ﬁmﬁfﬁfﬁﬁg - Protocol violation None 1
68.180. 230. 226 |[Lhited Sates|147.237.77.216|dover.idf .il Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
Unaut hori zed URL Access to
212.76.98.191 |Israel 147.237.72. 166 |aka. i df . i | wawy. aka. i df . i |/ main/ gi yus/ &a=u&ved=0ahukewj h7l 3k4gpkahwowhgk |Bl ock 1
hvl 7df ogf ggi maa&usg=af gqj cnhcvyyg7wlcg- yhd5 ammrzoyodt wa
37.59.123.142  [France 147. 237.77. 216 |dover . i df . i | b stri but oc 1?:;}2%;;?&%&??:&” Bock |1
134. 213. 135. 146 Eiqir:gegom 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua.atal .idf.il/wp-admn/ B ock 1
66. 249. 66. 5 I'srael 147. 237.72. 166 |aka. i df . i | ma :frmzsfaﬁf‘ﬁif;ts?o‘r”;? e/""fkial' églfé/i E'.’égggllgéfme”p' ates/ Bock |1
207.46.13.40  [United Sates|147. 237.76.86 [navy.idf.il m“;;'\f’;_'izdifiiﬂeﬁ;f;sess/tg‘;ner al ki  pudi i K. 5. B Bock |1
5.22.129. 244 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/giy B ock 1
109. 64.55. 157 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
89.139.35.197 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.19. 86. 179 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None 1
194. 114. 146. 227|I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 194. 114. 146. 227 Bl ock 1
174.129.228. 67 |wited Sates|147.237.76.42 |[refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
81.218. 44. 27 I srael 147.237.72. 166 |aka. i df . i | SSL Wht raceabl e Gonnection - Unknown SSL Sessi on None 1
219.94.192. 47  |Japan 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 219. 94. 192, 47 B ock 1
37.26.147.234 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109.253.192.33 |l srael 147.237.0.17 g:‘ nly I- Kosher-kravi Irrlllr;g-]?(losza;ra-mlzt;\:i Eln;de: In?a: r;()ﬂ(/icrrl eat ecapt chai nage. aspx None !
66. 249. 69. 42 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . il/894-19503- he B ock 1
2.52.51.65 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
107.178.194.79 |Wiited Sates|147. 237. 77. 216 |dover . i df . i | D stri bt oc gfgfggzgfﬁeﬁvﬁffssp;n Bock |1
46. 19. 85. 209 I srael 147.237.77. 216 |dover.idf . il Unknown HTTP Request Method ; in URL _ atuvc=1 B ock 1
176.13.23.213 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
79.178.254. 4 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
212.199.57.205 |[Israel 147.237.72. 156 [anan. i df . i | Unaut hori zed LRL Access to waw aman. i df . il/1133- he/ dover . aspx B ock 1
37.187.129. 166 [France 147. 237.77. 216 |dover . i df . i | b stri but oc 1?:;}2;25?&%&??;;” Bock |1
142.4.0.72 Lhited Sates|147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/wp/wp-adnin/ B ock
31.13.112.119 |[ireland 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
109. 67. 252. 56 | srael 147.237.72. 166 |aka. i df .i | Mil tiple Uhtraceabl e SSL Sessi ons from109. 67. 252. 56 ( Pr ot ocol None 1

violation (SSL_ GONN QLIENT_ FINSH)
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