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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 78. 153 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 4433
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 3097

66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 750

66. 249. 66. 75 | srael 147.237.72. 166 aka idf.il TCP handshake viol ation, first packet not syn |drop 704

66. 240. 192. 138 Lhited Sates 147.237.76. 31 nakchal .i df.il Bl ock_Udp Al _Nets drop 1

112. 220. 138. 10 Korea, Republic of 147.237. 76. 200 eitan. aka. idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
61.216.2. 14 147.237.77. 234 Tai wan hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 39. 222. 253 147. 237.76. 30 Net her | ands hi mush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
2.54.59. 199 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
180. 97. 106. 37 147.237.76. 39 Chi na nobi | e. nei tav. i df il ET SCAN Potential SSH Scan 1
180. 97. 106. 36 147.237.72. 167 Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
112. 196. 49. 101 147.237.76.31 India nakchal . i df i ET SCAN NMAP -sS wi ndow 3072 1
104. 168. 133. 63 147.237. 76. 196 Lhited Sates e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 39. 222. 253 147. 237.76. 34 Net her | ands yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
2.54.142. 45 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
212.179.21. 194 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
183. 82. 106. 200 147. 237. 8. 50 Indi a e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 106. 36 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
146. 0. 78. 156 147.237.77.19 Net her | ands I awforumi df il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 197. 97 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
40.77.167. 68 Lhited Sates |147.237.77.74 [lawidf.il dr op SAMrule drop 19
Sreaning Engine: TGP Invalid i i sSi
109. 253. 140. 142|1 srael 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segent retransmssion. drop 16
Ret r ansni ssi on Packet dr opped.
. . SWNretransmit wth different .
84.94.103.248 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 13
Sreaning Engine: TGP Invalid i i sSi
2.54.154.153  |Israel 147. 237.77. 243 |robile. i f .| 9 =9 Invalid segrent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
2.54.147.110  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
212.76.127.111 |l srael 147.237.77.233|atal .idf. il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
Sreaming Engine: TGP Invalid i i ssi
66.249. 64.119 |Wited Sates [147.237.76.86 |navy.idf.il 9 59 Invalid segent retransmssion. drop 8
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 144 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 245 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
5.102. 253. 72 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber noni t or
Sreaning Engine: TGP Invalid i i SSi
84.229. 158. 149 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 11 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning BEngine: TGP Invalid i i ssi
80. 246. 139. 198 I srael 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
46.19.85. 11 I srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
79.178. 254. 4 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
e SYNHAK retransmit with different .
82.80.198.164 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal 6 noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
82.80. 172. 46 I srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
213.57.129.196 |Israel 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
141.0. 12. 218 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
209.190. 20. 148 |United Sates [147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
94.230.86.240 |[lsrael 147. 237. 72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
46. 19. 85. 136 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber noni t or 4
46. 19. 85. 18 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 4
195.34.150. 18 |Austria 147.237.77. 216 [dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 4
Sreaning BEngine: TP Invalid i i ssi
176.13.0.20  |israel 147.237. 77. 243 |nobi L e. i of . 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 186 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
62. 0. 206. 1 | srael 147.237. 72. 156 |anan. i df .i | dr op Frst packet isn't SN drop 4
79.178. 254. 4 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 241 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
Sreaning BEngine: TGP Invalid i i ssi
46.19.86.240  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
212. 143. 119. 113|i srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
62.219.160.38 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
185. 120. 126. 10 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
2.54.54. 41 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
80. 246. 139. 228 |Israel 147. 237.77. 243 |robile. i f . | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
109. 64.32.198  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.176. 1. 42 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
93.173.249.85 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber aert 3
Sreaning Engine: TGP Invalid i i SSi
2.54.59. 199 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.179. 174. 156 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
109. 65. 19. 226 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2. 54. 158. 60 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
79.178.254. 4 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
93.173.249.85 |lIsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
84.94.181.141 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i SSi
80.178.212. 121 |[Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
84.229.152.86 |lsrael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |[Site dgnature Devi ce

‘Count

Country Action
109. 253. 214. 186 I srael 147.237.0.19 |nadi matal .idf.il Igg.'\gn; ngt. q%esane Response Cbde (404) in Session from Bl ock 416
109. 253, 214. 186 i srael 147.237.0.19 |nadimatal .idf.il Ig;_'\;;n; gfl;_ q%esa"e Response (bde (403) in Session from B ock 171
109. 253. 214. 186l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 110
2.54.148. 59 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
81.218. 251. 251 |Israel 147.237.0.34  |ti kshuv.idf.il ;‘fz'\g?yzg_ tzgi Sane Response (bde (404) in Session from Bock |27
109. 253. 142. 166l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
109. 253. 192. 181 ]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
62.90.218.215 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock
94.230.88.154 | srael 147.237.72.167 |i shuri maka. i df . i ;2?2'\;;3'8;2;2‘3 Sane Response (pde (404) in Session from Bl ock 5
95. 35. 37. 223 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/ 4/ B ock 3
46. 19. 85. 211 | srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/nekudot/index Bl ock 3
46. 19. 85. 217 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 19. 85. 217 B ock 3
81. 218. 241. 26 | srael 147.237.77. 216 |dover. i df . i | Ml ti pl e Unauthori zed URL Access from 81. 218. 241. 26 B ock 3
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wawidf.il/error.htm Bl ock 2
185.32.179. 1 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 211 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.154. 153 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
109. 253. 215. 26 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.22.42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
82. 166. 0. 86 I srael 147. 237.72. 166 |aka. i df . i | \?W;J;LEUT gfd. ilffrl:;hr?/rsi;fﬁarﬂ‘n (fe‘ﬁisesd on Bl ock 2
46.19. 85. 134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
176.13.18.198 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
79.181. 116. 144 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46. 19. 85. 205 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
37.26.148.174 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.117.64.117 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.94.181.141 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
80.178. 212. 121 |Israel 147. 237.72. 166 |aka. i df . i | lleda l%;eﬁdsng‘zggglzgga”ck% e iapatzlfres Bock |1
167. 114. 156. 198|Canada 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 167. 114. 156. 198 B ock 1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
46. 19. 85. 85 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
93.173.249.85 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66. 249. 66. 34 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
204.13.200. 200 [Uhited Sates |147. 237. 7. 216 |dover . i df . i | b stri bt oc gs?;fggigﬁeﬁvﬁfzs:pz” Hock |1
176.13.11. 225 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
81.218.251. 251 |[Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session Bl ock 1
46. 19. 85. 225 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 85. 133 I srael 147.237.77.216|dover . i df . i | Mal formed URL _pk_ses. 20. 8af c=* B ock 1
69.171.228.122 |nited Sates|147.237.72.166|aka.idf .il Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 69. 34 I srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/1133-17047-h B ock 1
37.26.148.213 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
107.178.194.79 |Uhited States |147. 237. 77. 216 |dover . i df . i | 1) 1155, 2461 el dover. aue Bock |1

Unknown Par anet er
46. 210. 237. 244 |Israel 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $Logi nCont r ol $capt cha$capt chaTex [None 1
t in vewaka. idf.il/nain/giyus/defaul t.aspx

185. 32. 179. 139 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.52.57.54 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
84.95.226.189 |[lsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mode None 1
80.178.212.121 [israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LR from80. 178, 212. 121 B ock 1
167. 114. 156. 198|Canada 147.237.77. 216 |dover . i df . i | multgf 'rii |Z/e§hatr':a/ﬁ(§s;ntt‘:ol o/ pronoti oncube! Bl ock 1
66. 249. 78. 240 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
46.19. 85. 88 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None
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