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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 4299
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3365
109. 200. 30. 168 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
31.13.110.126 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
31.13.110. 98 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
31.13.110. 119 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

85. 25. 218. 25 Ger many 147.237.77.176 nat pash. i df . i | Frk Purple Gon_Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
180. 97. 106. 162 |147.237.0.16 |China ny-kosher-kravi.idf.il  [ET SCAN Potential SSH Scan 1
180. 97. 106. 36  |147.237.76.38 |Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
177.229. 133. 127|147. 237.0. 15  |Mexi co kosher-kravi .idf.il ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
158. 255. 6. 220  |147.237.77.176 ?éjj;’}m nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
149. 202. 248. 121|147.237.0. 17  |Ger nany mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
117.31.224.80 |147.237.77.170|Chi na maar achot . i df .i | ET SCAN Potential SSH Scan 1
98.119.105. 221 [147.237.0.17 |Whited Sates  [mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 3072 1
185. 106. 92. 44  |147.237.77. 227 e. hamaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
1. 23. 166. 218 147.237.8. 50 India e.tikshuv.idf.il ET SCAN Behavi oral Lhusual | y fast inbound Tel et 1
Gonnections, Potential Scan or Brute Force
180. 97. 106. 162 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 161 [147.237.8.24 |China elifestyle.idf.il ET SCAN Potential SSH Scan 1
177.229. 133. 127(147. 237.0.34  |Mexi co tikshuv. idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
158. 255.6.220  |147.237.0. 33 ?ég:;;”im idf.il ET SCAN NVAP -sS wi ndow 1024 1
117.31.224.80 |147.237.77.176|Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
109. 23. 36. 14 147.237.77.19 |Rance I awforumi df .i | ET SCAN NMAP -sS wi ndow 1024 1
79. 181. 6. 62 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
180. 97. 106. 162 |147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

ount ry Target Address |Ste Signature
46. 19. 86. 83 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni tor |39
40.77.167.68 |Lhited Sates |[147.237.77.74 [lawidf.il drop SAMrule drop 36
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 36
54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 31
54.244.22.103 |lhited Sates |147.237.77.233|atal.idf.il drop Frst packet isn't SN drop 11
185. 120. 125. 32 147.237. 72. 156 |anan. i df .i | drop SAMrule drop 8
46.19.85.136 |[Israel 147.237.72. 156 |anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
172.56.39.243 |Wnited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.20.33 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 88 I 'srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
68. 180. 229. 168 |Lhited Sates |147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 88 I 'srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
46.19.85.241 |Israel 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber monitor |4
46. 19. 85. 88 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |4
46. 19. 85. 88 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
5.102.254.197 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
185. 120. 125. 32 147.237.72. 166 |aka. i df . i drop SAMrule drop 3
81.218. 132. 225 |I srael 147.237.72. 166 |aka.i df . i Streaming Engi ne: TCP Invalid invalid segnent retransnission. Packet drop 3
Ret r ansni ssi on dr opped.
46.117.161. 91 |israel 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
132.66. 207. 33 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
46.19.86.157 |Israel 147.237.72. 166 |aka. i df .| Sireaming Engine: TCP Inval 1d il id segrent retramsmission. Reket [ o 3
Ret r ansn ssi on dr opped.
37.26.149.164 |israel 147.237. 77, 243 |mwbi e i 11 | S NG Engine: TCP Invalid finvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
2.52.183.222 |Israel 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Irvalid finvalid segnent retransnission. Packet drop 3
Ret r ansn ssi on dr opped.
46. 19. 85. 94 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 120 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Fail ed to hand e connection data noni t or
2.54.20. 33 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
130.193.51, 091 |RUSSIan 147.237.76. 200 e tan aka i i1 || cam NG Engine: TP Invalid imalid segnent retramsmssion Packet | oo 3
Federation Ret r ansni ssi on dr opped.
46.19.86.83  |Israel 147. 237, 72. 167 | shurimaka i of i | | SAM NG Engine: TCP TCP segrrent out of naxi numallowed | 2
Segnent Linmt Enforcenent sequence. Packet dropped.
46. 19. 85. 10 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
31.13.110. 126 |lreland 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
46.19.85.225 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
40.77.167.68 |[wited Sates [147.237.77.176 |matpash.idf.il  [drop SAMrule drop 2
141.212.122. 81 |Lhited Sates [147.237.76.31 |nakchal.idf.il |drop SAMrule drop 2
31.13.110.98 Irel and 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
87.69.113.62 |Israel 147 237.72. 167 |i shurimaka i i | " €M NG Engine: TCP Invalid finval id segnent retransmission. Packet | 2
Ret r ansni ssi on dr opped.
199.203.215.1 |israel 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
176.13. 0. 225 I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
31.13.110.119 |lreland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
46.19.86.178 |[Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
207.46.13.14 |Wited Sares [147. 237. 76, 200 |eitan aka i i1 [ @M NG Engine: TP Invalid finvalid segnent retransnission. Packet |y 2
Ret r ansn ssi on dr opped.
109. 23. 36. 14 France 147.237.77.19 |laxforumidf.il [drop First packet isn't SYN drop 2
176.13.3.120 |[Israel 147.237.77. 243 |mbi e i 11 | camNg Engine: TP Invalid fimalid segnent retramsmssion Packet | oo 2
Ret r ansni ssi on dr opped.
46. 19. 85. 10 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
207.46.13.114 |United Sates  |147. 237, 76. 200 |eitan aka icf i1 |2 S NG ENgine: TGP Invalid Jinvalid segnent retransnission. Packet drop 2
Ret r ansni ssi on dr opped.
2.54.170.176 |l srael 147.237. 72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
109. 253. 208. 102|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
109. 253. 193. 63 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 15
109. 65. 160. 112 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 10
79.183.207.65 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock
217.132.38.49 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock

2.52.50. 253 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock

D stributed Unaut hori zed URL Access on

107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
: . . D stributed Uhaut hori zed LRL Access on
208.184.112. 74 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
} . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
: . . D stributed Uhaut hori zed LRL Access on
107.178.194.87 |Uhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 2
109. 253. 221. 184|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
85. 25. 218. 25 Ger many 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to mat angar eonny6bg. oni on/ B ock
2.54.149. 110 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
199.203.215.1 [israel 147.237.72. 166 |aka. i df . i | Wnknown Parameter __VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ mai | box. aspx
. . Unknown Paraneter anp;list in
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/ chi nuchv ki al i/ def aul t . asp None 1
157.55.39.109 |[Uhited Sates |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
62.128. 35. 91 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from62. 128, 35.91 B ock 1
5.175.13.138  |Germany 147.237.77. 216 |dover. i df . i | Wnauthori zed URL Access to B ock 1

v i df . i | / shar ed/ user cont r ol s/ header upper /
. . Unaut hori zed URL Access to
66.249.66.191 [Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st oragel {1 es/ 5/ si ze100x0/ 3365 pg B ock 1

Unaut hori zed URL Access to

178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | www. i df . i1/1133-17899- he/ kkkkkkk=70d4317dkkkkkkk_70d431 |B ock 1
7d
46.19. 85. 225 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . . Uhaut hori zed URL Access to
87.69.74.8 | sr ael 147.237.0.19 nadi matal .idf.il nadi matal .idf.il/shared aj ax/ updat enakat qaunti ty. aspx B ock !
2.54.152. 142 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1
66.249.78.234 |israel 147.237.72. 166 |aka. i df . i | tnaut hori zed URL Access to B ock 1

147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx
Unaut hori zed URL Access to

66. 249. 64. 190 | srael 147.237.0.34  [ti kshuv.idf.il v ti kshuv. i df.il/tenpl at es/ searchresul t s/ sear chresul ts. aspx Bl ock !

ny- kosher -kravi . i df [ss. untraceabl e Gonnection - Protocol viol ation

159. 203. 114. 124|tited Sates |147.237.0.16 i (SSL. OONN. CLI ENT. HELLO) None 1
31.168.151. 111 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df.il/mai n/sachar/undefined |B ock 1
80.246.139. 45 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None

212.179. 218. 166|l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None

66.249.78.97  |israel 147.237.72. 166 |aka. i df . i | ﬂ‘;‘“tzg;’r ;g?‘ljegf‘mﬁ/cgfsut;gi yus/ gener al . aspx Bl ock 1
185.32.179. 164 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.117.152. 115 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
87.69. 170. 99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
2.54.156. 105 | srael 147.237.72. 156 |anan. i df . i | SSL htraceabl e Connection - (pen Mde None 1
207.46.13.114 |thited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to wwy aka. i df.il/mai n/misrot. aspx B ock 1
68.180.230.29 [United Sates [147.237.77. 176 |nat pash. i df . i | \;Pjrwazg;z:zfel Y/goit_;‘r’r/‘czzgfwagx” Bl ock 1
66.249.66.28  |Israel 147. 237.72. 166 |aka. i df . i | Lf;?u;g(;r i;;i;éx (;Aicr(v:ﬂe;:n;r?/ enl ar ge. asp B ock 1
174.23.137.111 |Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
37.26.149.164 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
84. 108. 49. 29 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
2.52.25.16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
192.115.248.2  [Israel 147. 237.72. 166 |aka. i df . i | m”;grii dzﬁdi "ﬁa?(:s Szgﬁ;;ﬁ;s. aspx B ock 1
66.249. 78.146 | srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er anp; docld in None 1

v aka. i df . i |/ chanat z/ kur s/ def aul t . asp

A . . SS. UWnhtraceabl e Gonnection - Protocol violation
112. 198. 103. 144 |Fhi | i ppi nes 147.237.72. 166 [aka. i df . i | (SSL._CONN APPLI CATI ON_DATA_EXCHANGE) None 1

D stributed Unhaut hori zed LRL Access on

46.166. 190. 169 |Netherlands  [147.237.77.216 |dover.idf . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
5.28.158. 113 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
93.173.252.58 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed HTTP Met hod Bl ock 1
207.46.13.170 |thited Sates |[147.237.77.176 |nat pash. i df . il PHP Attenpt B ock 1
79.176.237.8 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249. 66. 131 I srael 147.237.76.42 |refuah.idf.il tnauthori zed URL Access to Bl ock 1

147.237. 76. 42/ si p_st orage/ fi | es/ 2/ si ze100x0/ 3272. j pg
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