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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3004

93. 158. 236. 2 Net her | ands 147.237.76. 177 ncore.idf.il JLM Under At tack_Con_Tcp dr op 2

115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack GCon Htp drop 1

146. 185. 239. 100 Russi an Federation 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 dr op 1

93. 158. 236. 2 Net her | ands 147.237.76. 201 e.ata.idf.il JLM Under Attack_Con_Tcp drop 1

163. 44. 149. 213 Japan 147.237. 76. 148 gogcenter.aka. idf.il |Bock Np Al _Net drop 1

110. 182. 123. 144 Chi na 147.237. 76. 30 hi nush. i df .i | ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure Devi ce Action |Oount

183. 60. 244. 49 Chi na 147.237.0. 34 tikshuv.idf.il Q003: HTTP: phpM/Adni n access B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 163 [147.237.76.86 |lited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 2
167.88.9.227 [147.237.77.205|lnited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
146.0.78.156  |147.237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.10 |147.237.76. 176 |Net her | ands test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.158.236.2 [147.237.0.33 |Netherlands idf.il ET SCAN Potential SSH Scan 1
212.98.48.171 |147.237.76.44 |[Satzerland e.refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
89. 248. 172. 173 [147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
212.98.48.171 |147.237.76.44 |[Satzerland e.refuah.idf.il ET SCAN NVAP -f -sS 1
89. 248. 172. 173 |147. 237. 76. 44 |Net her| ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
185. 106. 92. 44 [147.237.76.30 hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 172. 173 [147. 237. 76. 30 |Net her| ands hi nush. i df . i | ET SCAN Potential SSH Scan 1
183. 60. 244. 49 [147.237.0.34 |China tikshuv.idf.il SERVER- APAGHE Apache Toneat Wb Appl i cation Minager 1
access
73.17. 14. 46 147.237.8.27 |Wited Sates e.madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 [147.237.8.28 |lnited Sates e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
158. 255. 6. 220 |147.237.0.35 RFe‘Z::{:on akavs. i df . ET SCAN NVAP -sS wi ndow 1024 1
120. 60, 206. 203 |147. 237 0. 16 |ni na ny- kosher -kravi i df il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.158.236.2 |147.237.76.34 |Netherlands yohal an.idf.il ET SCAN Potential SSH Scan 1
93.158.236.2 [147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
212.98.48.171 [147.237.76.44 |Sitzerland e.refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
89. 248. 172. 173 [147. 237. 76. 198 |Net her | ands e.yohal an.idf il ET SCAN NMAP -sS wi ndow 1024 1
89.248. 172. 173 [147. 237. 76. 38 |Net her| ands eeneitav.idf.il ET SCAN Potential SSH Scan 1
183. 60. 244. 49 [147.237.0.34 |China tikshuv.idf.il SERVER- WEBAPP admi n. php access 1
82 8130, 37 147 237 76.30 |1srael hivmsh i df i | ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
183. 60. 244. 49 [147.237.0.34 |China tikshuv.idf.il GPL WEB SERVER WEB- M SC JBoss web- consol e access 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 36

Russi an s -

37.204. 54. 243 erati on 147. 237.77. 176 |mat pash. i df . i | drop First packet isn't SWN drop 28
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7

Russi an s -

176. 193. 149. 238 eration 147.237.77. 176 [nat pash. i df . i1 dr op First packet isn't SN drop 7

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
Sreaning BEngine: TCP Invalid i i SSi

5.28.156.192  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

109. 173. 20. 84 RJSf;:I”i on 147. 237. 77. 176 |nat pash. i df .1 | Bad TCP sequence Invalid ACK nunber dert 5

109. 173. 20. 84 R‘SIS:;”i o 147. 237. 77. 176 |nat pash. i f . i Bad TCP sequence Inval i d ACK nunber monitor |5

109. 173. 20. 84 RJSf::I”ion 147. 237. 77. 176 |nat pash. i df . i | Bad TCP sequence Invalid sequence nunber monitor |5

109. 173. 20. 84 R‘SIS::I”ion 147, 237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 5

67.82.114. 43 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

195. 34.150.18 |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor

8.37.227. 68 g”;(’;ymus 147. 237. 77. 216 |dover. i df . B ock HTTP Non Conpl i ant Response out of state monitor |4

192. 0. 80. 167 Lhited Sates [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4

8.37.227. 69 g”&;ymus 147. 237. 77. 216 |dover . i df . B ock HTTP Non Conpl i ant Response out of state monitor |4
Sreanming Engine: TCP Invalid i i ssi

199.30.24.69  |wited Sates [147.237.76. 200 |ei tan. aka i df il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.

Anonynous . . . .
8.37.227.81 Proxy 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpli ant Response out of state nonitor |4
46. 19. 86. 190 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
208.115.113.89 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
109.173.20. 84 |Ssian 147. 237. 77. 176 |nat pash. i of . | dr op Frst packet isn't SN drop 4

Feder at i on
46.121. 25. 42 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

Sreamng Engine: TCP Invalid i i ssi
207.46.13.91  |United Qates |147.237.77. 243 |mobile i df i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
68.180.230.29 |[Wnited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 2
141.212.122.81 |lhited Sates [147.237.76.42 |refuah.idf.il drop SAMrule drop 1
74.82.47.60 Lhited Sates |[147.237.76. 200 |ei tan. aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.75 |Lhited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates |147.237.76.31 [nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102 RJSf::I”ion 147. 237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
67.82.114. 43 Lhited Sates |[147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 1
169.229.3.91  |Wited Sates |147.237.77. 226 ;’“’“’“Cha"atz' aka.1df- 1 |oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91  |wited Sates [147.237.0.17 ;“lnly kosher-kravi-id |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.91 |Uited Sates [147.237.76.42 |[refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
77.237.138.202 |Czech Republic [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
184.105. 139. 87 [thited Sates [147.237.0.17 [V kosher-kravi.id |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
64.110. 199. 139 [Canada 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert 1
169. 229. 3. 91 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
216.218. 206. 100|Wnited Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192.0.112.233 |Wited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |1
46. 19. 85. 228 I srael 147.237.77. 243 |nobi l e.i df . | Bad TCP sequence I'nval i d AGK nunber nonitor |1
169. 229. 3. 91 Lhited Sates [147.237.0.35 |akaws.idf.il drop drop 1
141.212.122.92 |lhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
79.183.59. 11 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
184.105. 139. 120|Uhited Sates [147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.110.199. 139 |Canada 147. 237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber moni tor |1
169. 229. 3. 91 Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
157.55.39. 251 |lhited Sates [147.237.77. 176 |matpash.idf.il drop First packet isn't SN drop 1
192.243.55.138 |Domini ca 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYTNACK retransmt with monitor |1

di fferent wndow scal e
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
183. 60. 244. 49 |Chi na 147.237.0.34 |tikshuv.idf.il Mil tipl e Unhaut horized URL Access from 183. 60. 244. 49 B ock 164
183. 60. 244. 49 [China 147.237.0.34 |tikshuv.idf.il |Miltiple Admn B ocking from 183.60. 244. 49 B ock 27
46.120.98.49 |Israel 147.237.0.19 |madi matal . i df. i |Suspicious Response Code B ock 24
183. 60. 244. 49 |Chi na 147.237.0.34 [tikshuv.idf.il [PHP Attenpt Bl ock 18
. . . Uhaut hori zed URL Access to
46.19.85.170 |Israel 147.237.77.243|nobi l e.idf . il nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 Bl ock 5
183. 60. 244. 49 |Chi na 147.237.0.34 [tikshuv.idf.il |[Too Many of the Same Response Code (404) in Session from 183. 60.244. 49 |B ock 4
) . ] D stributed Whaut horized Met hod for Known URL on
73.234.145. 235 |Uited Sates (147. 237.72. 166 [aka. i df . i | aka.idf.il/nain/giyus/ aut henti cati onservi ce. asnx/ get aut huser B ock 3
. . . Unhaut hori zed Met hod CPTIONS for
73.234.145.235 |United Sates |147.237. 72. 166 |aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 2
66.249.69.26 |Israel 147.237.77.216|dover . i df . i Mil tipl e Unaut horized URL Access from 66. 249. 69. 26 B ock
73.22.155.10 |Lhited Sates [147.237.77. 216|dover.idf .i | Lhaut hori zed LRL Access to waw i df.il/newsitel english/ B ock
. . . O stributed Whaut hori zed URL Access on
107.178.194. 87 |United States |147.237.77. 216 |dover. i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
183. 60. 244. 49 [Chi na 147.237.0.34 |tikshuv.idf.il |Too Many 404: Response Code per Session B ock 1
66. 249. 78. 206 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter 5cf 35968 in aka.idf.il/news/ None 1
. . . Unknown HTTP Request Met hod AYAs A?1[ [ #3]] LpAZg[ [#31]] cA | AL~ASAAT
169.229.3.91 |Wited Sates |147.237. 77. 176 [nat pash. i df . i | A [[#4]] AEAB in R Bl ock 1
) . . Unknown HTTP Request Method A)[[#18]][[#28]]" A-A- AES$8A° AE
169.229.3.91 |lhited Sates [147.237.72. 156 [aman. i df . i | ([ #5] ] A AsAe AZA. . dApAceA AVAYNA [ #2] ] +vAUAYAU i n URL B ock 1
. . . DO stributed Whaut hori zed URL Access on
204. 13. 200. 200 |Lhited Sates [147.237. 77. 216 |dover.i df .i | v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
183. 60. 244. 49 |Chi na 147.237.0.34 |tikshuv.idf.il |Admin B ocking B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 131 || srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ si p_storage/ fi | es/ 8/ si ze1l00x0/ 2778. j pg Bt ock !
Unknown HTTP Request Met hod A%FyA2vAt At" A2fe A°[[#19]]V: *AT 9A
169.229.3.91 |Uhited Sates |147.237.72.166|aka. i df .il [[#711[[#29] ] AS8' cASV~+[ [#15] ] A Ae AGIAY[ [ #16] ] } AfMAS Bl ock 1
Arp3 EA?3ACRS[ [#17]1U'ARS in URL
37.237.184.39 |[Irag 147.237.77.216|dover.idf .l Distributed Unauthorized LRL Access on wawidf.il/arr/ B ock 1
157.55.39. 178 |lhited Sates |147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1402- he/ at al . aspx B ock 1
66. 249.78. 234 |l srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
169.229.3.91 |Wited Sates |147.237.77.234 hal ag.idf.il Illegal Byte Gode Character in URL B ock 1
169.229.3.91 |lhited Sates |147.237.72. 166 |aka. i df . i | Abnormal |y Long Request net hod B ock 1
207.46.13.114 |Wited Sates (147.237.72. 166 |aka. i df . il Lhknown Paraneter docid in aka.idf.il/giyus/witetous/default.asp None 1
66. 249. 66. 191 [l srael 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 66. 191 B ock 1
169.229.3.91 |[lnited Sates [147.237.77. 176 |mat pash. i df .i| |Abnormally Long Request nethod Bl ock 1
37.237.200. 162 |Iraq 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on waw idf.il/arr/ B ock 1
169.229.3.91 |lhited Sates |147.237.72. 156 [anan. i df . i | Abnormal |y Long Request net hod B ock 1
66. 249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Par anet er anp; doci d i n ww aka. i df . i |/ mai n/ gi yus/ gener al . aspx None 1
183. 60. 244. 49 |Chi na 147.237.0.34 |tikshuv.idf.il [uUnauthorized URL Access to waw tikshuv.idf.il/cgi-nod/ header | ogo. cgi B ock 1
66.87.116.65 |Lhited Sates [147.237.77. 216|dover.idf .il Unaut hori zed URL Access to wawi i df . il/894-en/idf gdover. aspx B ock 1
169.229.3.91 |Wited States |147.237.77.234 hal ag.idf.il Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
Illegal Byte Code Character in Method A%oFyAvAL At Afe Ao [#19]]V: * A
169.229.3.91 |Uhited Sates |147.237.72.166|aka. i df .il T QAT [#7]1[ [ #29]] AS8' cASV~+[ [#15] ] Al Ae AEIAY[ [ #16] ] } AfMAS B ock 1
At EA23ACE»[ [#17]] U As S
77.237.138. 202 gpigric 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to / B ock 1
) . . Il1legal Byte Gode Character in Method AV A?1[[#3]]LpAZ
169.229.3.91 |Wited Sates |147. 237. 77. 176 [nat pash. i df . i | o[[#31] ] oA | A AASAALA [ [ #4]] AEAY) B ock 1
41.44.187.193 |Egypt 147.237.77.216|dover . i df . i PHP At t enpt B ock 1
. . . Illegal Byte Code Character in Method A)[[#18]][[#28]]' A-A AESSSA° AE
169.229.3.91 |lhited Sates |147.237.72. 156 [aman. i df . i | [[#5] ] A AsAe AZA. . dA"pAceA AvAYnAs[ [ #2] ] +vAuAYAL Bl ock 1
68.180. 228. 175 |Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9236- he/ r ef uah. aspx B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77.216|dover.idf .il Unhaut hori zed URL Access to www i df .il/1283-17060- en/ dover . aspx>. B ock 1
. . - D stributed Whaut hori zed Method for Known URL on
66.102. 6. 69 Uited Sates |147. 237. 72. 166 |aka. i df . i | aka.idf.il/mai n/gi yus/ aut henti cati onservi ce. asnx/ get aut huser B ock !
169.229.3.91 |Wwited Sates |147.237.77.234|hal ag. i df . il Unknown HTTP Request Method SATATAA- in URL B ock 1
169.229.3.91 |lhited Sates |147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in URL B ock
31.13.99. 96 Irel and 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on waw idf.il/arr/ B ock
) . . D stributed Uhaut hori zed URL Access on
107. 178. 194. 87 |Wnited Sates |147.237.77. 216 |dover.idf.i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 75. 200 |l srael 147.237.77. 216 |dover . i df . i | vw i o i |/ engl i sh/ announcenent s/ 2002/ apri | /1. B ock 1
41.44.187.193 |Egypt 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
169.229.3.91 |Uhited Sates |147.237.77. 176 [natpash.idf .il |illegal Byte Qode Character in LR B ock 1
169.229.3.91 [Lhited Sates [147.237.72. 156 [anan. i df . i | Illegal Byte Gode Character in LRL B ock 1
204. 13. 200. 200 |Wnited Sates [147. 237. 77. 216 |dover . i df . i | Distributed thauthori zed URL Access on Bock |1

waw i df . i 1 /1133- 22461- he/ dover . aspx.

01-12-2016-05:04:07 to 01-12-2016-06:04:07




