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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3236

66. 249. 73. 198 | srael 147.237.77. 170 naarachot.idf.il |TQP handshake viol ation, first packet not syn |drop 1448
115. 239. 228. 10 Chi na 147.237. 76. 147 chi nuch. aka.idf.il |[JLM Under Attack Con Htp drop 2

185. 130. 5. 224 147. 237. 76. 202 e.halag.idf.il Block Udp All Nets drop 1
117.25.230. 116 Chi na 147.237.76. 42 refuah.idf.il Bl ock_Up Al _Nets drop 1

117. 25. 230. 116 Chi na 147.237. 76. 44 e.refuah.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
183. 61. 109. 189 [147. 237. 76. 196 |Chi na e.sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
146.185. 250. 2 |147.237.0.19 gz:::lnion nadi matal i df il ET SCAN NVAP -sS wi ndow 1024 1
123170, 189. 36 |147. 237 0. 34 |chi na Cikshuv.idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89. 248. 172. 173 [147. 237. 76. 200 |Net her | ands eitan. aka.idf.il ET SCAN Potential SSH Scan 1
89.248.172. 173 147.237.8.24  |Netherl ands elifestyle idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 |147.237.76. 44 |Wited Sates |e.refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
199. 191. 56. 188 |147. 237.76.38 |Lhited Sates e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 61. 109. 189 [147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
18191, 96,135 |147.237.76.30 |Argentina himsh i df i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
146. 185.250. 2 |147.237.0. 17 ?;Z:::{‘ion mny- kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
112. 16. 76. 209 [147.237.77.74 |China lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
89.248. 172. 173 [147.237.8.27 |Netherl ands e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
89.248.172. 173 |147.237.0.35  |Netherl ands akaws. i df il ET SCAN Potential SSH Scan 1
5.39.222.253 |147.237.72. 166 |Net her| ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 188 |147.237.76.38 |Lhited Sates e.eneitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
5. 164. 120. 57 R‘SIS::I”ion 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 39
5.164.120. 57  |ssian 147. 237.77. 216 |dover. i df .i drop First packet isnt SN drop 39
) ) ) Federati on i ’ i i )
5.164.120.57  |ssian 147. 237. 77. 216 |dover . i df . Bad TCP sequence Inval i d ACK nunber aert 39
Federation
5. 164. 120. 57 RJSf;:I”i on 147. 237.77. 216 |dover. i df . | Bad TCP sequence Invalid ACK nunber nonitor |39
5.164. 120. 57 R‘SIS::I”ion 147. 237. 77. 216 |dover . i df . Bad TCP sequence Invalid sequence nunber monitor |39
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
98.82.54. 39 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
131.253.25.233 |wited Sates [147.237.76. 200 |ei tan. aka i df .l 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
195.34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
40. 77. 167. 68 Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop
Sreaning Engine: TCP Invalid i i ssi
194. 90. 89. 5 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
98. 82. 54. 39 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 3
98. 82. 54. 39 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
70. 194. 26. 61 Lhited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence monitor |2
99.186.255.88 |lhited Sates |[147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
208.115.111. 73 |lhited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 2
50.87.144.145 |wited Sates  [147.237. 77. 216 [dover. i of .i1 Bad TCP sequence SINFACK retransmt wi th monitor |2
different wndow scal e
141.212.122.81 |Uhited Sates [147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop
98. 82. 54. 39 Lhited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert
74.217.28.153 |lWhited Sates |147.237.76. 198 |e. yohal an.idf. il Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 2
enf or cenent
Sreanming Engine: TCP Invalid i i ssi
66.249.78. 153 |lhited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop
110. 88.122. 195 |China 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
184. 105. 247. 243|Wnited Sates  [147.237. 76. 199 |e. nakchal . i df . Geo- 1 ocati on enf or cenent gi?olrzgii'nfn  nbound drop 1
77.247.181. 165 |Net herl ands 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or
178. 219. 245. 214|kr ai ne 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow mmoni t or
169.229.3.91  |Wited Sates |147.237.76. 196 |e. sviva idf.il Geo-l ocati on enf or cenent Go- | ocati on i nbound drop 1
enf or cenent
. R . Geo- | ocati on i nbound
218.22.211.69 |[China 147.237.76. 44 |e.refuah.idf.il Geo-| ocati on enf or cenent enf or cenent drop 1
45.79. 168. 168 147.237.77. 176 |matpash. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
141.212.122.85 |lLhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop
184. 105. 139. 122|wnited Sates  [147.237.0. 17 ;“lnly kosher-kravi-id |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.8 Lited Sates |147.237.72.167|ishurimaka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229. 3. 91 Lhited Sates |[147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
50.87.144.145 |lhited Sates |[147.237.77.216|dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 165|lhited Sates [147.237.76. 176 |test.ncore.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.113.84 [lhited Sates [147.237.77.74 |lawidf.il drop SAMrule drop 1
24.210. 99. 54 Lhited Sates |[147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.164.96. 204 |wited Sates [147.237.77. 212 |e. dover.idf il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
85. 65.244. 190 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
184.105.139.96 |[lnited Sates [147.237.0.19 [nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
70. 194. 26. 61 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid sequence nunber alert 1
169.229.3.91  |wited Sates [147.237.76.197 |e. hinush.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 85. 49 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
141.212.122.86 |lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
184.105. 139. 122|Wnited Sates [147.237.8.14 |e.orchot.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47.30 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
171.25.193. 132 |Sweden 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow mmoni t or
50.87.144. 145 |Uhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Acti on ‘Count
69.163.240.13 |Whited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unaut horized URL Access from 69. 163. 240. 13 B ock 5
188. 143. 232. 14 23:;:{" o 147. 237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 188. 143.232. 14 B ock 3
66.249.69.26 |Israel 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to wawnidf.il/error. htm B ock 2
) . . D stributed Uhauthorized URL Access on
107.178.194. 83 |Lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
. . . D stributed Uhaut hori zed URL Access on
107.178.194. 83 [Wited Sates  (147.237.77.216|dover. i df .il v i df i | / 1133- 22638- hel dover . aspx. B ock 2
) . . D stributed Uhauthorized URL Access on
208.184.112.74 |Lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 2
176.13.3.192 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
110. 88. 122. 195 |Chi na 147.237.77.216|dover. i df . i | PHP Att enpt B ock
) . . D stributed Uhauthori zed URL Access on
204.13.200. 200 |Lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
40.77.167.62 |lhited Sates |147.237.72.166|aka.idf .il Uhknown Paraneter sidescroll in aka.idf.il/giyus/|eshakot/ None 1
) ] ] Mitiple Illegal Byte Gode Character in Header Name from
169.229.3.91 [lhited Sates [147.237.76.86 [navy.idf.il 166, 229. 3. 91 Bl ock 1
Russi an . . Unaut hori zed Met hod CPTIONS for
95.73.51. 254 Federati on 147.237.72.166 [aka. i df . i | aka.idf.il/main/giyus/aut henti cati onservi ce. asnx/ get aut huser Bl ock !
) . ] Unaut hori zed Met hod GET for
207.46.13.114 |thited Sates |147.237.72.166|aka.idf.il Wi aka i df i |/ kanhar/ cont act / def aul t . asp B ock 1
184.105. 139. 68 |Lhited Sates [147.237.0.19 |[madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock
110. 88. 122. 195 |Chi na 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to ww i df.il/xnrpc. php B ock
. . D stributed Uhauthori zed URL Access on
46. 166. 190. 151 |Net her| ands 147.237.77. 216 |dover . i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
207.46.13.10 |thited Sates |147.237.72.166|aka.idf.il Mil tipl e Unauthorized URL Access from 207.46.13. 10 B ock
169.229.3.91 |lhited Sates |147.237.76.86 |navy.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91  |B ock
. . . Unaut hori zed URL Access to
66.249.69.46 |lIsrael 147.237.77.243|nobi l e. i df . i | nobi | .1 df .1 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1761 B ock 1
208.115.113. 82 |Wited Sates  [147. 237.77. 176 |nat pash. i df . i | thaut hori zed LRL Access to : B ock 1
viwn cogat . i df . i |/t enpl at es/ t enpl at econt r ol s/ generi c/
169.229.3.91 |Lhited Sates [147.237.0.15 [kosher-kravi.idf.il |lllega Byte Gode Character in Mthod B ock 1
69. 163.240. 13 |Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
. . D stributed Uhauthorized URL Access on
46. 166. 190. 174 |Net her | ands 147.237.77. 216 |dover.idf . il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
207.46.13.10 |thited Sates |147.237.72.166|aka.idf.il PHP Att enpt B ock 1
169.229.3.91 |lhited Sates [147.237.76.86 |navy.idf.il Miltiple Malformed URL from 169. 229. 3. 91 B ock 1
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf . il Mil tipl e Uhaut horized URL Access from 68. 180. 228. 112 B ock 1
Russi an Unaut hori zed URL Access to
188. 143.232. 14 Federati on 147.237.77.216|dover. i df . i | wwv i df.il/tenpl ates/article/article.in. aspx/tenpl ates/ sendtof ri end's |B ock 1
endt of ri end. aspx
169.229.3.91 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il |NULL Character in Mthod B ock 1
74.82.47.4 Lhited Sates [147.237.72.167 )i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72.167/ B ock 1
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
. wwv. chamat z. aka. i d ) )
207.46.13. 10 Lhited Sates 147.237.77. 226 £l Ml tiple Whauthorized URL Access from 207. 46. 13. 10 B ock 1
169.229.3.91 [Uhited Sates [147.237.76.86 [navy.idf.il Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
110. 88. 122. 195 |Chi na 147.237.77.216|dover.idf . il Mil ti pl e Unhaut horized LRL Access from 110. 88.122. 195 B ock 1
216.218.206. 68 [Lhited Sates [|147.237.77.243|nobi | e.i df.i | Unaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf . il Uhaut hori zed URL Access to i df.il/atal 1/izkor/ nai n. asp B ock 1
Unaut hori zed URL Access to
192. 243. 55. 137 |Domi ni ca 147.237.77.216|dover.idf .i | waw. i df . i 1/1129-he/ dover . aspx?sear cht ext =x—x™xgexsxax™ B ock 1
X" X7ZX"x>" x0e
169.229.3.91 [lhited Sates [147.237.76.86 [navy.idf.il Mil tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
. . . D stributed Uhauthorized URL Access on
78.128.40.89 |Bugaria 147.237.77. 216 |dover.idf . il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.66. 191 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_stor agel i | es/ 4/ si ze100x0/ 3384. | pg Bl ock !
207.46.13.14 |Lhited Sates |147.237.72.166|aka.idf .il Lhknown Paraneter catid in aka.idf.il/main/snalinisnal i maspx None 1
68. 180. 229. 239 |Lhited Sates |147.237.72.166|aka. i df .i | Unaut hori zed URL Access to www aka. i df.il/val tam B ock 1
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