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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3187
66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df .i | TCP handshake viol ation, first packet not syn |drop 2730
112. 90. 184. 50 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |Frk Under Attack Con Tcp drop 2
62. 210. 148. 124 Fr ance 147. 237. 76. 200 eitan aka.idf.il Block Wdp All Nets drop 1
163. 44. 149. 213 Japan 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
62.210. 148. 124 France 147. 237. 76. 201 e atal.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
93.174.93.10 [147.237.76.44 |Netherl ands e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.216.3.174 |147.237.77.216 gj::;”ion dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
78.193.2.8 147. 237. 77. 212 |France e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
73.17. 14. 46 147.237.8.50 |Whited Sates  |e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201, 69. 168. 112 |147 237 0.35  |prasil akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T o Potential Scan or Brute Force
Russi an . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
176. 101. 60. 86 [147.237.8.28 . e. nobi | e-ks.idf.il ) 1
Federati on Potential Scan or Brute Force
105. 158. 46. 138 [147. 237. 77. 176 |Mor occo nat pash. i df . i | Tehila - Perl LWP with fake user agent 1
91.238.82.93 [147.237.77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
78.193.2. 8 147.237. 77. 226 |France wan chanat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 1024 1
78.193.2.8 147.237.77. 178 |France e. nat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
105. 158. 46. 138 [147. 237. 77. 216 |Mor occo dover.idf.il Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature /?ca\t/ii (;i
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 32
46.19.86.229  |israel 147.237.77. 243 |mati e i i1 | 3MNG Enginer TP Invalid imvalid segnent retransnission. | o 6
Ret r ansm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
195.34.150.18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  [monitor |4
84.108.29.241 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
41.33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 3
40.77. 167. 68 Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op SAMrul e drop 3
195. 154. 227. 118|F ance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
85. 65. 116. 4 | srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 2
192. 243. 55. 132 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 2
66.249.64.172 |lWited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission. drop 2
Ret r ansni ssi on Packet dr opped.
141.212.122.90 |Uhited Sates |147.237.76.201|e atal.idf.il Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
83.45. 118. 82 Sain 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber noni t or
185. 65. 135. 227 |Sweden 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
46.19.85.237  |israel 147. 237. 77. 216 |dover . i df .i Bad TCP sequence mﬁ;ﬁ ;ansm wthdifferent |opnitor |1
169. 229.3.91 Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.52.135. 212 | srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
149. 88. 85. 216 | srael 147.237.72. 156 |anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or
141.8.183. 16 gs::;”i on 147.237. 77. 176 |nat pash. i of . | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
192. 243. 55. 132 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 1
69.140.155.89 [lhited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates  |147.237.76.202|e. hal ag.idf.il Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |dr op 1
159. 203. 218. 135|Uhited Sates |147.237.76.197|e.himsh.idf.il |[Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
141.212.122. 91 |lhited Sates |147.237.76.201|e.atal.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
207. 46. 13. 131 Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 1
185. 100. 86. 100 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
169. 229. 3. 91 Lhited Sates |147.237.8.14 |e.orchot.idf.il |Geo-|ocation enforcenent Geo-1 ocati on i nbound enf or cenent |drop 1
2.52.135. 212 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 1
158. 255. 6. 220 :ZZ::FI on 147.237.8.24 |e.lifestyle.idf.illGeo-1 ocati on enfor cenent Geo-1 ocation inbound enf orcenent |drop 1
141.212.122.81 |lLhited Sates 147.237. 72. 167 |i shuri maka.i df . i I{dr op SAMrul e drop 1
192. 243. 55. 132 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
73.17.14. 46 Lhited Sates |147.237.8.50 |e.tikshuv.idf.il |Geo-1 ocati on enfor cenent Geo- | ocati on i nbound enf or cenent |drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.19 |lawforumidf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.52.135.212 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 1
141.212.122.93 |uited Sates [147.237.76.44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
208.115.113.84 |Whited Sates 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
85. 65. 116. 4 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber aert 1
185. 120. 125. 4 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 245 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber noni t or 1
169.229. 3. 91 Lhited Sates |147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
5.79.68. 161 Net her | ands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
159. 203. 218. 135|Lhited Sates 147.237.8.50 |e.tikshuv.idf.il |Geo-1ocation enf orcenent Geo-1 ocation inbound enf orcenent |drop 1
141.212.122.88 |lhited Sates 147.237.72. 167 |ishurimaka.idf .i||[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.23 Lhited Sates  |147.237.77. 227 |e. hanaz. i of .i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
169. 229.3.91 Lhited Sates 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 237 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
2.52.135. 212 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.94 |lhited Sates 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
85. 64.109. 198 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 85. 64. 109. 198 Bl ock
46.19.86.229 |Israel 147.237.77.243|nobi | e.i df . i | Par aneter Type M ol ation Password in nobile.idf.il/sachar/login B ock
46.19. 86. 19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
) . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 |Wnited States  |147.237.77.216 [dover . i df .| v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
105. 158. 46. 138 [Mor occo 147.237.77. 216 |dover.i df .i | Ostributed Admin B ocki ng B ock
81.218. 201. 150 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None
169.229.3.91 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|unknown HTTP Request Met hod bAUAT[[#5]]A? in URL Bl ock 1
. . . Unaut hori zed URL Access to
66.249.69.30 |[lIsrael 147.237.77.243|nobi | e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1737 B ock 1
169.229.3.91 |lhited Sates 147.237.0.34 |tikshuv.idf.il Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 Bl ock 1
146. 0. 32. 85 Ger many 147.237.77. 216 |dover.i df .i | Unhaut hori zed LRL Access to waw i df.il/english/ B ock 1
i . . |Unknown HTTP Request Met hod ASAAAST{; Win URL &€°a€
169.229.3.91 |wnited Sates  [|147.237.77.19 |lawforumidf.il COAED [ [ #11]] A . [ [ #19] ] B ock 1
93.160. 60.22 |Denmar k 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v i df.il/newsitelenglish B ock 1
169.229.3.91 |lhited Sates 147.237.76.30 |hinush.idf.il Unknown HTTP Request Met hod #MA-A? AceA? [ [#19]] MASAeG in URL |H ock
66.249. 78. 246 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock
. . Unaut hori zed URL Access to
66.249.64. 17 I srael 147.237.77. 176 [nat pash. i df . i | wanw cogat . i df . i | /usef ul i nf ornati on/i dkoni mi pages/ 22122010t ut i m aspx Bl ock !
169.229.3.91 |thited Sates 147.237.0.34 |tikshuv.idf.il Abnormal |y Long Request request version B ock 1
207.46.13.10 |Wnited Sates  |147.237.76.200|ei tan. aka. i df .i| [W1authorized UR Access to B ock 1
wwy ei tan. aka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/

105. 158. 46. 138 [Mor occo 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 1
169.229.3.91 |Lhited Sates 147.237.77.19 |lawforumidf.il |Illegal Byte Code Character in Mthod ASAAAST; W B ock 1
. ] Unaut hori zed URL Access to
66.249.69.32 [l srael 147.237.77. 216 |dover . i df . il 147. 237.77. 216/ 1153- 19706- he/ dover . aspx Bl ock 1
169.229.3.91 |thited Sates 147.237.0.34 |tikshuv.idf.il Mitiple Illegal Byte Qode Character in URL from169. 229, 3. 91 B ock 1
169.229.3.91 |lhited Sates 147.237.0.19 |nadimatal .idf.il|lllega Byte Qode Character in Header Nane Bl ock 1
. . URL is Above Root Drectory
5.79.68. 161 Net her | ands 147.237.77.216|dover.i df .i | wwvi o i1/ ./ shared/cl i entscri pts/j query/j query-1 4.2.min. | s B ock 1
169.229.3.91 |thited Sates 147.237.77.235|sviva.idf . i | Mitiple Illegal Byte Code Character in Method from169. 229. 3. 91 Bl ock 1
105. 158. 46. 138 |Mor occo 147.237.77. 176 |mat pash. i df . i | D stributed Admin B ocking B ock 1
169.229.3.91 |thited Sates 147.237. 76. 147 |chi nuch. aka. i df . i|l11egal Byte Qode Character in Header Nane B ock 1

. . D stributed Whaut hori zed URL Access on
77.40.129.123 |Nor way 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_stor agel 111 es/ 6/ si e100x0/ 3296. ] pg B ock 1
169.229.3.91 |thited Sates 147.237.0.34 |tikshuv.idf.il Illegal Byte (de Character in Header Nane Bl ock 1
) . . Unknown Par aneter sorderby in
207.46.13.14 [Wited Sates 147.237.72. 166 [aka. i df . i | aka.i df .i1/ituri maspl di spl ayal | sol di ers. asp None 1
105. 158. 46. 138 [Mor occo 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df. il /wp-admi n/ adm n- aj ax. php B ock 1
85. 64. 109. 198 |l srael 147.237.72. 166 |aka. i df . i | Whaut hori zed Mt hod HEAD for B ock 1
ww aka. i df . i |/ mai n/ sachar/ def aul t. aspx
) . . Illegal Byte Qode Character in Qery Sring on a€°a€
169.229.3.91 |Lhited Sates 147.237.77.19 [lawforumidf.il COBED [ [ #11]] A [[#19]] B ock 1
169.229.3.91 |lLhited Sates 147.237.0.34 |tikshuv.idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
66.249.78.97 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ prati i pi rt eychayal / |B ock 1
169.229.3.91 [Lhited Sates 147.237.0.19 |[madimatal .idf.il|ll1legal Byte Code Character in Method Af[[#5]]1AvA™A AJAE B ock 1
. . D stributed Uhaut hori zed URL Access on
171.25.193. 77 |Sweden 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
105. 158. 46. 138 [Mbr occo 147.237.77. 176 [nat pash. i df . i | Distributed PHP Attenpt Bl ock 1
169.229.3.91 |lhited Sates  |147.237.76. 147 |chi nuch. aka. i df . i|Mal formed URL B ock 1
78.72.132.232 |[Sweden 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 136 |l srael 147.237.76.42 [refuah.idf il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ si debar/ si debar. j s Bl ock !
) . . . Illegal HTTP Version oYORES4A?[[#0]] $APAIW[#14]]=A™<A; U [#20]]
169.229.3.91 |lhited Sates 147.237.0.34 |tikshuv.idf.il [[#7]] [ [ #8] ] AvAvKBAHAS] O A; A« B ock 1
. . . D stributed Unhaut hori zed LRL Access on
107.178. 194. 79 |Lhited Sates 147.237.77.216|dover.i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
207.46.13.114 |Wiited Sates  |147.237.72.166|aka. i df . i | Wnknown Paranet er 136cd360 in None 1
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
Russi an . . Paraneter Type Molation f in
91.216.3. 174 Federation 147.237.77. 216 [dover . i df . i | wan i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
169.229.3.91 |lhited Sates 147.237.77.19 [lawforumidf.il |I1legal Byte Code Character in URL &€°AE¢HAED [[#11]]1 A . [[#19]] Bl ock 1
169.229.3.91 |Lhited Sates 147.237.76.30 |hi nush.idf.il Illegal Byte Code Character in Method #MA-A2 Acefe[[#19]] MiSAeG  |B ock 1
66.249.78.234 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ pratimipirteyerua/ |B ock 1
169.229.3.91 [Lhited Sates 147.237.0.19 |madi matal .idf.il|Mlformed URL B ock 1
) . . D stributed Uhaut hori zed LRL Access on
204.13.200. 200 |Wited States  |147.237.77.216 (dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
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