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Top Tar get

M dover.idf.il
M aka.idf.il
M navy.idf.il
M halag.idf.il
M rat pash. i df . il
M naarachot .idf.il
I e.yohal an.idf .il
Wiawidf.il

nmadi matal .idf.i

Meitan aka.idf.il

Top Attackers

M 167. 114. 156. 16
41.33.231.90
I 169. 229.3.91
208. 115. 113. 88
Il 14. 181. 115. 226
M 195. 34. 150. 18
[ 208. 115.111. 73
W 125. 46. 26. 253
5.102. 254. 223
W 109. 253. 156. 89




01-12-2016-02:04:06 to 01-12-2016-03:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3051




01-12-2016-02:04:06 to 01-12-2016-03:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

A tacker

‘Target Addr ess ount ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
, _ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
183.47.98. 72 147.237.8.24 |China elifestyle.idf.il . 1
Potential Scan or Brute Force
146. 185. 250. 2 [147. 237. 77. 234 :Z;:ﬂon hal ag. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
113. 171. 23. 126 |147. 237. 76. 201 |\ et nam eatal.idf.il ET SCAN Potential SSH Scan 1
104. 193. 172. 73 |147. 237. 76. 198 |Canada e.yohalan.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
104. 193. 172. 73 |147. 237. 76. 198 |Canada e.yohalan.idf.il |ET SCAN NVAP -f -sS 1
, , . |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
1.165.7.57 147. 237. 8. 27 Tai wan e.nadimatal .idf.i . 1
Potential Scan or Brute Force
185. 106. 92. 44 |147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 1024 1
146.185. 250. 2 |147.237.77. 243 g;;;’}m nobi | e.i df i ET SCAN NVAP -sS wi ndow 1024 1
146. 185.250. 2 [147.237.77. 233 :Zz:gtr‘ion atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 219. 238. 10 [147.237.8.24 elifestyle.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
104. 193. 172. 73 |147. 237. 76. 198 [Canada e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 2048 1




01-12-2016-02:04:06 to 01-12-2016-03:04:06

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
41. 33.231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop
e SYNretransmt wth different
14.181. 115. 226 |V etnam 147.237.77.234 |hal ag.idf .i Bad TCP sequence vi ndow scal e alert 6
. . SYNretransmt wth different .
14. 181. 115. 226 |V et nam 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Wi ndow scal e noni t or 6
40.77.167. 68 Lhited Sates [147.237.77.176 |natpash.idf.il drop SMrule drop
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor
Sreaning Engine: TCP Invalid i i ssi
157.55.2.157  |wited Sates |147.237.76. 200 [ei tan. aka idf.il 9 =g Invalid segnent retransmssion. 4
Ret r ansm ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
5.102. 254. 223 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TGP Invalid i i sSi
31.210. 187. 226 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
208.115.111. 73 |lhited Sates [147.237.76.31 |nakchal .idf.il drop SAMrul e drop
Sreanming Engine: TGP Invalid i i sSi
66.249.78.146 |United Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. | 2
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
207.46.13.10  |United Sates |147.237.72. 166 |aka i df . il 9 =g Invalid segnent retransmssion. 2
Ret r ansm ssi on Packet dropped.
37.46.39. 126 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber monitor |2
Sreanming Engine: TCP Invalid i i ssi
207.46.13.14  |United Sates [147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansm ssi on Packet dropped.
46. 19. 85. 211 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |2
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i Bad TCP sequence noni t or 2
185. 3. 147. 186 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 219 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
169.229. 3. 91 Lhited Sates |[147.237.76. 147 |chinuch. aka.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
159. 203. 218. 135|Uhited Sates |147.237. 76. 198 |e. yohal an.i df .l Geo-1 ocati on enf or cenent i?olr 222;1?”  nbound drop 1
131.253.35. 149 |Wnited Sates |147.237.77.233|atal.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
37.26.147.210 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
169.229.3.91  |Wited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122.85 |Lhited Sates [147.237.76. 147 |chinuch. aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |Wnited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 1
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1
169.229. 3. 91 Lhited Sates [147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
159. 203. 218. 135|United Sates [147.237.77.234|hal ag.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
137.116.71.170 |Wited Sates |147.237.76.202 |e. hal ag.idf.il Geo- | ocati on enf or cenent ﬁ?olr ggﬁ:mo”  nbound drop 1
46. 19. 85. 92 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
169. 229. 3. 91 Lhited Sates |147.237.72.167 |ishurimaka. idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212. 122. 170|Wited Sates |147.237.76. 198 |e. yohal an.idf . il Geo- | ocati on enf or cenent i?olr ggﬁ;'mo”  nbound drop 1
81.18.165.229 |Netherlands [147.237.77.176|natpash.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 1
41.33.231.90 Egypt 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates [147.237.77. 170 |naarachot.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
27.46.137.52 Chi na 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
137.116.71. 170 |Wited Sates |147.237.77.212 e dover.idf.il Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 85. 92 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91  |Wited Sates |147.237.72.217|e.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212. 122, 171|Wited Sates [147. 237. 76. 198 |e. yohal an.i df . i | Geo- | ocati on enf or cenent ﬁ?olr ggﬁ:mo”  nbound drop 1
85. 250. 205. 24 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
208.115.111. 73 |thited Sates |147.237.77.226 "‘:’TW chamatz. aka. idf | o SAMrule drop 1
169.229. 3. 91 Lhited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates [147.237.0.33 |[idf.il drop drop 1
141.212.122.81 |lhited Sates |147.237.76. 147 |chinuch. aka.idf.il drop SAMrul e drop 1
208.115.111. 73 |Wnited Sates |147.237.72.166 |aka.idf.il drop SMrule drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
208.115.113. 88 |lnited Sates [147.237.76.86 |navy. idf.il Mul tiple UWhaut horized URL Access from 208. 115. 113. 88 B ock 19
109. 253. 156. 89 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
- . . Unaut hori zed URL Access to

88.198. 48. 46 Ger many 147.237.0.34 |tikshuv.idf.il tikshuv. i o i 1/ shar ed/ user cont rol s/ header upper/ B ock 2
125. 46. 26. 253  |Chi na 147.237.77. 176 |mat pash. i df . i | PHP Att enpt B ock 2
77.125.73.160 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 2
5.102.254. 223 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
125. 46. 26. 253  |China 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to ww cogat . i df .il/wp-adm n/ admi n-aj ax. php  |B ock 2
204.13.200. 200 [Lhited Sates [147.237.77. 216 |dover. i df il Distributed Uhauthori zed LR Access on Bock |2

waw i df . i |/1133-22461- he/ dover . aspx.
D stributed Uhaut hori zed URL Access on

107.178.194.79 |lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
173. 238. 242. 217|Canada 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df.il/sip storagelfiles/2/4912. png B ock 1
73.234.145.235 |lhited Sates [147.237.72.166|aka.idf .il Ml ti pl e Unaut hori zed Method for Known URL from 73.234. 145. 235 B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.74 |lawidf.il Abnormal |y Long Request net hod B ock 1
125. 46. 26. 253  |Chi na 147.237.77. 176 |nat pash. i df . i | Ml tiple Admin B ocking from 125. 46. 26. 253 B ock 1
40.77. 167. 62 Lhited Sates |147.237.72.166|aka. i df .il Unhknown Paraneter catid in aka.idf.il/nain/sachar/fag. aspx None 1

Mal formed URL &€t AYKHA: 95 [ #15] ] O sC [ #14] ] a2 x2[ [ #14] ] [ [ #30] ] &€
- x?A¥A>[ [ #4] ] AVAE - A€ xQ

. . D stributed Unaut hori zed LRL Access on

150. 70. 173. 51 [Japan 147.237.77. 216 [dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

D stributed Uhaut hori zed URL Access on

169.229. 3. 91 Lhited Sates |147.237.77. 170 |maarachot . i df . il B ock 1

107.178.194.87 |lhited Sates |147.237.77.216(dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
180. 243. 123. 30 |l ndonesi a 147.237.77. 216 |dover.idf.il Unaut hori zed LRL Access to wwuidf.il/navy/htni/tool fs. asp B ock 1
] . . Unaut hori zed Method CPTI ONS for
73.234.145.235 |Uhited Sates [147.237.72.166|aka. i df .11 aka.idf.il/nai n/giyus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
169. 229. 3. 91 Uited Sates [147.237.77.74 |lawidf.il Illegal Byte Gode Character in Method B ock
89.247.32.200 |Ger many 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock
208.115.113.88 |Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/consol e/ core/ doc_ngr/undefined |B ock 1
. . D stributed Lhaut hori zed URL Access on
46.166. 190. 146 |Netherlands |147.237.77.216|dover. i df .il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77. 170 |maarachot.idf.il (Mitiple Il11egal Byte Qode Character in Mthod from 169.229.3.91 B ock 1
. . D stributed Lhaut hori zed URL Access on
150. 70. 173. 51  |Japan 147.237.77. 216 |dover.i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . O stributed Unaut hori zed URL Access on
107.178.194. 87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
198. 20. 69. 78 Wited Sates [147.237.77.19 |lawforumidf.il |Uhauthorized URL Access to 147.237.77.19/ B ock 1
Illegal Byte Gode Character in Query Sring on &
169. 229. 3. 91 Lhited Sates [147.237.77. 170 |maarachot . i df . i| |* A&XA94[#15]]1 O sC [#14]1 a2 x2[ [ #14] ] [ [#30] ] 4€” B ock 1

- x?A¥A»[ [ #4] ] AVAE - A€ xQ

. . D stributed Whaut hori zed URL Access on
94.242.246.24  [Luxenbourg [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

: . . D stributed Whaut hori zed URL Access on
208.184.112.74 |lnited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1

. . . Unhaut hori zed URL Access to
66. 249. 69. 38 I srael 147.237.77.243|nobi | e.i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1756 B ock 1

Unknown HTTP Request Met hod A% [ #26]] ASAEVA¥X] [ #28] ] SNAL

169. 229. 3. 91 Lhited Sates |147.237.77.170|maarachot . i df. il |[[#19]1A, in R &€t ArA 9% [ #15]1 O sG4[#14]] 4, Bl ock 1
ax2[[#14] ][ [ #30] ] &€~ x2A¥A»[ [ #4] | AVRE - 4€ xQ

169. 229. 3. 91 Lhited Sates |147.237.72.167|i shuri maka. i df . i|Abnornal | y Long Request net hod B ock 1

. . D stributed Whaut hori zed URL Access on

80.82.215.199  [Ger many 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to

8.37.70.83 Uited Sates [147.237.0.34 |tikshuv.idf.il wa ti kshuv. i df . i | /1048- he/ ti kshuv. aspx&usg=al kj r hgt adof gm k3i gc77nol |Bl ock 1
| udg- 3x_w

Illegal Byte Code Character in URL &€t AY¥AO%[#15] ] O sC [ #14]] &,
ax2[[#14] ][ [#30]] &€ x?2A¢A[ [ #4] ] AVRE - € x'Q

. . O stributed Unaut hori zed URL Access on

150.70.97.85  |Japan 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

D stributed Uhaut hori zed LRL Access on

169. 229. 3. 91 Lhited Sates |147.237.77. 170 |maarachot . i df . i | B ock 1

107.178.194.79 |Uited Sates [147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.216|dover.idf.il Illegal Byte Qode Character in Mt hod B ock 1
66.249. 78. 254  |Israel 147.237.72. 166 |aka. i df . i | Unknown Par anet er anp; doci d in ww aka. i df.il/main/giyus/ general .aspx |None 1
169. 229. 3. 91 Uhited Sates [147.237.72.167|i shurimaka.idf.i|Mitiple I11egal Byte Gode Character in Mthod from 169.229. 3. 91 B ock 1
125. 46. 26. 253  |China 147.237.77. 176 [mat pash.idf .i|l  |Admn B ocki ng B ock 1
204.13.200.200 |United Sates |147.237.77.216|dover. i df .| D stri bt ec 1?;;}:;&;;?&%\2??;;” Bock |1
84.111.248.7 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None

14.181. 115. 226 |\ et nam 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi B ock 1

Illegal URL Path Encodi ng a€r AAO% [ #15]]1 O sC [ #14]] &
ax2[ [ #14] ] [ [ #30] ] &€~ x2A¢Ao[ [ #4] ] AVRE - 4€ xQ
D stributed Uhaut hori zed URL Access on

150.70.97.85  |Japan 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1

01-12-2016-02:04:06 to 01-12-2016-03:04:06

169. 229. 3. 91 Lhited Sates |147.237.77. 170 |maarachot . i df . i | B ock 1




