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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3216

85. 130. 251. 227 | srael 147.237.72. 156 anan. idf.il ock_Udp All _Nets drop 12

197. 157. 244. 243 Sonal i a 147.237.77. 235 svivaidf.il Frk _Under Attack Con Tcp drop 2

163. 44. 149. 213 Japan 147. 237. 76. 196 e.svivaidf.il [Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|
Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 69. 26 147.237.77. 216 |Wited Sates dover.idf il ET SCAN NVAP -sA (2) 2
199. 191. 56. 188 |147.237.77. 179 |Wnited Sates e.mazi.idf.il ET SCAN NVAP -f -sS 1
193.104.41.54 |147.237.72. 217 g;lm?tj\i/i' o eidf.il ET SCAN Potential SSH Scan 1
185.130.5.216 |147.237.72.14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
183.179. 234. 73 [147.237.8.28 |Hong Kong e.mobi | e-ks. i df .il Er SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
164.39.11. 198 |147.237.0.35 [United Ki ngdom |akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 219. 238.10 |147.237.0. 16 ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
199. 191. 56. 188 |147.237.77. 234 |lhited Sates hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45. 55, 201. 64 147.237.0. 16 ny- kosher -kravi . i df . | SER\/ER-APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
199. 191. 56. 188 |147.237.77. 179 |Wnited Sates e.mazi.idf.il ET SCAN NMAP -sS w ndow 2048 1
197. 157. 244, 243(147. 237. 76. 196 |Sonal i a esvivaidf.il ET SCAN Potential SSH Scan 1
193.104.41.54 |147.237.77.216 &L{?&‘i’% o dover.idf.il ET SCAN Potential SSH Scan 1
185.130.5.216 |147.237.76.176 test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 106. 92. 44  |147.237.0. 19 madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 |147.237.76.44 |lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
164.39.11.198 |147.237.0.19 [Wnited Ki ngdom |nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
199. 191. 56. 188 |147.237.77. 234 |thited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 4096 1
199. 191. 56. 188 |147.237.77.179 |lhited Sates e.nazi.idf.il ET SCAN NMAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
54.244.22.103 |Whited Sates |147.237.77.233|atal.idf.il drop First packet isn't SWN drop 19
41.33.231.90 Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 10
40. 77. 167. 68 Wited Sates |147.237.77. 176 |nat pash.idf .i | drop SAMrule drop 7
2.52.160.198 |l srael 147.237.77. 243 |moti e i i1 | €AMNg Engine: TP Invalid fimvalid segnent retramsmssion. |y o) 6
Ret r ansni ssi on Packet dropped.
80. 246. 136. 243 |l srael 147.237.0.19 |nadimatal.idf.il |drop First packet isn't SYN drop 6
2.54.161.245  |israel 147.237.77. 243 |nobi l e. i f . i Streaning Engi ne: TCP Invalid invalid segnent retransnission dr op 6
Ret r ansni ssi on Packet dropped.
208.54.45.216  |United Sates |147.237.77. 243 |nobile.idf. il Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
80. 246. 136. 243 |l srael 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
77.127. 227. 220 | srael 147, 237.72. 166 |aka. i of . i Streaning Engine: TCP Invalid  imvalid segnent retransnission dr op 6
Ret r ansni ssi on Packet dropped.
91.200. 12. 7 Lkr ai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
91.200.12. 7 krai ne 147.237.77. 233 |atal .idf.il drop SAMrule drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 3
46. 19. 85. 209 I sr ael 147. 237. 72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber noni t or 3
37.26.146.140 | srael 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
41.33.232. 66 Egypt 147.237.77. 216 |dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
79.180.98.145 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | Streaning Engine: TCP Invalid  invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
37.26.146.205 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP | nvalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
37.46.39. 136 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 3
109. 67. 168.22 | srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
2.54.163.3 I srael 147. 237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
79. 176. 58. 2 I srael 147. 237. 72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
149.78.80.199 |l srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid  imvalid segnent retransnission dr op 2
Ret r ansni ssi on Packet dropped.
208.115.111. 73 |lhited Sates |147.237.76.31 |nakchal .idf.il drop SAMrule drop 2
207.46.13.10  |United Sates [147.237.72. 166 |aka.idf.il Stream ng Engl ne: TGP Invalid finvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
188. 120. 148. 135]I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 85. 161 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
74.217.28.153 |lLhited Sates |147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 2
46.19. 86. 179 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 86. 179 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
141.212.122.92 |Wited Sates |147.237.77.170 |naarachot.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
198. 20. 69. 74 Wited Sates [147.237.77.19 |lawforumidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91 Lhited Sates |147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
141.212.122.85 |Wited Sates [|147.237.77.19 [lawforumidf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
89. 108. 144. 114 |Lebanon 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
176.9. 63.54 Ger many 147.237.72. 166 |aka. i df . i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
46.121. 68.212 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 1
141.212. 122. 160|lhited Sates [147.237.8.27 |e. nadimatal.idf.i|Geo-1 ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent |drop 1
137.116.71.170 |[Uhited Sates [147.237.76.198e.yohalan.idf.il |Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
169. 229. 3. 91 Uhited Sates [147.237.77.212|e. dover.idf.il Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |drop 1
46.19. 86. 9 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
157.55.39.114 |Wited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122.86 |Uited Sates [147.237.76.197 |le.himush.idf.il |Geo-| ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |drop 1
208.115.111. 73 |Whited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 1
169. 229. 3. 91 Lhited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 164|Wited Sates |147.237. 77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
2.54.134. 166 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.81 |thited Sates |147.237.77.19 [lawforumidf.il |drop SAMrule drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site dgnature Action ‘Count
208.54.45.216 |Wited Sates 147.237.77.243|nobi | e. i df . i | Mil ti pl e Wnaut hori zed URL Access from 208. 54. 45. 216 B ock
109. 253. 142. 22 |l srael 147.237.77. 243 |nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock
. . . Paranet er Type M ol ation ct| 00$Cont ent A acetbl der 1t xt Brai | in
179.223.98.89 |Brazil 147.237.77. 216 [dover. i df . il v i df i 1/ 1038- en/ dover . aspx Bl ock 2
95. 86. 117. 66 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI Sessions: sigal gs oS Atack None 2
79.177. 60. 20 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.18.211 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
84.111.248.7 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 2
46.19. 85. 180 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2
37.142. 64. 61 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Mthod B ock 1
. . DO stributed Uhauthorized URL Access on
93.115.95.216  [Anonymous Proxy |147.237.77.216 [dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
] . - D stributed Lhaut hori zed URL Access on
204. 13.200.200 |[lhited Sates 147.237.77. 216 |dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
Unaut hori zed URL Access to
66. 249. 64.9 I srael 147.237.77. 176 |mat pash. i df . i | ww cogat . i df . i |/ useful i nformation/i dkoni ni pages/ 20032011yez |B ock 1
u. aspx
2.52.160. 198 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il Illegal Byte Qde Character in Mthod B ock
109. 195. 188. 203 |Russi an Federation |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw idf.il/mazi' a=0 B ock
] . . Unaut hori zed URL Access to
68.180. 230. 57 |Lnited Sates 147.237.76.42 [refuah.idf.il v ref ua. atal . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
] . . . Unhaut hori zed URL Access to
208.54.45.216 |Wnited Sates 147.237.77.243|nobi l e. i df . i | nobi | e, o i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1875 B ock 1
37.142.229.42 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
169. 229. 3. 91 Lhited Sates 147.237.76.200|ei tan. aka.i df .i | Illegal Byte Qode Character in Mthod [[#28]] B ock 1
. . O stributed Lhaut hori zed URL Access on
93.115.95.216 |Anonymous Proxy |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. B ock 1
; . ] O stributed Lhaut horized URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover.idf .il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | D stributed Unaut horized URL Access on 147. 237. 72. 166/ B ock 1
2.54.161. 245 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
. . Unaut hori zed Met hod HEAD for
176. 9. 63. 54 Ger many 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai v/ r abanut / gener al . aspx Bl ock 1
77.127.227.220 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i| |Waut hori zed URL Access to wwu chi nuch. aka.idf.il/404. htm B ock 1
213.200. 47. 126 |Wkrai ne 147.237.77. 216 |dover. i df . i | Dstributed PHP Attenpt B ock 1
Pal esti ni an . . . . . . ,
188. 161. 19. 209 Territory, Grcupi ed 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to v i df.il/english/ B ock 1
40. 77. 167. 62 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter catid in aka.idf.il/chanatz/ hone/default.asp [None 1
Illegal Byte Gbde Character in URL x?a€™A?n! At xj ] ak| [ #25] ] 4€0
169. 229. 3. 91 Lhited Sates 147.237.76.200|ei tan. aka.i df .i | +AVAMKAECCE A2 (P xe@ 0XEQAEZx—$b[ [ #25] ] x3 &} x! x*Aced, |B ock 1
-~8€¢a€; p0
] . . Unaut hori zed URL Access to
207.46.13.109 |United Sates 147.237.76.86 [navy. i df.il vy navy. i df . i | /sf-cont ent/ bi kest er/ cont ent - gr af i ken/ ey. svg Bl ock !
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/viewing. asp [B ock 1
Unhaut hori zed URL Access to
8.37.70.126 Lhited Sates 147.237.0.34 |tikshuv.idf.il w ti kshuv. i df . i | /894-he/ ti kshuv. aspx&usg=al kj r hj bwxf n2z8ckl |Bl ock 1
wxnyr | ear | r uuSqw
176.13.0. 75 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
157.55.39. 152 [lwnited Sates 147.237.72. 166 |aka. i df . i | D stributed Unauthorized URL Access on 147.237. 72. 166/ B ock 1
213.200. 47. 126 |krai ne 147.237.77. 216 |dover. i df .i | D stributed Uhaut hori zed UR. Access on waidf.il/xmrpc.php [B ock 1
195. 154. 194. 111|France 147.237.77. 170 [maar achot . i df . i | Distributed PHP Attenpt B ock 1
ny- kosher-kravi . i d |s3. untraceabl e Gnnection - Protocol violation
45.55. 201. 64 147.237.0. 16 £l (SSL_CONN CLI ENT_HELLO) None 1
! . . . Mal formed URL x?a€™A?n! At x; * ] ak[ [ #25] | A€ce+AvANMKeAE
169.229.3.91  |thited Sates 147.237.76.200|ei tan. aka.i df . il 63 A2DCF xce@ OxEGAETx—3b] [ #25] ] % (3 } x| x"Acea—a€ea€; p&y |2 °K 1
’ . . DO stributed Uhauthori zed URL Access on
107.178.194.87 [United Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
208.54.45.216 |whited Sates 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
. . Unknown Par aret er 4d9c6f40 in
66.249.78.146 |l srael 147.237.72.166 |aka. i df . i | v aka. i df . i |/ mai 1V kapat z/ cont act Us. aspx None 1
. . . Paraneter Type Mol ation catld in
37.48.118. 96 Net her | ands 147.237.0.34 |tikshuv.idf.il W ti kshuv. i df i 1/si tel general . aspx Bl ock 1
166.171.184. 23 |Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
195. 154. 194. 111 |France 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/wp-1ogin. php B ock
169. 229. 3. 91 Lhited Sates 147.237.76.200|ei tan. aka.i df .i | Unknown HTTP Request Method [[#28]] B ock 1
] . . O stributed Whaut hori zed URL Access on
107.178.194. 87 [Wnited Sates 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
. . Uhknown Paraneter docl.. in
66. 249. 78. 254 I srael 147.237.72. 166 |aka. i df .i | wiw aka. i df . i | / i v gi yus/ gener al . aspx None 1
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