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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3380

85. 130. 251. 227 | srael 147.237.72. 156 anan. i df.il B ock_Udp Al _Nets drop 9
23.95.248.111 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1

104. 245. 103. 50 147. 237. 76. 38 eeneitav.idf.il |[Bock Wp Al Nets drop 1

46. 45. 173. 253 Tur key 147.237. 8. 45 eeitanidf.il Invalid L4 Header Length drop 1

66.102. 9. 21 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
85. 234. 138. 64 Lhited Ki ngdom 147.237.77. 216 dover.idf.il |10714: HITP. Netsparker Security Scanner B ock 1
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il [Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 11
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
37.143.82.50 147.237.8.14 |Netherl ands e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 207. 152. 230(147.237.0. 34 |Lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 226 |Chi na wav chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
185.130. 5. 216 |147.237.77. 170 nmaar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.77.121|China e navy.idf.il ET SCAN Potential SSH Scan 1
164.39.11. 198 |147.237.8. 27 LKJ?i;:gom e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147, 237.0.35 |Lhited Sates |akavs.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
146. 0. 78. 156 147. 237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
146. 0. 78. 156 147.237.77. 74 |Nether| ands lawidf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.0. 200 |China . i df . il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147.237.76.30 |Chi na hi nush. i df . il ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.8.14 |Netherl ands e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
104. 207. 152. 230(147. 237.76. 31 |Lhited Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
104. 207. 152. 230147.237.0.19 |lhited Sates |nadi matal.idf.il ET SCAN Potential SSH Scan 1
187 161 191 43 |147. 237 0.16  |nexi co ny- kosher -kravi i df i ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45, 79. 117 147.237. 77. 170 |Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
185. 106. 92. 112 [147. 237. 76. 30 hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 176 [Lhited Sates |test.ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.39 |China nobi | . nei tav.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.31 [China nakchal . i df il ET SCAN Potential SSH Scan 1
146. 0. 78. 156 147.237.77.121|Netherl ands  |e. navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.46 |China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
146. 0. 78. 156 147.237.76. 200 |Netherl ands  |eitan. aka. idf.il ET SCAN Potential WNC Scan 5900- 5920 1
104. 207. 152. 230(147. 237. 76. 147 |Lhited Sates |chinuch. aka.idf.i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
212.76.127.10 |lIsrael 147.237.77.233|atal .idf.il |Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 39
80. 246. 130. 227 |Israel 147.237.77. 234|nal ag.icf.i1 |Bad TCP sequence S retransmt with different wndow | o ivor |20
46. 19. 86. 233 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
40.77.167. 68 Lhited Sates |147.237.77.176 |matpash.idf.il|dr op SAMrule drop 20
151.45.8.72 Italy 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
79.183.118. 127 |[Israel 147.237.77.233|atal .idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 16
212.76.127.111 |lIsrael 147.237.77.233|atal .idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 14
Sreamng Engine: TCP Invalid i i ssi
79.179. 142. 106 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransssion. drop 12
Ret r ansn ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12
46. 19. 85. 59 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 11
79.183.118. 127 |l srael 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 59 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 11
151. 24.180. 157 |(italy 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop
2.52.189. 68 I srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
151.45.8.72 Italy 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop
Sreamng Engine: TP Invalid i i ssi
79.176. 169. 134 I srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransnission. drop 6
Ret ransnm ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.228  |israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
46.19.85.204  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert
46. 19. 86. 44 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or
reanming BEngine: TCP Invali i i ssi
194.90. 89. 5 I srael 147.237.72. 166 |akaicr.i1 | 2" €@M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi
46.19.85.132  |israel 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.246.136.73 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dr opped.
212.76.127.111 |l srael 147.237.77.234|halag.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
46. 19. 85. 10 I srael 147.237.76. 42 |refuah.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 5
24.183.5. 201 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 5
46.19. 85. 117 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
176.13.15. 140 |l srael 147.237.76.30 |himush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 117 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
Sreanming Engine: TGP Invalid i i ssi
207.46.13.10  |tnited Sates |147.237.72. 166 |aka.idf. il 9 =g Invalid segment retransmssion. drop 4
Ret ransnm ssi on Packet dropped.
. . SYNVAK retransmit with different .
31.168.16.232 |lsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Vi ndow scal e noni t or 4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il |drop SAMrul e drop
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or
Sreanming Engine: TP Invalid i i ssi
5.28.157.158  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
80.246. 136. 175 |Israel 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransnssion. drop 3
Ret ransnm ssi on Packet dropped.
212.76.127. 44  |lIsrael 147.237.77.233|atal .idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
31.168.16.232 |[lIsrael 147.237. 72. 166 |aka.i df .i1 SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 3
84.94. 23. 246 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
188. 120. 148. 135l srael 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
66.249.69.46  |ited Sates [147.237.77.243 |nobile.icf.il 9 =g Invalid segment retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
212.76.127. 44  |lIsrael 147.237.77.234|halag.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.181. 206. 217 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnssion. drop 3
Ret r ansn ssi on Packet dr opped.
31.154.170. 190 |lsrael 147.237.72. 156 |anan.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect
188. 120. 148. 173|l sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
77.126.92.117 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46.19. 86. 120 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
2.54.134.162  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnssion. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 6 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

‘Count

Country Action
109. 253. 213. 99 |Israel 147.237.0.19 |nadimatal .idf. [0 MW of the Sane Response Code (404) in Session from Bock  |442
109. 253. 213. 99
109. 253. 213. 99 |I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 167
109. 253. 213.99 |Israel 147.237.0.19 |nadimatal .idf.j[/°0 MW of the Sane Response Code (403) in Session from Bock  [128
109. 253. 213. 99
176.13.8. 138 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46.116.111. 159 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 1 B ock 3
109. 253. 159. 141|I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.127.227.220 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to vww chi nuch. aka.idf.il/404. htm B ock 3
84.228.141.12 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 3
66. 249. 69. 42 | srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 69. 42 Bl ock 2
109. 253. 198. 2481 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 167 I srael 147.237.77.216|dover.idf . il Abnornal |y Long Request net hod B ock 1
109. 67.157.34  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . i1/ mai n/ hone/ def aul t. aspx Bl ock 1
84.111. 23.86 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
195. 154. 226. 90 |France 147.237.77.216|dover.idf . il Dstributed I11egal HITP \ersion B ock 1
68. 180. 230. 244 |Wnited Sates |147.237.77.233|atal . i df .i | Unaut hori zed URL Access to 147.237. 77. 233/ 994- 7237- he/ at al . aspx B ock 1
176.13.0. 75 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 253. 213. 99 |Israel 147.237.0.19 |madi matal .idf.il|Too Many 404: Response Code per Session B ock 1
2.52.52.250 | srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to ww i df . il/1086-23080- he/ dover . aspxa€?a€Z |B ock 1
105. 156. 83. 155 |[Mor occo 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt B ock 1
185. 32. 179. 246 |l srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for v aka. i df . i |/ mai n/ gi yus B ock 1
79.182.65.224 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237. 77. 216/ 1133- he/ dover . aspx B ock 1
136.243.98.54 |Germany  [147.237.77.216|dover. i df . il D stri buted Eggfggggg?ﬂeﬁvﬁc_fspﬁn Bock |1
46.19. 85. 167 I srael 147.237.77.216|dover . i df .i | Ostributed I11egal HITP \ersion B ock
84.111. 153. 122 |l srael 147.237.72. 166 |aka. i df . i | SIS Untraceabl e Qonnection - Protocol violation (SSL_GONN CLIENT INSH |None 1
204.13.200.200 |United Sates [147. 237. 77. 216 |dover . i df . | e 1) 1155, 2461 el dover. aee Bock |1
46.166.137.201 |Netherlands (147.237.77.216|dover. i df .il D stri butec ﬁ];;-t;g;isfﬁe%v:i?p;n Bock |1
5.29.213. 28 | s ael 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to www idf.il/https:/wwidf.il/ Bl ock 1
105. 156. 83. 155 |Mor occo 147.237.77.216|dover . i df .i | D stributed Unauthorized URL Access on waw i df.il/xmrpc. php Bl ock 1
192. 157. 245. 129|Uhited Sates [147. 237. 77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wwidf.il/pricing B ock 1
79.183.118.127 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
149.50.72.219 |Uited Sates |147.237.72.166|aka. i df . il Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Mal formed URL
46. 19. 85. 167 | srael 147.237.77.216|dover. i df . il _pk_i d. 20. 8af ¢=005407d230b8a735. 1450725827. 1. 1450725827. 1450725 |B ock 1
827.
204.13.200.200 |United Sates [147. 237. 77. 216 |dover . i df . | D stri buted ﬁ";;t;ggggeﬂeﬁvﬁcispfn Bock |1
176.13.12. 234 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
79.176. 4. 151 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.65.230 |[lIsrael 147.237.77. 170 |maar achot . i df . i | |Unhauthorized URL Access to wawu naarachot.idf.il/pdf/files/0/111450. pdf |B ock 1
5.29. 254. 167 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
107.178.194.79 |Uited Sates [147. 237. 77. 216 |dover . i df . i | D stri uted ff;;_fg;gfﬂeﬁvﬁc_ispﬁ” Bock |1
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to ww i df.il/english/news/jeninkilled stn Bl ock 1
80. 246. 130. 227 |lIsrael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
149. 78. 166. 151 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 253. 213. 25 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Unknown HTTP Request Met hod
46.10.85. 167 flsrad  [1a7.287.77. 208 dover. it i1 {2 aTas. 1450725827, 1. 1450720827, 1450725 B 0K [1
827.
85. 250. 43. 100 |l srael 147.237.77.216|dover. i df . i | SSL Lhtraceabl e Connection - Unknown SSL Sessi on None 1
205.201.132. 14 |thited Sates [147.237. 77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to wwwu cogat . i df . il/sip_storagelfiles/ 7/ 4477. pdf) [Bl ock 1
176.13.12. 234 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
79.178. 36. 22 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
120. 61. 1. 43 I ndi a 147.237.77.216|dover. i df . il PHP At t enpt B ock 1
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