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|Top Attackers | n DDoS- Def ence |

01-11-2016-23:04:09 to 01-12-2016-00:04:09

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3135
85. 130. 251. 227 | srael 147.237.72. 156 anan. i df.il B ock_Udp All _Nets dr op 6
185. 40. 4. 205 147.237.76. 199 e. nakchal .idf.il JLMPurple Gon Linit Tcp drop 2
185. 40. 4. 205 147.237. 76. 196 e.sviva.idf.il JLM Purpl e Gon Linit_Tcp drop 2
115. 239. 228. 10 Chi na 147.237.76. 86 navy.idf.il JLM Under _Attack Con Htp drop 2
185. 40. 4. 205 147.237.76. 198 e.yohal an.i df .il JLMPurple Gon Limt_Tcp drop 1
23.95.248. 111 Lhited Sates 147.237. 76. 196 e.sviva.idf.il ock Wdp Al _Nets drop 1
146. 185. 239. 100 Russi an Federation 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 dr op 1
185. 40. 4. 205 147.237. 76. 201 e atal.idf.il JLMPurple Gon Linit Tcp drop 1

89. 248. 168. 218 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il [Block Np Al Net drop 1
23.95.248. 111 Lhited Sates 147.237.76. 30 hi nush. i df .i | Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

At t acker At acker .

count ry get Address |Site dgnature
69.30.214.46 |lLnited Sates 147.237.72. 166 [aka. i df . i | C1000106: HITP. naj estic bot B ock 1
177.47.187.20 |mrazil 147.237.77. 170 |nmar achot . i df . i | az:;:abi | i't‘y Jooma JCE File Lpload Remote Code Execution B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Qountry
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 5
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
177.47.187.20 |147.237.77.170|Brazil mearachot.idf.il [Tehila - Perl LW with fake user agent 2
66.249. 78. 146 [147.237.72. 166 [Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
173.53.45.97  |147.237.76. 176 |Lhited Sates test.ncore.idf.il |ET SCAN Potential SSH Scan 1
173.53.45.97  |147.237.76. 147 [Lited Sates chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
222.186.34.94 [147.237.76.34 |hina yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
173.53.45.97  |147.237.76.42 |lhited Sates refuah.idf.il ET SCAN Potential SSH Scan 1
173.53.45.97 [147.237.76.31 |Wited Sates nakchal . i df.il ET SCAN Potential SSH Scan 1
193.169.86.5 |147.237.76.31 |Wkraine nakchal .idf.il ET SCAN Potential SSH Scan 1
158. 255. 6. 220 [147.237.76. 44 23:;; o erefuah.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
146.185. 250. 2 |147. 237. 72. 167 EZZ::I”I o ishurimaka.idf.il |[ET SCAN Potential SSH Scan 1
173.53.45.97  |147.237.76. 200 |Lhited Sates eitan.aka idf.il [ET SCAN Potential SSH Scan 1
108. 61. 119. 41 |147.237.76.86 [lLhited Sates navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
173.53.45.97  |147.237.76. 197 [Lhited Sates e hinush.idf.il ET SCAN Potential SSH Scan 1
173.53.45.97  |147.237.76. 177 |Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
173.53.45.97  [147.237.76. 148 |Uhited Sates gacenter. aka. i df .i [ET SCAN Potential SSH Scan 1
222.186.34.94 [147.237.76. 202 |Chi na e haag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
173.53.45.97  |147.237.76.44 |lhited Sates erefuah.idf.il  [ET SCAN Potential SSH Scan 1
222.186.34.94 |(147.237.0.34 [China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
173.53.45.97 |147.237.76.38 [lLhited Sates eeneitav.idi.il [ET SCAN Potential SSH Scan 1
193.169.86.5 |147.237.77. 216 |Wkrai ne dover.idf.il ET SCAN Potential SSH Scan 1
158. 255. 6. 220 |147. 237. 76. 86 ;‘ZZ;‘I o navy. i df il ET SCAN NVAP -sS wi ndow 1024 1
193.169.86.5 |147.237.0.19 |Wraine madimatal .idf.il |ET SCAN Potential SSH Scan 1
158. 255. 6. 220 |147.237.72. 14 ?égj:ﬂ o dover.idf.il(old |[ET SCAN NVAP -sS wi ndow 1024 1
173.53.45.97  |147.237.76. 202 |Lhited Sates e haag.idf.il ET SCAN Potential SSH Scan 1
108. 61.119. 41 [147.237.76.86 |Lnited Sates navy.idf.il ET SCAN NMAP -sS wi ndow 4096 1
173.53.45.97  [147.237.76.199|Wited Sates e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
66.249. 78. 158 |147.237.72.166 |Lhited Sates aka.idf.il SER\/ER APAO_E. Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
173.53.45.97 [147.237.76.196|Wited Sates esvivaidf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 [147. 237.76. 177 |ited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature

195. 239. 16. 53 R‘SIS:;”i o 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [nonitor  [26

195. 239. 16. 40 RJSf;:I”i on 147.237.77.74 |lawidi.il Bl ock HTTP Non Conpl i ant Failed to handl e comection data  |monitor 26

40.77.167. 68 Whited Sates  [147.237.77.176 matpash.idf.il  [drop SAMrule drop 25

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 19
Sreanming Engine: TCP Invalid i i ssi

79.176.16.14  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.

37.26.149.238 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 85. 92 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 6

46. 19. 85. 68 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6

46.19. 85. 92 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber moni t or 6

79.183.21.2 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6

46. 19. 85. 68 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

62.90.210.211 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

37.26.149.133 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence alert 6

217.194.199. 151 |l srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 6

46.19. 85. 6 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 6

37.26.149.194 |[Israel 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

46.19. 85. 68 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 6

37.26.149.133 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 6
Sreanming Engine: TCP Invalid i i ssi

194. 90. 89. 5 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

46.19. 85. 6 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber moni t or

46. 19. 85. 68 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i Ssi

79.182.209. 211 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

79.179.153.91 | srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

37.26.147.161 |[Israel 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46.19. 85. 248 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber moni t or 5

128. 0. 201. 60 Oyprus 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

37.26.149.234 |[Israel 147.237.0.19 |nadimatal.idf.il [SYN At ack SYN -> SYN-ACK -> RST rej ect 5

5.22.129. 85 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 4

79.183.21.2 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence nonitor |4
Sreanming Engine: TCP Invalid i i Ssi

46.121.63.251 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 4
Ret ransni ssi on Packet dropped.

176.13.11.130 |Israel 147.237.77. 170 |naarachot .idf .il [Bad TCP sequence Inval i d AGK nunber aert 4

109. 65. 3. 192 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4

46.19. 85. 181 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4

41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data  |nonit or 4

109. 253. 146. 153]I srael 147.237.77. 170 |mearachot. i df .il [Bad TCP sequence Inval i d ACK nunber noni t or 4

195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |monitor (4
Sreaning Engine: TQP Invalid i i ssi

109.64.48.60  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

37.26.149.133 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi

84. 228. 185. 250 I srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d AGK nunber alert 3
Sreanming Engine: TCP Invalid i i SSi

109. 66.199.52  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 64. 198. 200 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

79.177.191.50 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 67.107.50 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

79.182. 108. 204 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

149. 78. 198. 160 |l srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d ACK nunber noni t or

212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi

82.81.28.211  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 67. 134. 199 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.

176.13.11.130 |Israel 147.237.77. 170 [mearachot . i df .il [Bad TCP sequence I'nval i d ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
85.64.52.252  |Israel 147.237.0.34 |tikshuv.idf.il |T0C My of the Same Response Cbde (404) in Session from Bl ock 54
85. 64. 52. 252
2.54.132. 29 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
80.246.136.73 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212.199.57. 204 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
195. 154. 227. 118|France 147.237.77. 216 |dover.idf .i | Distributed I11egal HITP \ersion B ock 2
37.26.149.234 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.7. 225 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
79.176.183.223 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/undef i ned B ock 2
40.77.167. 42 Lhited Sates  [147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 2
; . . O stributed Whaut hori zed URL Access on
107.178.194.79 |[lhited Sates  |147.237.77.216 [dover.idf.i| v i dff i | / 1133- 22638- hel dover . aspx. B ock 2
77.126.255.194 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5.29. 165. 101 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.149.221 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
177.47.187.20 |Brazil 147.237.77. 170 [maar achot . i df . i | |PHP Attenpt B ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover.idf .i | D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 2
. . Unhaut hori zed URL Access to
109. 64. 217. 204 |l srael 147.237.72.166 |aka. i df . i | v aka, i o i 1/ mai 1V gi yus/ cont rol s/ at udal A B ock 1
46.19. 86. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
177.47.187.20 |Brazil 147.237.77. 170 |n@ar achot . i df . i | |Unaut hori zed URL Access to maarachot . idf.il/index. php B ock 1
2.54. 46. 193 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
207. 46. 13. 10 Lhited Sates  |147.237.72.166aka.idf . il Uhaut hori zed URL Access to v aka. i df.il/general . aspx Bl ock 1
141.8.132.78 RJSIS;;ni o 147.237.77. 216 |dover . i df . | Unaut hori zed URL Access to ww i df . il/nazi B ock 1
66. 249. 69. 42 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ B ock 1
46. 19. 86. 24 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
195. 154. 154. 131|France 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwyidf.il/newsitelenglish/nain. asp B ock 1
104. 131. 147. 112|Wnited Sates  |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to wwu i df . i/ newsite/ hebrew nai n. asp B ock 1
80.230.92. 2 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
’ . - Unhaut hori zed URL Access to
12.251.180. 146 |[lhited Sates  [147.237.77.176 |nat pash. i df . il wiw cogat i df i 1/si p storagel i1 es/ 6/ 4616, j pg Bl ock 1
177.47.187.20 |Prazil 147.237.77. 170 [maar achot . i df . i | |Drectory Traversal (In Qookies/ Parangters \Val ue) B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 Lhited States  |147.237.77.176 [mat pash.idf .il [ cogat . i df . i 1/ 1038- he/ cogat . aspx B ock 1
223.240.127.54 |Chi na 147.237.77.176 [mat pash. i df .il  |Miltiple Wauthorized URL Access from 223.240. 127. 54 Bl ock 1
164. 138. 115. 47 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 66. 121. 196 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/ww tikshuv.idf.il B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.116.194. 134 [Israel 147.237.72. 166 |aka. i df . i | v aka. i dff i |/ rai v/ sachar/ pi r suneymof et . aspx None 1
; . . O stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. B ock 1
. . O stributed Whaut hori zed URL Access on
185.101. 107. 189 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
87.69.7.158 I srael 147.237.72. 166 [aka. i df . i | viwv aka. i df . i | / mai n/ sachar/ decl ar at i onexpl anat i on. aspx None !
37.142. 64. 62 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
176. 13. 16. 95 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.176.237.8 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66. 249. 69. 48 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
207.46.13.116 |Wiited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . il/hone/ def aul t. aspx B ock 1
149. 78.198. 160 |l srael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SIS Sessi ons: Unknown SSL Sessi on None 1
46.19. 86. 54 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Whknown SSL Sessi on None 1
195. 154. 194. 111 |France 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
] - . DO stributed Lhaut hori zed URL Access on
107.178.194.79 [lhited Sates  [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . . Unaut hori zed URL Access to
27.25.7.81 China 147.237.77. 176 nat paSh' idf.il W cogat . i df.il/sip storagel fil es/ 6/ 3916. pdf/ t r ackback/ Bl ock !
177.47.187.20 |Brazil 147.237.77. 170 [maarachot . i df . i | |Mitiple Drectory Traversal - 8(+) from177.47.187.20 B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |[Wited Sates  [147.237.77.176|nat pash. i df . il v cogat . i df . i 1/901- ar/ cogat . aspx B ock 1
173.252.89.56 |lhited Sates  [147.237.72. 166 |aka. i df . il Lhtraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
109. 67. 219. 105 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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