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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3019

85. 130. 251. 227 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 9

115. 239. 228. 10 Chi na 147.237. 76. 39 nobi | e.neitav.idf.il [JLM Under Attack Con Htp dr op 2

66. 249. 93. 184 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1

61. 255. 14. 30 Korea, Republic of 147.237.76. 200 eitan. aka.idf.il Bl ock_Up Al _Nets drop 1

66. 102. 9. 10 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - reset 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147. 237. 72. 156 aman. i df.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.153 [147.237.72.166 |Whited Sates  [aka.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
146.185.250.2  |147.237.77. 227 gj::;”ion e hanaz. i df .l ET SCAN NVAP -sS wi ndow 1024 1
146. 0. 78. 156 147. 237. 72. 217 |Net her | ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
120. 199. 111. 137|147. 237. 77. 226 |Chi na ww chanat z. aka. i df . i | |ET SCAN NVAP -sS wi ndow 2048 1
222.186.130. 68 |[147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
95. 86. 100. 98 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
222.186.130. 68 |[147.237.76.39 [China nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
222.186.130. 68 |[147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
5 243. 230, 83 147.237.0.35  |Ger many akave. i df il ET SOAN Behavi or al UWusuf';tlly fast Termnal Server Traffic, 1
Potential Scan or Infection
199. 191. 56. 188 |147.237.76.39 [lLhited Sates nobi | e. nei tav.idf.il ET SCAN NVAP -f -sS 1
190. 124. 35. 115 |147. 237. 77. 212 |N caragua e. dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
190. 124. 35. 115 |147.237.0.34 [N caragua tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
146. 0. 78. 156 147. 237. 76. 148 |Net her | ands gqcenter. aka. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
128.199. 55. 131 |[147. 237. 77. 170 |9 ngapore maar achot . i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
120. 199. 111. 137|147. 237. 77. 226 [Chi na ww chanat z. aka. i df . il |ET SCAN NVAP -f -sS 1
222.186.130. 68 [147.237.76.201|China eatal.idf.il ET SCAN Potential SSH Scan 1
82.117.208. 243 |147.237.77.216 dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.130. 68 |[147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 |147.237.76.39 [Lhited Sates nobi | e. nei tav. i df.il ET SCAN NVAP -sS wi ndow 2048 1
190. 124. 35. 115 |147.237.77. 212 |N car agua e.dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
54.244.22.103 |lhited Sates |147.237.77.233|ata .idf.il drop First packet isn't SN drop 52
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 34
185. 120. 125. 32 147.237.72. 166 |aka. i df .i drop SAMrule drop 27
Sreaning Engine: TCP Invalid i i ssi
79.178. 144. 152 i srael 147.237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
77.127.217.15  |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 18
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
95.86.110. 114 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransnission drop 16
Ret r ansni ssi on Packet dropped.
109. 253. 134. 36 |l srael 147.237.76.30 |[hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
. . . SN retransmt wth different .
41.177.230. 138 |South Africa |[147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 12
109. 253. 134. 36 |l srael 147.237.76.30 |[hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 12
85. 130. 245. 195 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
Sreaning Engine: TCP Invalid i i ssi
176.13.3.133  |Israel 147.237.76.31 |nakchal .idf il 9 =9 Invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
31.44.143.210 |israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 8
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
80. 246. 133. 222 i srael 147. 237. 76. 200 |ei tan. aka.i of . il 9 =9 Invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
41.177.230.138 |South Africa |147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 8
46.19. 85. 4 I srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
66. 102. 9. 54 Lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 7
46.120. 131. 194 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
41.177.230. 138 |South Africa |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 7
46. 19. 85. 213 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TQP Invalid i i ssi
77.125.81.33  |israel 147.237. 76. 200 |ei tan. aka.i of il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
217.132. 135. 246l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
212.143.57.55 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
82.80.146.24  |israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
194. 90. 89. 5 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.16  |Uited Sates |147.237.0.19 |nadimatal.idf.il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i sSi
79.180.192.6  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.223  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
31.210. 188. 127 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
79.176. 50. 5 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TQP Invalid i i ssi
217.132. 142. 187|i srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.136  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185.27.105. 117 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrul e drop 6
79. 176. 50. 5 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 213 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert
Sreaning Engine: TCP Invalid i i ssi
80. 246. 138. 211 |l srael 147.237.72. 167 |i shuri maka. i of . 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
217.132. 135. 246|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46.120.212.23 |Israel 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
5.102. 253. 42 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.142.138.168 |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
185.3.147.112 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
109. 66. 28. 246 |l srael 147.237.77. 176 |natpash.idf .il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41.177.230.138 |South Africa [147.237.77.216|dover.idf.il Bad TCP sequence noni t or 5
40. 77. 167. 68 Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop 5
37.46.39. 148 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
46. 19. 86. 238 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 4




01-11-2016-22:04:06 to 01-11-2016-23:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 76 | srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 18
5.29.252.236  |Israel 147.237.0.34 |tikshuv.idf.i| [To0 MY of the Sane Response Gode (404) in Session from Bock |10
5. 29. 252. 236
213. 8. 204. 64 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
109. 253. 195. 242|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
84.228. 46. 74 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.54.179. 160 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
109. 253. 204. 77 |Israel 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Gode B ock 3
31.44.143.210 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
188. 143. 232. 19 RJSS::t”ion 147. 237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 188. 143. 232. 19 Bock |3
109. 253. 138. 87 |l srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock
80.246.137.72 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il vnw navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
192.117.33. 124 |israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SS. Sessi ons: Unknown SSL Sessi on None
185. 3. 146. 230 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None
- . Unhaut hori zed URL Access to
5.22.129.100 | srael 147.237.76.86 [navy.idf. il v navy. i df.il/sip storage/fil es/ 6/ si ze338x0/ 1806. j pg Bl ock 2
. . Unaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72.166 |aka. i df . i | 147.237.72. 166/ si p._st or age/ f | es/ 0/ 66840. doc B ock 1
46.117.63.199 |[Israel 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . . Unaut hori zed URL Access to
223.240.127.54 " |Chi na 147.287.77. 176 |nat pash. idf. il wan cogat . i df . i | /894- he/ shar ed/ user cont r ol s/ header upper / Bl ock !
Unaut hori zed URL Access to
95. 86. 73. 10 | srael 147.237.77.216|dover.idf .i | www i df i1/ 1133- 18590- he/ dover . aspx&a=u&ed=0ahukewi i 5nobyal kah |B ock 1
xgt q8khbobd54qf ggi maw&usg=af gj cnf r Okgnhzl vw617z7j n5ekt wj dh4a
. . . |Paraneter Type Mol ation ctl 00$Cont ent P acetbl der 1%t xt Capt cha i n
37.46. 39. 230 I srael 147.237.0. 19 nad|matal.|df.|Immataj.idf_””ogmaspx Bl ock 1
Russi an Unhaut hori zed URL Access to
188. 143. 232. 19 erati on 147.237.77.216|dover. i df . i | wwv i df.il/tenpl ates/article/article. in. aspx/tenpl at es/ sendt of ri end/ sendt of |Bl ock 1
ri end. aspx
2. 54. 40. 199 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
149. 88. 104. 249 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 65. 136. 196 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwu aka. i df.il/main/gi yus/ wan navy. i df.il B ock 1
66. 249. 69. 42 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to www idf.il/1133-17047-h B ock 1
84.228.133.179 | srael 147.237.72. 166 |aka. i df . i | Wnknown Parareter _VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
46.19. 86. 84 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
207.46.13.170 [lWited Sates [147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/ Bl ock
5. 28. 131. 140 I srael 147.237.77. 170 |n@ar achot . i df . i | |Unhauthori zed URL Access to maarachot.idf.il/pdf/files/ 0/ 11227 B ock 1
Mol dova, . . O stributed Whaut hori zed URL Access on
176.123.29.69  |o bt of 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
79.176.50.5 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68.180.229.239 [lnited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df . il/news/ kam ar/ nishpaha. j pg+ |Bl ock 1
46.121.65.226  |[Israel 147. 237.72. 156 |anan. i df . i | thaut hori zed LRL Access to : Bock |1
wwwv aman. i df . i |/ consol e/ cor e/ doc_ngr/ undef i ned
Unhaut hori zed URL Access to
. . way i df . i |/ 1361- 10625- he/ dover . aspx&sa=u&ed=0ahukew 1xj ahOal kah
95. 86.112. 88 I srael 147.237.77. 216 |dover.i df . il whobgkhy_dcj 4qf ggr mamgsi g2=dbzvrt 47dpl yk2f kur oaq&usg=af qj cnf Bl ock 1
b016r nndj af ppgl xngf | i 8dubw
82.235.116. 126 |France 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Qpen Mvde None 1
41.177.230.138 |South Africa  [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
. . Unaut hori zed URL Access to
77.126.58.227 |lIsrael 147.237.72.166 |aka. i df . i | Wi aka, i f i1/ si p storagel files/ 3/ 61193. pdf . B ock 1
2.54.128.56 I'srael 147.237.77. 216 |dover . i df . i | gé;' gr'])e Untraceabl e S Sessions from2. 54.128.56 (Unknown SS. None 1
149. 88. 182. 116 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SIL Sessi ons: si gal gs oS Attack None 1
109. 66. 140. 65 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
66. 249. 78. 2 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter hc_| ocation in vww aka. idf.il/nain/giyus/ general . aspx |None 1
. . D stributed Uhauthorized URL Access on
85.25.103. 119  [Ger many 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
46.19. 86. 136 I srael 147.237.77.243|nobi l e. i df . i | Dstributed Suspicious Response Code B ock 1
213. 8. 204. 25 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
5.29. 252. 236 | srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
79.177. 106. 113 | srael 147. 237. 72. 156 nidf il gl,;'g:)e Untraceabl e SSL Sessions from79.177. 106. 113 (Unknown SSL None 1
2.52.22.37 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul l et 1.gif  [B ock 1
109. 253. 201. 157|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
69.171.230.103 |lhited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on vwwidf.il/qr/ B ock 1
. . D stributed Uhauthorized URL Access on
46.166. 190. 138 [Nt her| ands 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
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