01-11-2016-21:04:09 to 01-11-2016-22:04:09

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
2, 000+°%
1, 500"
1, 000"
Number 5007
a ]
At acks ‘ m
S’ ¥ > X . ¥ N > K
S . &é @ ° ﬁ & <~°® '\,.'Sb «é’\
@6\ N é@*
\(O c\){\

Top Tar get

[Top Attackers |

M dover.idf.il

M nadimatal .idf.il

M aka.idf.il

M halag.idf.il
Matal.idf.il

M anan.idf.il
Mishurimaka.idf.il

M nobile.idf.il

vy chanat z. aka. i df . i |

M refuah.idf.il

W 167. 114. 156. 16
213. 151. 36. 80
¥ 95. 86. 118. 133

37.46. 35. 35
M 85. 64. 36. 147
M 46. 19. 86. 202

Top Attackers

I 41.33.231.90

W 79.182.109. 71
77.127.108. 231

M 46. 19. 85. 155




01-11-2016-21:04:09 to 01-11-2016-22:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3062

66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 725

85. 130. 251. 227 | srael 147.237.72. 156 anan.idf.il B ock Wp Al Nets drop 9

115. 230. 124. 164 Chi na 147. 237.76. 198 e.yohal an.idf.il |[JLM Under Attack Con_Tcp drop 1

185. 35. 62. 103 Sntzerl and 147.237.76. 198 e.yohalan.idf.il [Block Udp All Nets drop 1

89. 248. 168. 218 Net her | ands 147.237. 76. 30 hi nush. i df .i | B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
51. 254, 215. 130 Lhited Ki ngdom 147.237.72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
195. 154. 187. 115 France 147.237.77. 216 dover.idf.il C1000106: HITP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
109. 64. 55. 20 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.127.25.132  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
201, 166. 217. 1481147, 237 77. 74 |Mexi co Landidf | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . X | N .
Potential Scan or Brute Force
183. 82.106. 200 |147.237.76.199|Indi a e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
168. 62. 238. 153 [147.237.76. 44 |Uhited Sates e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
146.185.250.2  |147.237.72. 217 ?ézzgzm eid.il ET SCAN NVAP -sS wi ndow 1024 1
146. 0. 78. 156 147.237.0.19 |Netherl ands madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 155. 133 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
91.201. 236. 114 |147.237. 76. 197 |krai ne e. himush.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 82.106. 200 |147.237.76.199|Indi a e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
158.255. 6. 220  |147.237.77. 226 gj::;”ion v chanat z. aka. i df .i| |[ET SCAN NVAP -sS wi ndow 1024 1
146. 0. 78. 156 147. 237. 76. 34 |Net her| ands yohal an. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
112.16.76.209 |147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
85.64.36.147  |Israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt with different moni tor |78
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 19. 86. 202 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 30
. . SN retransnmit wth different .

77.127.108. 231 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 13
Sreamng Engine: TCP Invalid i i ssi

109. 65. 171. 163 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

85.64.181.168 |l srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.54.128.79 I'sr ael 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmission. dr op 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

185. 27. 105. 125 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

46. 19. 85. 155 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 11

46.117.137.170 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10

79.182.109.71 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or

46.19. 85. 79 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

79.183.60.169 |l srael 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

37.26.146.202 |israel 147.237.72. 167 i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 190 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6

79.182.109. 71 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i sSi

77.125.129. 217 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 81 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6

46.19.85.7 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 6

46. 19. 85. 190 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6

46.19. 85. 124 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi

40.77.167.62  |wited Sates [147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

77.127.108. 231 |Israel 147.237.77. 233 |atal .i of .| Bad TCP sequence SNretransmt with i fferent alert 6

w ndow scal e

46.19. 85. 81 I srael 147. 237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6

46.19.85.7 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 6

109. 160. 189. 42 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6

89.139. 228. 144 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 6

109. 160. 189. 42 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TQP Invalid i i ssi

79.182.62.18  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

89. 139. 228. 144 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

109. 66. 124. 148 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

54.244.22.103 |lhited Sates |[147.237.77.176 |matpash.idf.il drop Frst packet isn't SN drop 6

46. 19. 85. 119 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or 5

79.177.203.190 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 155 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 5

84.109.17.205 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19. 85. 138 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4

46. 19. 85. 64 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

46.19. 86. 12 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

82.166. 165. 185 |l srael 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 4

87.69. 108. 34 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

79.182.109.71 |[Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber aert 4
Sreamng Engine: TCP Invalid i i ssi

109. 253. 146. 149|i srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 4
Ret r ansni ssi on Packet dr opped.

37.26.146.197 |[Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence noni t or 4
Sreaning Engine: TCP Invalid i i ssi

95.86.118.133 | srael 147.237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.

79.182.109. 71 |lIsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
213.151.36.80 |lsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 502
95.86.118.133 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Too My of the Same Response Code (404) B ock 187
213.151.36.80 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 138
95. 86.118. 133 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 137
213.151.36.80 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 84
37.46.35. 35 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 82
95. 86.118. 133 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Same Response Code (403) B ock 80
37.46.35. 35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too My of the Same Response Code (404) B ock 26
2.54.28. 212 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 13
109. 253. 204. 77 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
46.19. 86. 117 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 6
37.26.149.221 |[israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 5
212.76.109.76 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unhaut horized URL Access from 212. 76. 109. 76 B ock 5
2.54.51. 244 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qde Character in LR B ock 4
79.183.128.38 [Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
66. 249. 69. 26 | srael 147.237.77.216|dover. i df .i | Mil tiple Unaut hori zed URL Access from 66. 249. 69. 26 B ock 3
109. 253. 201. 120|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
46.19. 85.171 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
46.117.137.170 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
204.13.200. 200 [J11€ 147.237.77. 216 |dover . i df . i | D stri utec 1?;;}:%;;?&%&?2222” Bock |2
79.177.35.145  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
46.19. 86. 95 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
107.178.194. 79 [J1 1 147.237.77. 216 |dover . i df . i | D stri uted g;;_t;g;gfﬂeﬁaﬁc_?sspzn Bock |2
125. 46.26. 253  |China 147.237.77. 226 \é\:M/\iI.IChaITHt 2. aka.l PHP At tenpt B ock 2
79.180.19. 153 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
107.178.194. 79 |11 147. 237.77. 216 |dover . i df . i | D stri but oc 1?;;}22&;;_6&%@??52;” Bock |2
125.46.26.253  |china 147.237.77. 226 mIChamt 2. aka.l chauthor| zed WL Aecese b adi o achni 4] ax. pho Bock |2
46.19.86.51 I srael 147.237.77. 216 [dover . i df . i | muit ngril IZ/etdenﬁt'AefsjesinteZ/ user cont r ol s/ pr onot i oncube/ Bt ock !
192. 116. 137. 100! srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.26.149.230 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
149. 88.33. 115  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ yohal an/ mai n/ mai n. asp  |Bl ock 1
2.54.152. 57 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 1
109. 253. 144. 104|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 65. 222. 168 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 109. 65. 222. 168 B ock 1
41.249.46.207 |Morocco 147.237.72. 166 [aka. i df . i | Ostributed Admin B ocki ng B ock 1
176.13.22.213 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
94. 159. 148. 244 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
31.13.113. 83 Irel and 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
125. 46. 26. 253  |Chi na 147.237.77. 226 \é\:MAiI'ICharmt z. aka. | Mil tiple Admn Bl ocking from 125. 46. 26. 253 B ock 1
Unhaut hori zed URL Access to
212.76.109.76 |lsrael 147.237.72. 166 |aka. i df . i | wawy. aka. i df . i |/ &a=u8ved=0ahukewi 3r n24wgl kahvbgg8kheobbnsqf ggl |Bl ock 1
mae&usg=af gj cnh4ucr 3bgpnkvh4yz9t 7j scut sl oq
109. 67. 109. 195 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
195. 154. 227. 118|France 147.237.77.216|dover.i df .i | I11egal HITP \ersion HITH Bl ock 1
80. 246.130.38 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
149. 88. 199. 177 |Israel 147.237.76. 147|chi nuch. aka.i df . i|  |Uhauthorized URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
2.54.174.151 [ srael 147.237.77. 234 |hal ag. i df . i | ?4‘? rz'?’t;u;‘;dzgﬁﬁgzsfiaﬁlﬁﬁsef fgi . Bock |1
67.222.8.13 Lshimt:g 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/ol d/ wp-admn/ B ock 1
109. 65. 222. 168 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to waw aka. idf.il/sip_storage B ock 1
66. 220. 158. 116 ;q;tee: 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
207. 46.13. 114 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwu aka. i df.il/mai n/ misrot. aspx B ock 1
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