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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3450

159. 45. 197. 12 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context dr op 9
31.168.19. 190 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6

173. 252. 90. 126 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 5

85. 130. 251. 227 I srael 147. 237.72. 156 anan. i df il Bl ock Udp All Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

62. 231. 95. 26 Romani a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
113.247.232. 18 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il B ock_Udp Al _Nets dr op 1

193. 192. 58. 225 Cer many 147.237.76. 197 e. hinush.idf.il B ock UWp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

106. 120. 173. 130 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
109. 253. 145. 12 |147.237. 72. 166 |I srael aka.idf.il GPL SCAN nyscan 2
66.249.81.198 |147.237.76.86 |Wiited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 2
109. 253. 145. 12 |147. 237. 72. 166 || sr ael akaidf.il | NDI CATOR- SCAN nyscan 2
104.192. 0. 18 147.237.76. 196 |Lhited Sates esvivaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
79.177.227.28 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
61.182.170.38 [147.237.77.216|Chi na dover.idf.il |ET SCAN Potential SSH Scan 1
61.182.170.38 |147.237.76. 199 |Chi na e.nakchal .idf.i|ET SCAN Potential SSH Scan 1
185. 27. 105. 107 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
146. 0. 78. 156 147. 237. 76. 177 |[Net her | ands ncore.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
109. 253. 209, 2081147 237 76.30 |1srael himsh i df i | ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil |l er2 DDos 1
attack
89.139.233.64 |147.237.72.166 |l srael aka.idf.il portscan: TQP D stributed Portscan 1
61.182.170.38 [147.237. 76. 202 |Chi na ehalag.idf.il |ET SCAN Potential SSH Scan 1
185. 99, 32 2 147 237, 76. 86 navy. i f i1 ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkill er2 DDos 1
attack
146. 0. 78. 156 147. 237. 76. 198 [Net her | ands e.yohal an.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
146. 0. 78. 156 147.237. 76. 177 |Net her | ands ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SYWNretransmt wth different

85. 64. 36. 147 I sr ael 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence i ndow scal e noni t or 124
185. 3. 147.206  |Israel 147.237.77. 170 |mear achot . i of .il|Bad TCP sequence I'nvali d ACK nunber noni t or 31
77.127.108.231 |israel 147.237.77.233|atal .idf.il  |[Bad TCP sequence v?':dgtvrfézrtt wth different monitor |31
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26
83.130. 101. 252 | srael 147, 237. 77, 243 |obi e i or 11 | SAM NG Engi ne: TP Inval id Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
77.127.108. 231 |Israel 147.237.77.233atal .icf.il  |Bad TOP sequence mdrc)iriznlt Wth different aert 21
109. 253. 209. 208|I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber aert 16
118.173. 168. 65 |Thai | and 147.237.77. 216 |dover.idf.il  |SYN Attack SYN - > SYN-ACK -> RST rej ect 15
109. 67.129. 176 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
109. 253. 209. 208|I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
109. 65. 23. 26 I sr ael 147.237.77. 233 atal .idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
109. 67. 250. 246 |l srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
37.142.230.95 |israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invali d ACK nunber alert 13
37.142.230.95 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 13
93. 173. 249. 85 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
109. 67. 250. 246 |l srael 147. 237. 72. 156 [anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST alert 12
37.26.146.170 |Israel 147, 237.77. 243 |rbit e i1 | SN Engine: TCP Invalid  finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
93.173.249.85 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber alert 12
5. 29. 60. 154 I'srael 147. 237, 76. 200 e tan. aka i of 1| | SAM NG ENgine: TP Invalid - invalid segnent retransni ssi on drop 8
Ret r ansni ssi on Packet dropped.
46. 19. 85. 238 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence I'nval id ACK nunber noni t or 7
46.19. 85. 180 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
5.102. 254. 209 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 195 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence I'nval id ACK nunber noni t or 7
185. 3. 144. 110 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 180 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber alert 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46.19. 85. 122 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber alert 6
46.19. 85. 231 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
81.218.131. 130 [lIsrael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Invalid sequence nunber noni t or 6
2.54. 157. 69 I'srael 147.237.77. 243 |moti e i op i1 |2 €M NG Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 82 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 122 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 100 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert
46.19.85.232  |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransission drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 195 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert 6
98. 82. 54. 39 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 82 I 'srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence I'nval id ACK nunber noni t or 6
46.19. 85. 124 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 100 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.230  |Israel 147, 237. 77, 243 |obi e i or 11 | SAM NG Engi ne: TP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 116 | sr ael 147.237.77. 233 atal .idf il Bad TCP sequence I'nvalid ACK nunber noni t or
46. 19. 85. 84 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert
46.19.85.223  |israel 147.237.77. 243 |moti e iop i1 |2 €M NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
79.180.145.17 | srael 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
109. 186. 185. 69 I srael 147. 237. 72. 156 |anan. i of . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 238 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 6
84.228.191.14 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
37.26.148.214 |Israel 147.237.76.30 |[himush.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 6
46.19. 85. 84 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
213.57. 240. 232 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 336
46.19. 86. 117 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 141
46.19. 86. 117 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 137
213.57.240.232 | srael 147.237.0.19 |nadimatal .idf.i ;‘i‘;';nyzfé tzgg Sane Response (e (403) in Session from Bl ock 121
213.57.240. 232 |[israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 109
213.151.36.80 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 78
109. 253. 201. 120|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 75
2.52.50. 253 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 57
109.66.177.2  |Israel 147.237.0.34 |tikshuv.idf.il Igg' '\le;; ;he sane Response Qode (404) in Session from Bl ock 52
2.54.28.212 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 49
208.115.113.88 |thited Sates |147.237.76.86 |[navy.idf.il Mil tipl e Unaut horized URL Access from 208. 115. 113. 88 B ock 20
213.151.36.80 |lsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 19
46. 19. 85. 70 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 10
95.86.118.133 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
176. 228. 141. 213|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
77.127.108. 231 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
80. 246. 137. 222 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.12.148. 179 |l srael 147.237.72. 166 |aka. i df . i | E:rwa;f;elr f?‘lj/ﬂj{v\gaihiiﬁzgiisr:raﬂom yardregister. aspx None 3
2.54.186. 33 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock

83.130. 101. 252 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
87.69.105.93 I srael 147.237.72.166 [aka. i df . i | \;T;\Iwar::aéri gfaldl ?:L;’ r:;lsélila??pc;pnups/ nar ki vsachar . aspx None 2
46.19. 85. 92 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
207.46.13.193 |[thited Sates |147.237.77.216|dover.idf.il Ostributed PH? Atenpt B ock
208.184.112.74 |Uited Sates [147.237.77.216|dover . idf il |0 o0 TS ff:;t:gzgfgeﬁ;vﬁfispzn Bl ock 2
5.29.131.17 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
79.181.16. 154 |Israel 147.237.72.166|aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
213.57.178.37 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
31.210.188.56 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/val tam B ock 2
46.19. 85. 163 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
79.181.36.148 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 66.249. 69. 26 B ock 2
207.46.13.193 |lhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df.il/tenpl ates/ newsfl ash/index. php [B ock 2
46. 19. 85. 205 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5.102.254.209 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 2
46. 19. 86. 216 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
80.246.136.73 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.142.64.112 |[Israel 147.237.72. 166 [aka. i df . i | Ml fornmed LR jvf B ock 1
66.249.60.38 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr&???/g;eggfﬁzm e/ 1 st chi | cdocument s/ 1771 Bl ock 1
170.75.156.85 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwu i df . i|/newsite/ hebrew nain. asp B ock 1
37.26.149. 254  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ atal . aspx B ock 1
84.109. 9. 39 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 1
208.115.113.88 |thited Sates |147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/edi niyonan/ yonan. asp B ock 1
46.116.95.156 [l srael 147.237.77.243|nobi l e.i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
109.201. 154. 105 Netherl ands (147, 237. 7. 216|dover . i df .1 [P oIS ff:;t:gzgfgeﬁ;vﬁfispzn Bl ock 1
104.149.117.7 |Whited Sates |147.237.77. 216 |dover. i df .i | m“f Z?r 'i ffietvj\;‘ t’:f/che;; . aspohebr evd as<br> Bl ock 1
5.28.158. 113 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.180.12.227 [israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
198. 58. 102. 95 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294-he/wan idf.il Bl ock 1
37.142.64.112 |[Israel 147.237.72. 166 [aka. i df . i | Unknown HTTP Request Method ASA¥A»t A3 AZvvAeAe A | AzA2A <A€  |B ock 1
93.173.135. 128 |Israel 147.237.77. 243 |nobi | e. i df . i | %;“It :?rc;lee? , t’;‘eggfyetsem s/ 1 st chi | ddocument s 1071 Bl ock 1
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