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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3127
79. 180. 39. 239 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
114. 236. 52. 30 Chi na 147.237. 76. 196 e.sviva.idf.il |Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country
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|signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.142.230. 95 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
162. 242. 245. 138 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
149. 78. 141. 47 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
104.192.0. 18 147.237.0.35 Lhited Sates akavs. i df .| ET SCAN NVAP -sS w ndow 1024 1
93. 173. 140. 87 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
87.69. 191. 155 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147.237. 76. 198 (hi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
82. 166. 247. 200 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
183. 60. 48. 25 147.237.76. 176 (hi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
79.179. 97. 63 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147.237. 0. 34 ni na tikshuv.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 80 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
162. 242. 245. 138 147.237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
149. 88. 10. 129 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
121. 201. 27. 61 147.237.0. 19 (hi na madi matal .idf.il ET SCAN Potential SSH Scan 1
95. 86. 122. 37 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
89. 138. 194. 187 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
183. 60. 48. 25 147.237.77. 216 (hi na dover.idf.il ET SCAN Potential SSH Scan 1
87. 68. 249. 136 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147.237. 76. 196 ni na e.svivaidf.il ET SCAN Potential SSH Scan 1
79.181. 213. 177 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147.237.0. 35 (hi na akavs. i df . i ET SCAN Potential SSH Scan 1
79.178. 211. 245 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
183. 60. 48. 25 147.237.0. 33 (hi na idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 34
79.177.221. 104 |israel 147.237.72. 166 |aka i f . i Streamng Engine: TCP Invalid  invalid segnent retransnission drop 24
Ret ransni ssi on Packet dr opped.
109. 67.129. 176 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
109. 253. 209. 208! srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 13
46.19.86.141 | srael 147.237.76.42 |refuah.idf.il  |Bad TOP sequence mﬁsg reansn“ wthdifferent | onitor |13
109. 186. 185. 69 |l srael 147. 237. 72. 156 |aman. i df .| Stream ng Engl ne: TG Invalid  invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
109. 253. 209. 208|I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 12
85.130.171.23 |Israel 147, 237.72. 167 | shurimaka i i || S N9 Engi ne: TCP Ivalid  finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
77.127.217.15  |israel 147.237.72. 166 |aka i f . Streamng Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
46.116. 208. 115 |Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 10
46.116. 208. 115 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
77.125.97.251 [Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
77.125.97.251 [Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 10
82.166. 158. 156 |l srael 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 86. 58 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 9
79. 178. 5. 200 I srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 206 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
194. 230. 159. 162|Satzerl and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
37.142.230.95 [Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 7
37.142.230.95 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19. 85. 170 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 7
31.210.188. 126 |[lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 72 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id AGK nunber noni t or 6
46.19.85.7 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 85. 30 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.7 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 206 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber noni t or 6
46. 19. 85. 38 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
46.19. 85. 170 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
109. 64. 146. 235 | srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 206 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19. 85. 183 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 38 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
79.180.131.15 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber alert 6
46.19. 85. 183 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
79.183.102.67 |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid  invalid segrent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 157 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d AGK nunber alert 6
46.19. 85. 72 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 6
79.180.131.15 [Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
185. 3. 147. 206 |l srael 147.237.77. 170 |naarachot . i df .i| |[Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 157 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 136 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 85. 193 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
41.249.75.249 |Morocco 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
79.181.184. 138 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
31.210.188. 126 [lIsrael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 5
37.26.149.165 |Israel 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 193 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
5.102.254.229 [Israel 147.237. 77. 216 [dover.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
176. 228. 141. 213|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 79
109. 186. 80. 87 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 35
185.32.179.7 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 17
213.57.40.247 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
213. 8. 204. 32 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte QGode Character in URL B ock 5
217.132.139.6 |Israel 147.237.76.86 |navy.idf.il m“:‘:v"yr iiz?fji e L ol o csour ol or et ef Bl ock 5
5.28.131. 167 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from5.28.131. 167 |B ock 4
79.181. 147. 157 |Israel 147.237.72. 166 |aka. i df . i | g’gl_ tligpll_elgaf;?m zed Method for Known LR from B ock 3
82. 205. 0. 108 gjceusgii::ja” Territory, 1147, 237. 77. 216 |dover . i df . i | Uhaut hori zed URL Access to v i df .il/894-ar B ock 3
62.219.115. 220 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
77.125.78.87 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
80.246.136.73 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.121.77.180 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
109. 253. 145. 76 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
141.8.132. 78 Russi an Federation 147.237.77.216|dover.i df .i | Lhaut hori zed LRL Access to waw i df.il/nazi B ock 2
79.177.53.146 |Israel 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
37.142.230.95 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
46. 19. 86. 27 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
85. 65. 107. 63 I srael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on ww aka. i df.il/main/ B ock 2
79.177.206.43 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
84.94.38. 200 I srael 147.237.72. 166 [aka. i df . i | Vmu;l::ri Id?(.eidl ;\ﬁ;ihn(;(i]i 333 gj\:shefn(:ri cat i onser vi ce. asnx/ get aut huser Bl ock 2
23.31.9.105  |United Sates 147. 237.77. 216 |dover . i df . i | pstr Lfb_“itﬁds#;a:;/hg;fcﬁtLr’zl‘sﬁcezzzr3gper / Bl ock 2
109. 65.197. 24 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 2
77.125.97.251 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
194. 90. 15. 61 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
84.108.184.84 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 86. 114 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
174.129.228.67 |lLnited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
46. 19. 85. 106 I sr ael 147.237.76.86 |navy.idf.il I11egal HITP Version Bl ock 1
217.132. 156. 67 |Israel 147.237.72. 156 |aman. i df . i | g‘sti tégiﬁibigpﬁngﬁli g‘\l_'DETOXi’CE?('C:x\'&; on None 1
207.46.13.193 |Uhited Sates 147.237.77. 216 |dover . i df . i | mult Sfo rii Izlidenl;ttpecs(/:?;is: D e oho Bl ock 1
109. 66. 35. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.121.129.64 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 46. 121. 129. 64 Bl ock 1
185.32.179.74 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
8.37.70. 141 Lhited Sates 147.237.77. 216 |dover . i df . i | mult gfor: szgn;ﬁ‘sxz:;;fkj havl b 7 3bj uazzpxbsskkung [P O 1
95. 86. 79. 160 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.8.56 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
80. 246. 138. 186 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46. 19. 85. 175 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39. 137 |lhited Sates 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
79.179.200.82 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46.19. 85. 51 I srael 147.237.77.216|dover.i df .i | Abnornal |y Long Request request version B ock 1
109. 253.209.4 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
31.168. 148. 218 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
109. 65. 68. 222  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
66. 249. 69. 34 I srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to ww i df .il/1513-en/ dover Bl ock 1
199. 30. 25. 86 Lhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
176. 13. 15. 66 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5.28.131.167  |Israel 147.237.72. 166 |aka. i df . i | m“;kgorl i d?.eid| /'\:;T;Zi )fg%;ncgr o asp Bl ock 1
84.228.171.107 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
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