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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3004
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2

168. 235. 196. 172 Lhited Sates 147.237.77.216 dover.idf.il F Dover Uhder Attack Con Htp drop 2
89.248.174. 4 Net her | ands 147.237.76.34 yohalan.idf.il |Bock Wip Al Nets drop 1

185. 130. 5. 224 147.237.76. 199 e.nakchal .idf.il |B ock Udp All Nets drop 1

163. 44. 149. 213 Japan 147. 237. 76. 202 ehalag.idf.il [Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

52.1.90.117 Lhited Sates 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
94.23.98.252 |147.237.77. 216 |France dover.idf.il Tehila - Perl LWP wth fake user agent 2
109. 65. 120. 139 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 179. 150. 102 (147. 237. 72. 166 || srael aka.idf.il portscan: TQP D stributed Portscan 1
59.126.157.19 [147.237.76.39 |[Tai wan nobi | e. nei tav. i df.i ET %AN Behavi oral Lhusual ly fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
213.8.204.25 |147.237.72. 166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
151 249, 76. 196 |147. 237 76,38 |Uited o o neitavid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Ki ngdom Potential Scan or Brute Force
109. 160. 198. 29 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249.73.206 [147.237.77.170|lhited Sates |[maarachot.idf.il [ET SCAN NVAP -sA (2) 1
212.76.96.3 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
149.78.94.24  |147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SYNretransnmit wth different w ndow

Ret r ansnm ssi on

dr opped.

85. 250. 20. 14 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence ocal e monitor |96

168. 235. 196. 172|Uhited Sates|147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 69

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid ' i ssi

66.249. 64.119 |Uited Sates|147. 237. 76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. Packet |, 34
Ret r ansn ssi on dr opped.

185. 120. 125. 32 147.237.72. 166 |aka.i df .i | drop SAMrul e drop 28

109. 67. 167. 139 |l srael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 21

109.64.1.13 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 18

46.19. 86. 176 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber mnitor |16

46.19.85. 1 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber nonitor |15
Sreamng Engine: TCP Invalid i i ssi

213.8.204.46  |Israel 147.237.76. 200 |6 tan. aka. i of . i 9 =g nvalid segnent retransmssion. Packet | ) 14
Ret r ansn ssi on dr opped.

79.183.199. 134 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |12
Sreamng Engine: TCP Invalid ' i ssi

37.26.149.136 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet |, 12
Ret r ansn ssi on dr opped.
Sreanming Engine: TGP Invalid i i ssi

2.52.10. 218 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Pecket |, 12
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid ' i ssi

194. 90. 66. 9 I'srael 147. 237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 12
Ret r ansn ssi on dr opped.
Sreanming Engine: TGP Invalid i i ssi

77.127.217.15  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Pecket |, 12
Ret ransnm ssi on dr opped.

46.120.193.42 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 11

5.102. 253. 77 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |10

2.54.24.79 I srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 9

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

217.132.97.156 |[lIsrael 147, 237. 72. 156 |anan. i df . i Bad TCP sequence monitor |8

46. 19. 86. 49 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreamng Engine: TCP Invalid ' i ssi

46.19.86.245  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.

87.68.166.126 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence ig;e”a”s”"t weh different wndow | ovor |6

46. 19. 85. 166 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber alert 6

46. 19. 85. 166 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6

217.132.97. 156 |lsrael 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 6

37.26.146.155 |Israel 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

79.177.22.217  |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6

46. 19. 86. 53 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

46.19. 85. 224 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid AGK nunber noni tor |4
Streamng Engi ne: TCP SYN Data received before SYN was

69.125. 163. 198 |Lhited Sates|147.237. 77. 216 |dover.idf.il L L o dro 4
Mbdi fi ed Retransni ssi on acknowt edged. Stripping all packet data P

176. 228. 136. 247|I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4

217.132.97. 156 |Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d AGK nunber aert 4

2.54.137. 145 | srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 85. 119 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

217.132.97.156 |Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |4
Sreaming Engine: TGP Invalid i i ssi

66. 249. 64. 3 Lhited Sates|147. 237.76. 86 [navy.idf.il 9 =g Invalid segnent retransmssion. Pecket |, 4
Ret ransnm ssi on dr opped.

109. 66. 167. 139 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

79.177.203. 190 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 4

217.132.97.156 |Israel 147.237.72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4

2.54.190. 222 I srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreanmng Engine: TCP Invalid i i ssi

46.120.24.243  |Israel 147.237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. Packet |, 4
Ret ransnm ssi on dr opped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

46. 19. 85. 29 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber mnitor |4

79.177.22.217 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber alert
Sreamng Engine: TP Invalid i i ssi

66.249.93.152 |United Qates|147. 237. 7. 234 |hal ag.i df .i 9 =g nvalid segnent retransmssion. Packet |, ) 4
Ret r ansn ssi on dr opped.

46. 19. 86. 57 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |4

195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Feiled to handl e connection data nonitor |4
Sreaming Engine: TCP Invalid i i ssi

87.68.76.188  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet |, 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
217.132. 113. 248|i srael 147.237.0.19 |nadimatal .idf.i ;‘i‘;'\gﬂg fflgt giBSa"e Response Cbde (404) in Session from B ock 463
217.132. 113. 248|i srael 147.237.0.19 |madimatal .idf.i ;‘i‘;'\ﬁg fflst gi:a"e Response Code (403) in Session from Bl ock 193
217.132. 113. 248|I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
85.250.228.94  |Israel 147.237.0.34 |tikshuv.idf.i|l |Dstributed Too Many of the Sane Response Code (404) B ock 55
79.182.190.217 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 40
2.54.187.176 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
149.78.34.194 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
213. 8. 204. 32 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock

109. 253. 135. 137|I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock
87.69.105.93  |Israel 147.237.72. 166 |aka. i df . i | gg?ehfr'lyoggéhe Sane Response (bde (404) in Session from Bl ock 5
141.8.132.78 2;2::3 on 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/nazi Bl ock 3
2.54.158. 174 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 213. 203]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.187.176 | srael 147.237.0.19 |madimatal . i df. i |Suspi ci ous Response Code B ock 3
194.90. 41. 227  |Israel 147.237.72.166|aka. i df . i | Distributed Uhaut hori zed URL Access on ww aka. i df . il/$$$828?%%$  |B ock 3
176.13. 21. 19 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.183.199. 134 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 2
109. 253. 208. 25 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
185. 32. 179. 208 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
204.13.200.200 United Sates  |147.237.77. 216 |dover. i df .i | D stri bt oc 1?;;}:%;;?&%&?21;” Bl ock 2
46.19. 86. 219 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
107.178.194.87 [Uited Sates  [147.287.77.216(dover. i df i1 [0 T GG RIS T Aeese on B ock 2
66.249.93.152 |[Israel 147.237.77.234|hal ag. i df . i | Suspi ci ous Response Code B ock 2
46.117.130. 252 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 2
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/error.htm B ock 2
212.199.57.192 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5. 28. 180. 102 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
68.180. 230. 244 [United Sates  |147.237.77.233|atal .idf il ol Tt o zed W Agscsis on Bl ock 1
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover . i df . i | mﬂtdﬁoz 'Iftegn;g‘t ei‘;cs‘:;feé/ousemomd o traj ector Bl ock 1
106. 75. 199. 187 |Chi na 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/ Bl ock 1
85. 250. 222. 168 I srael 147.237.72. 166 |aka. i df . i | mmm:v”;‘("g E’ﬁﬁtﬂi n‘/’th?r—;/o;‘;fcaeuli ! aspx None 1
46.120.193.42 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
185.120. 125. 13 147.237.76.42 [refuah.idf.il ﬂ??gggr;ééjﬂﬁnpﬁcactej; steondt of ri end/ sendt of ri end. aspx Bl ock !
84.110. 144, 145 |Israel 147.237.76.42 |refuah.idf.il [0S0 buted Lhaut horized éﬁaﬁc‘;'i?x on Bl ock 1
37. 60. 40. 28 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
150. 70. 188. 169 |Japan 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.54.154. 134 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS At ack None 1
109. 253. 145. 183l srael 147.237.77.216|dover. i df . i SSL Lhtraceabl e Connection - Unknown SSL Sessi on None 1
79.181.183.142 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
195. 154. 146. 225|France 147.237.77.216|dover . i df . il I11egal HITP \ersion HITH B ock 1
192.243. 55. 132 " |Doni ni ca 147.237.72. 166 [aka. i df . i | V\u;\xizmazgj: Zfefji Tmﬁfgfiugfgener al . aspx?cat i d=58604&doci d=31514 B ock !
89. 139. 152. 245 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
66. 249. 69. 30 | srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unhaut horized URL Access from 66. 249. 69. 30 B ock 1
46. 19. 85. 254 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176.13.21.245 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
85. 64. 118. 82 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to wwy aka. i df.il/main/ B ock 1
80. 178. 13. 29 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.102.254.120 [Israel 147.237.77.243|nobi [ e.i df . i | Mil tiple Untraceabl e SSL Sessions fromb5. 102. 254. 120 (Qpen Mode) None 1
149. 78. 2. 56 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.177.22.217 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
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