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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3216
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 84

185. 120. 125. 13 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 12
107.170.119. 178 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
151.77.1.59 Italy 147.237.77. 243 nobi le.idf.il Frk_Under Attack Con_Tcp drop 2

185. 130. 5. 228 147.237. 76. 147 chi nuch. aka.idf . il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

88.217. 46. 69 Ger many 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
109. 66. 143. 191 147.237.72.166 [l srael aka.idf.il portscan: TCP D stributed Portscan 1
90. 198. 218. 240 147.237.77.216  |United Ki ngdom dover.idf.il portscan: TGP D stributed Portscan 1
78.193.2. 8 147.237.76.176  |France test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.117.175. 131 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 155 147.237.72.166  [lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
2.52.185.31 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
191. 43. 18. 155 147.237.77.216  |Rrazil dover.idf.il portscan: TCP D stributed Portscan 1
184.106. 153. 141  |147.237.0.19 Lited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 2 147.237.77.61 Russi an Federation e.cogat.idf.il ET SCAN Potential SSH Scan 1
93. 172. 244. 238 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
84.228. 78. 60 147.237.72.166  [lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
64. 233. 173. 151 147.237.77.216  |Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 121 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
2.54.47.61 147.237.72.166  [lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
184. 106. 153. 141 147.237.76. 34 Lhited Sates yohal an.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 147.237.0. 17 Lhited Sates m ny- kosher -kravi . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

66.249.64.119 |wnited Sates |147.237.76.86 [navy.idf.il Ret r ansmi ssi on Packet dr opped. drop 224
46. 19. 85. 29 | srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invalid ACK nunber noni t or 82
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 35
46. 19. 86. 23 | srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Invalid ACK nunber noni t or 27
46. 19. 85. 47 I sr ael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 25
112.198.103.92 |Prilippines  |147.237.72. 166 |aka idf.il Bad TOP sequence mdgitvrsacr;rit wth different monitor |24
54.244.22.103 |Wnited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 23
141.0. 8. 157 Lhited Sates |147.237.77.176|mtpash.idf.il |drop First packet isn't SN drop 21
73.176.233.87 |lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 18
185. 120. 125. 32 147. 237. 72. 156 [anan. i df . i | drop SAMrul e drop 16
192. 114. 105. 254 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 15
46.19. 86. 18 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 14
79.183.120. 251 |l srael 147.237.76.30 |hi nush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
109. 65.22.67  |israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 12
Ret r ansn ssi on Packet dropped.
79.182.109. 15 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 12
79.182.109.15 [lIsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19. 85. 251 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 12
79.176. 202. 246 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
77.127.199.47 |israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 11
77.127.199.47  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
80. 246. 136. 252 | srael 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid —imvalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
87.69.211.123 |Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 9
84.228.171.28 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
46.120. 21. 57 I sr ael 147.237.72. 166 [aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
2.54. 49, 252 I sr ael 147.237.72. 166 [aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
81.218.245.1 |israel 147. 237.76. 200 [ei tan. aka i o1 | €3M NG Engine: TP Invalid —invalid segnent retransmssion drop 8
Ret r ansni ssi on Packet dropped.
77.218.243.179 |Sweden 147. 237. 77. 216 |dover . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
80. 246. 136. 178 |l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber alert
79.181.241.45 |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
2.54.17.113 I sr ael 147.237.72. 166 [aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
80. 246, 136. 178 I srael 147. 237. 72. 156 |aman. i df .| Bad TCP sequence mﬁsg reansmt wehdifferent Jopnitor |6
46. 19. 86. 198 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 6
2.54.17.113 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert 6
80. 246. 136. 178 | srael 147. 237. 72. 156 |anan.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 98 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
5.22.131. 19 I'sr ael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
2.54.17.113 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
80. 246. 136. 178 [l srael 147, 237. 72. 156 [anan. i df . i Bad TCP sequence Invalid sequence nunber noni t or
46. 19. 85. 98 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or
80. 246. 136. 113 |I srael 147.237.77. 243 |rvi e i1 | ©AMNG Engine: TCP Invalid - invalid segnent retransmission drop 6
Ret r ansn ssi on Packet dropped.
94.230.85.106 |[lIsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
37.26.146.170 | srael 147,237, 77. 243 |mbi e icf. i1 | €M NG Bngine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret r ansn ssi on Packet dropped.
2.54.17.113 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
80. 246. 136. 178 |l srael 147. 237. 72. 156 |anan. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
37.142.68. 80 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.116. 170. 87 |lsrael 147.237.72. 166 |aka.i df.il Bad TCP sequence Invalid ACK nunber alert 6
185. 120. 125. 13 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
2.54.17.113 I sr ael 147.237.72. 166 [aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 129. 208l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 75
84.111.233.31 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) Bl ock 16
212.150.192. 18 I srael 147.237.77.74 |lawidf.il maﬁgge: dP_"ﬁ /\a;éir'ancggf;;gf’; a'srr'm getciti s Bock |11
81.218.241.25 |l srael 147.237.72. 166 |aka. i df . il Unaut hori zed LRL Access to waw aka. i df . i |/ $$$&282$$5 B ock 6
109. 7. 69. 34 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. idf.il/mai n/sachar/undefined |B ock 4
80. 246. 136. 113 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode Bl ock 3
81.83.4.168 Bel gi um 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to v aka. i df .il/sip_storage/files/8/ B ock 3
31. 168. 23. 60 I srael 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut horized URL Access from 31.168. 23. 60 Bl ock 3
79.179.199.173 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 3
109. 253. 138. 87 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 199. 53 |l srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
141.8.132.78 g;z:;nl on 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/nmazi Bl ock 3
77.127.199. 47  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
5.28.177. 177 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 2
109. 64. 234. 172 |l srael 147.237.76. 147 |chi nuch. aka. i df . i|  |Wauthorized UR. Access to waw chi nuch. aka. i df.il/404. htm B ock 2
81.218.195.72 |[Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR Bl ock 2
153.1.50.213  [Finland 147. 237.77. 176 |nat pash. i df . i | mrciozlgﬁ d?f‘[%g;gf;ecgggt' ata'sg’)‘( araneter SearchiText Bock |2
46. 120. 21. 57 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None
46.120. 21. 57 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
66.249.64.119  |Israel 147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 66.249. 64. 119 Bl ock 1
141.212.122.81 |[wited Sates |[147.237.77.226 \é\?MAi/'lChanat 2. aka.l Distributed Ml formed UR B ock 1
87.69. 125. 49 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS A tack None 1
46. 19. 86. 219 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
112.198. 103. 92 |Phili ppi nes 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Method nA _A ASobb Bl ock 1
82. 80. 30. 93 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS A tack None 1
212.116. 170. 87 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
Russi an ) _ Lhaqt hor_i zed URL Acce;s to _ _ _

188. 143. 232. 19 Feder ati on 147.237.77.216|dover. i df . i | W/\Wldf_.lI/tenplates/artlcle/artlcle.ln.aspxltenplates/sendtofrlendlse B ock 1

ndt of ri end. aspx
37.26.148.239 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
109. 253. 134. 95 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode Bl ock 1
157.55.30.192 |lhited Sates |147.237.76.30 |hi mush.idf.il mnxnmﬁr;?g i1 eat i tedesi g css/ st andard, s None 1
2.54.159. 175 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
84.108. 238. 136 || srael 147.237.77. 234 |hal ag. i df . i | ﬂ?;g?r;iéggiﬁ‘mpg::’s:h;oe o/ bl et L, i Bock |1
217.132.146.70 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
46.121.98. 75 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None

NULL Character in Header Nane at (A WNATAAS[[#18] ] yA-Ad ALA,
112.198.103. 92 |Phili ppines 147.237.72. 166 |aka. i df . i | [N[#8]]SN[[#O]]>A~—A-[[#1S3]][[#29]][[#11]]2,5@/& Bl ock 1

A[[#16]] [ [#1]] A [#6]] =A
41.207.201.129 |Gte Dlvoire |147.237.77.216|dover.idf.il eMi | Hoar di ng Bl ock 1
109. 253. 220. 206 srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
199.203.215.1 [l srael 147.237.72. 166 |aka. i df . i | mngk"‘g I';ar?w;: Ncégfr?it;angicBzﬁg?phsaChar$Ct' 67 in None 1
109. 66. 103. 87 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
185. 32. 179. 108 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
66.249.64.119 I srael 147.237.76.86 |navy.idf.il rﬂs;” ho 2o aesess r:;y. aspx. asp Hock |1
149.78.133.128 |Israel 147. 237.72. 166 |aka. i df . i | m”;?;riidzf?#:‘m ﬁ;ie;js/tu‘;d rt euserdetai | 5. 25p Bock |1
87.69.211.123 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
46.19. 86. 231 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/index |B ock 1
112.198.103.92 |mhilippines  |147.237.72. 166 |aka. i df .i | |A|_|§g[a[1 #%?[([I’ggl?]‘a;agg[ [i ;‘Z;ﬁ oo Bock |1
82.80.198.164 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80. 246. 136. 113 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code Bl ock 1
192. 114. 105. 254|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
37.26.149.128 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 64. 20. 127  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
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