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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3226

163. 44. 149. 213 Japan 147.237.76. 86 navy.idf.il B ock Np All _Net dr op 1
110.182.123. 144 Chi na 147.237. 76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1

110. 182. 123. 144 Chi na 147. 237.76. 197 e. hinush. i df il Bl ock Udp All Nets drop 1

185. 130. 5. 228 147.237.76. 44 e.refuah.idf.il B ock_Udp Al Nets drop 1

110. 182. 123. 144 Chi na 147.237. 76. 198 e.yohalan.idf.il |Bock Wp All Nets drop 1

198. 48. 92. 104 Lhited Sates 147.237. 76. 198 e.yohalan.idf.il |Block Wip All Nets drop 1




01-11-2016-16:04:02 to 01-11-2016-17:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

5. 39. 222. 253 147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
208.115.111. 73 |147.237.72. 166 |Whited Sates  |aka.idf.il portscan: TP D stributed Portscan 1
197. 157. 244. 243|147. 237. 76. 148 |Sonal i a gacenter. aka. i of .i [ET SCAN Potential SSH Scan 1
194. 56. 215. 218 [147. 237. 77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
164.39.11.198 |147.237. 77. 243 |Uni ted Ki ngdom |nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
99.238.88.212 |147.237. 72. 166 |Canada akaidf.il portscan: TCP D stributed Portscan 1
84.95.211. 32 147.237.77. 216 (I srael dover.idf.il portscan: TQP D stributed Portscan 1
80, 246. 130. 176|147 237 77 233 |1 ael atal idh il ET DO5 Large anount of TCP ZeroWndow - Possi bl e Nkiller2 CDos 1

att ack

2.54.9.47 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
212.143. 214. 195|147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
207.232.18. 178 |147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
176.13.7. 148 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
109. 160. 176. 97 |147.237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
94.230.86. 174  |147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
84.94.119.108 |[147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address |[Ste Signature Action ‘Count
79.178. 254.58 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 58
79.178.254.58 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |54
Russi an R -
95. 221. 248. 206 Federati on 147.237.77. 176 [nat pash. i df . il dr op First packet isn't SN drop 52
176.14. 82, 242 |USSI &N 147. 237. 77. 176 |nat pash. i of . i | drop Frst packet isn't SWN drop 50
T Federation ) T T
79.178.254. 58 |Israel 147.237.72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 50
37.142.254.73 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different moni tor |42
w ndow scal e
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
37.26.147.203 |[lsrael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 23
37.26.146.212 |[lIsrael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 22
46. 19. 85. 13 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |19
46.19.86.120 |[lsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |17
. . SWNretransnmit wth different .
31.154.33.190 |lIsrael 147.237.77.233|atal .idf.il Bad TCP sequence vi ndow scal e noni t or 15
s SYN+ACK retransmt with .
185. 32.179.56 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal nonitor |15
80. 250. 157. 148 |l srael 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
185. 120. 125. 32 147.237.72. 166 |aka. i df .i | drop SAMrule drop 15
185. 120. 125. 32 147. 237. 72. 156 |anan. i df . i | drop SAMrule drop 14
195. 160. 240. 11 |l srael 147.237.72. 167 |i shurimaka.idf .il Bad TCP sequence I'nval i d sequence nuniber noni t or 13
Sreanming Engine: TCP Invalid i i ssi
84.94.26.194 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
185. 32, 179. 185 | srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
77.127.217.15 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
176.13.22. 164 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different monitor |12
w ndow scal e
46.19.85.173  [lIsrael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |11
93.172. 171. 216 I srael 147. 237.77. 234 |al ag. i df .i Bad TCP sequence SiNretransmt wth different | ovor |11
W ndow scal e
109. 64. 224. 98 |l srael 147. 237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
46.19.85.193 |[lsrael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
109. 64. 224. 98 |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence noni t or 11
46. 19. 85. 49 I 'srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |11
79. 177. 203. 190 |I srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
2.52.164.0 I srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.52.48.94 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19.85.113  [lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
176.13.22.74  |Israel 147.237. 72. 156 |anan. i of .i | Bad TCP sequence S retransmt wth different monitor |9
w ndow scal e
109. 64. 224. 98 |l srael 147.237.72. 156 |anan.idf .il dr op First packet isn't SYN drop
80. 246. 130. 176 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.86.166 |Israel 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or
s SYN+ACK retransmt wth .
80. 246. 138. 64 |[lIsrael 147.237. 72. 156 |aman. i df .i Bad TCP sequence different vindow scal e noni t or 7
80. 246. 130. 176 |l srael 147.237.77. 233 |ata .idf.il Bad TCP sequence Inval i d ACK nunber aert 7
s SYNWACK retransmt with .
80. 246. 137.10 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal @ noni t or 6
46. 19. 85. 106 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
109. 64. 224.98 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
66.102. 9. 123 Lhited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop
Sreaning BEngine: TQP Invalid i i ssi
2.54.7.156 I srael 147.237.72. 167 |i shuri maka. i of . i g =g Invalid segnent retransmssion. g, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.68.77.189 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46.19.85.106 [lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
94. 230. 85. 106 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
185. 3. 146. 243 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46.19.85.145 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert
46.19.85.106 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or
46.19.86.133  |Israel 147.237.77. 226 [ chanat z. aka. 10 |paq TOP sequence Invalid ACK nunber moni tor |6
46.19.85.145 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 43 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 30
85. 65. 24. 201 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
109. 253. 143. 179]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 10
185.32.179. 108 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Fead Qly Mdlation in . None 8
viwy aka. i df . i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx
79.177. 60. 20 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
176. 13. 8. 210 I srael 147.237.0.19 |nmadimatal .idf.il Distributed Suspicious Response Qode B ock
79.178.254.58 |lIsrael 147.237.72.166|aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 79.178.254.58 |B ock
141.8.132.78 F“Sf;;”i on 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df . i |/ mazi B ock 4
37.46.39.2 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
. . Unaut hori zed Met hod CPTIONS for
176.240.38.84  |Turkey 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 3
77.127.139. 151 [israel 147.237. 72. 166 |aka. i df . i | thaut hori zed LR Access to o Bock |3
wwv aka. i df.i |/ mai n/ gi yus/ ww navy. i df.il
212.235.33.100 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip _storagel/files/8/ B ock 3
80. 246.139. 176 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
37.26.149.239 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 3
109. 253. 215. 105]l srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 3
109. 66. 98. 107 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
81.218.145.94 |lIsrael 147.237.77. 216 |dover.i df . il Untraceabl e SS. Sessi ons: Unhknown SSL Sessi on None 2
213. 8. 204. 45 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
132. 64.31.128 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
192. 243.55. 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192. 243, 55. 137 B ock 2
212.235.33.100 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod CQPTI NS for ww aka. i df.il/ B ock 2
84.229.155. 253 |[lIsrael 147.237.72. 156 [aman. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
} . . DO stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
. . D stributed Unaut hori zed Method for Known URL on
84.94.38. 200 | srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 2
213.57.172.99 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
. . Paraneter Read Qnly Molation in
185. 32. 179. 108 |l srael 147.237.72. 166 |aka. i df . i | v aka. i i |/ nai v sachar/ regi strat i onwi zar d st ep3. aspx None 2
213. 8. 204. 20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 2
: ] . D stributed Lhauthorized URL Access on
204.13.200.200 |[Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 2
79.182.130.30 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/main/guys B ock 1
212.179.21.194 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
. - S Lhtraceabl e Gonnection - Protocol violation
37.142.148.89 |[lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
37.26.147.203 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
94.230. 85.106 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Atack None 1
_ ny- kosher - kravi . i df _
74.82.47. 4 Lhited Sates 147.237.0. 16 i| Uhaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
185. 32.179. 108 |Israel 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . . D stributed Lhauthorized URL Access on
2.54.28. 229 I srael 147.237.77.243|nobi l e.idf . il mobi | e.i df i1/ nekudot /i ndex Bl ock 1
85. 64. 6. 93 I srael 147.237.77.216|dover . i df . i Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
66. 249. 66. 28 I srael 147.237.77. 216 |dover.idf.i |l Lhaut hori zed URL Access to v idf.il/atal 1/i zkor/ vi ew i ny. asp B ock 1
147. 236. 113. 13 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
46.19.85.170  |Israel 147.237.72. 166 |aka. i df . i | Mi'tipl e Fullwdth/Hel fw dth Lhi code Encoding on UR/Paraneter(4) g 1
from46. 19. 85. 170
. . Paraneter Type Mol ation SearchText in
109. 253. 192. 243|| sr ael 147.237.77. 176 [mat pash. i df . i | vaw cogat . i df . |/ 938- en/ cogat . aspx Bl ock 1
] . . Mil tiple Lhtraceabl e SS. Sessi ons from205. 222. 4.2 (Prot ocol
205.222.4.2 Lhited Sates |[147.237.77.216|dover.idf.il viol ation (SSL OO QLI ENT FELLO)) None 1
} . . Dstributed Lhauthorized URL Access on
107.178.194. 87 |UWited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ rai n/ gi yus/ har edi nd har edi m aspx B ock 1
176.13.22.164 |lIsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/text.css  |B ock 1
5.29.61.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
87.106. 1. 182 Ger many 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/adnmin B ock 1
2.52. 49, 237 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
84.108. 35. 43 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
46.120. 156.26 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
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