01-11-2016-14:04:02 to 01-11-2016-15:04:02

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il
M nadi matal .idf.il
W aka.idf.il
M tikshuv.idf.il
M nobi le.idf.il
W atal .idf.il
I nakchal . idf.il
M aman.idf.il

chi nuch. aka. i df . i
M eitan aka.idf.il

Top Tar get

[Top Attackers |

1, 600+

B 167. 114. 156. 16
109. 253. 132. 4

800 I 87.68. 241. 225
109. 253. 203. 251
Number M 46. 19. 85. 57
Att(z\cks 400 M 66. 249. 93. 123

[ 128. 199. 136. 5

W 41.33.231. 90
37.26.149. 225

MW 212.179. 21. 194

© v <& oy
(9 rb.'y (1?"» Q(b q.cb Q){b 0 > ,\?9 "]>'
- < N &) %] . X
A - Qq : x & (f/b’ b"\' (g\ . 1
,@ N Ro) '»Qq N ‘1>’

Top Attackers



01-11-2016-14:04:02 to 01-11-2016-15:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3002
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

89. 248. 168. 218 Net her | ands 147.237.76. 44 e.refuah.idf.il Block Udp All Nets dr op 1

200. 29. 186. 163 Chile 147. 237. 0. 200 e, i off i | JLMPurple Gon Linit Htps drop 1

89. 248. 168. 218 Net her | ands 147.237.76. 176 test.ncore.idf.il ock Wp Al _Nets drop 1

208. 67. 1. 158 Lhited Sates 147.237.76. 148 gogcenter.aka. idf.il |Block Np Al Net drop 1

89. 248. 168. 218 Net her | ands 147.237. 76. 202 e.halag.idf.il ock_Udp All _Nets drop 1
85.104. 115. 34 Tur key 147.237. 76. 86 navy.idf.il Bl ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

46.19. 85. 57 147.237.0.34 |Israel tikshuv.idf il PCLI CY- OTHER TCP packet with urgent flag attenpt 32
183. 60. 252. 84 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
109. 64. 224. 67 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
89. 248. 162. 131 |147.237.76.39 |Netherlands  [nobile.neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
74.68.55. 15 147.237.77.216|Wnited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
37.26.149.190 [147.237.77.216|lsrael dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 21. 194 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
119. 164. 254. 57 147.237.0.35 |Chi na akavs. i df . i | ET SCAN Potential SSH Scan 1
93.99 204.29 |147 237 8. 50 |CZ€ch o tikshov.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Republ i ¢ Potential Scan or Brute Force
78.193.2.8 147.237.76.39 |France nobi le.nei tav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
73.243.176.4 |147.237.0.15 |lhited Sates |kosher-kravi.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 1
46. 19. 85. 29 147. 237. 72. 166 || srael aka idf.il portscan: TCP O stri buted Portscan 1
212.199. 34. 114 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
66.249.93.123 |lhited Sates |147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 37
Sreamng Engine: TP Invalid i i ssi
37.26.149.225 |israel 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion drop 33
Ret r ansn ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 32
46. 19. 85. 57 | srael 147.237.0.34 |tikshuv.idf.il |dr op Frst packet isn't SN drop 30
Sreaming Engine: TCP Invalid i i ssi
2.54.139. 31 I srael 147. 237. 77. 176 |rat pash. i of . i | 9 =g Invalid segnent retransmssion drop 27
Ret r ansn ssi on Packet dropped.
62.128.48.166 |Israel 147.237.72. 156 [anan.idf.il  |drop First packet isn't SN drop 24
87.68.83.144 [Israel 147.237.77.234|nal ag.if i1 [Bad TOP sequence S retransmt with different wndow) ooitor |24
reamng BEngine: TCP Invali i i ssi
46.19.85.200 |Israel 147.237.76. 31 |nekehaliar i1 [S SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 24
Ret ransnm ssi on Packet dropped.
212.179.21.194 [israel 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence S retransmt with different wndow) ooivor |23
62.0.219. 129 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
112.198.103.92 |Fhilippires [147.237.72.166|akaicf.il  |Bad TCP sequence fzg;e”ansm't wth different wndow| o ivor 19
2.54.186. 164 I srael 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 17
reamn ine: TCP Invali i i ssi
109. 253. 212. 181 |l srael 147. 237,77, 243 |roti 1 e i o1 |} €M NG Engi ne: TCP aid Invalid segnent retransmssion. drop 14
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.182.202.30 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 12
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
212. 179. 220. 248|I srael 147. 237. 72. 166 |aka. i df . | Strean 9 E'?g e T Invalid Invalid segment retransmssi on. drop 12
Ret r ansn ssi on Packet dropped.
2.54.5.174 I srael 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 12
reaming BEngine: TCP Invali i i ssi
109. 64. 152. 108 |1 srael 147, 237.72. 166 |aka i or 11 | €M NG Engi ne: TCP aid Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
31.168.241.38 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
80.179.211. 135 |[Israel 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 10
2.54.166. 131 I sr ael 147.237.72. 166 |aka. i of . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TP Invalid i i ssi
109. 253.129. 79 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion drop 10
Ret r ansn ssi on Packet dropped.
40. 77. 167. 81 Lhited Sates |[147.237.77.74 |lawidf.il drop First packet isn't SN drop 9
77.127.220.175 |israel 147.237.76.31 |nakchal .idf.il [SYN At t ack SYN - > SYN-ACK -> RST rej ect 7
2.52.49. 255 I srael 147. 237. 72. 166 |aka.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7
37.26.146.219 |Israel 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 6
Sreamng Engine: TCP Invalid i i ssi
82.81. 66. 8 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dropped.
2.54. 39. 169 I sr ael 147.237.72. 166 |aka. i of . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TP Invalid i i ssi
80.179.5.19  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion drop 6
Ret ransn ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
195. 200. 205. 77 | srael 147.237. 72, 166 |akaicr.i1 | SAMNg Engine: TP Invalid Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
37.26.149. 158 [Israel 147. 237. 72. 166 |aka.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.146.219 [Israel 147. 237. 72. 166 |aka.i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
132. 70. 66. 12 I sr ael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invali d ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
192. 116. 241. 152|I srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion drop 6
Ret r ansn ssi on Packet dropped.
37.26.146.219 |Israel 147.237.72.166 |aka.iof il |Bad TOP sequence SAK retransmt with different oonivor 6
wi ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.179. 169. 167 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion drop 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.243. 141 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
132.70. 66. 12 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
66.249.69.30  |wited Sates [147.237.77. 243 |nobile.idf il 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.155.106 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 92 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.178. 145. 134 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 203. 251 |1 srael 147.237.77. 243 |nobile. i f .| 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 47 I sr ael 147.237.76.31 |nakchal .idf.il |Bad TCOP sequence Invali d ACK nunber alert 5
46. 19. 85. 47 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 149 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AK nunber noni t or 5
31.168. 241. 38 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 5
46. 19. 86. 31 I srael 147. 237. 72. 166 |aka.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85.0 I srael 147.237.77.233|atal.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 189 I sr ael 147.237.72. 156 |anan.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109.253.132.4  |Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 254
87.68.241.225 | srael 147.237.0.34 |tikshuv.idf.il ;‘;?thnzy‘lffz;ge Same Response (pde (404) in Session from Bl ock 187
109.253.132.4  |Israel 147.237.0.19 |nadi matal .idf.il Igg'\g‘gy gZ.tZe Same Response (pde (404) in Session from Bl ock 94
109. 253. 203. 251 |1 srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 90
109. 253.132. 4 |Israel 147.237.0.19 |[nmadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 53
109. 253. 203. 251 |1 srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Many of the Sane Response Code (404) B ock 52
109.253.132. 4 [ srael 147.237.0.19 |nadi matal .idf.il 183.'\2'?3){ f;zltze Same Response (pde (403) in Session from Bl ock 51
128.199.136.5 |9 ngapore 147.237. 76. 147 |chi nuch. aka. i df .i| |Distributed Too Many of the Sane Response Code (404) B ock 33
46. 19. 85. 248 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 28
109. 253. 131. 66 |l srael 147.237.0.19 |[nadimatal .idf.il |[Distributed Suspicious Response Code B ock 28
80. 246. 133. 249 |[Israel 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 80.246. 133. 249 B ock 20
82.166.24.184 |lsrael 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 82. 166. 24. 184 B ock 15
109. 253. 222. 180|I srael 147.237.0.19 |[nadimatal .idf.il |[Distributed Suspicious Response Code B ock 15
109. 253. 135. 137|l sr ael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 10
79.182.151.191 |[lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 10
192. 243. 55. 134 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243.55. 134 B ock 7
62. 0. 105. 133 I srael 147.237.72.167i shurimaka. i df .i| |Distributed Too Many of the Sane Response Code (404) B ock 7
109. 253. 212. 181 |l srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 6
2.54.9.217 I srael 147.237.0.19 |[nmadimatal .idf.il |[Distributed Suspicious Response Code B ock 6
80. 246.140. 69  [Israel 147.237.72.167i shurimaka. i df .i|l |Distributed Too Many of the Sane Response Code (404) B ock 5
176.13.19.5 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 5
31.168.226. 132 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 4
192. 243.55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 131 B ock 4
212.179.21.194 |lIsrael 147.237.72.167]|ishurimaka.idf.i| [Dstributed Too Many of the Sane Response Code (404) B ock 4
84.111.125.67 |[Israel 147.237.0.19 |[nmadimatal .idf.il [Distributed Suspicious Response Code B ock 3
176.10.99.202 |Satzerland  |147.237.76.147|chi nuch. aka.idf.il [Dstributed Too Many of the Sane Response Code (404) B ock 3
80. 246. 136. 227 |l srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
109. 253. 129. 79 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
46. 19. 85. 126 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
176.13.3.61 I srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 3
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 192. 243, 55. 129 B ock 3
176.13.10. 17 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
46.19. 86. 43 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
109. 253. 130. 138]I srael 147.237.0.19 |[nmadimatal .idf.il |[Distributed Suspicious Response Code B ock 3
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55. 133 B ock 3
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | D stributed Unauthorized LRL Access on waw aka. i df .il/giyus/kadatz |B ock 2
109. 65. 96. 214 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
147. 236. 16. 190 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 2
85. 250. 238. 27 |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
109. 253. 129. 222|I srael 147.237.0.19 |[nadimatal .idf.il [Distributed Suspicious Response Code B ock 2
109. 253. 203. 251/l sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 2
80. 246. 136. 144 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i/ mai n/ gi yus/ waw navy. idf.il |B ock 2
193.41.209.2  [israel 147. 237. 76. 39 Irmbl le.neitav. idf. i ;?Lﬁfii tzf?d\fﬁ. (|)II 7: ;;I g;%;ﬁj;ﬁ acetbl der 1$txtPassvord in gy oy 2
166.171.184.23 |Uhited Sates |147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
73.243.176. 4 Lhited Sates |147.237.76.200(ei tan. aka.idf.il Access to: /cgi-bin/php B ock 1
132. 70. 66. 12 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46. 19. 85. 224 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
94.230.84.253 |[Israel 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 1
46.19. 85. 10 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
192. 243.55. 130 |Donini ca 147.237.72. 166 |aka. i df . i | Mil tipl e Wnaut hori zed URL Access from 192. 243. 55. 130 B ock 1
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