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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3133
66. 249. 73. 214 | srael 147.237.77. 170 naar achot . i df .i | TCP handshake vi ol ation, first packet not syn |drop 265
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 83
37.29.108. 204 Russi an Federation 147.237.76. 148 ggcenter.aka.idf.il|L4 Source or Dest Port Zero drop 1
107. 150. 60. 74 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
168. 235. 197. 60 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Under Attack Con Htp drop 1
107. 150. 60. 246 Lhited Sates 147.237.0. 19 nadi matal .idf.il |bl ock-sp-trafl forward 1
23.95.248. 111 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Bock Wp All Nets dr op 1
208. 67. 1. 158 Lhited Sates 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1
142.54.160. 213 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-trafl drop 1
37.29. 108. 204 Russi an Federation 147.237. 8. 27 e.nadimatal .idf.il|L4 Source or Dest Port Zero drop 1
107. 150. 55. 212 Lhited Sates 147.237. 76. 42 refuah.idf.il bl ock-sp-traf1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

167. 114. 156. 16 |147. 237. 77. 216 [Canada dover.idf.il portscan: TGP D stributed Portscan 2
84.108. 66. 251 |147.237.77.216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
66.249.73.214 [147.237.77.170|Wited Sates  [mmarachot.idf.il|ET SCAN NVAP -sA (2) 1
46.121.135.3  |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
2.52.15. 180 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
193. 43, 246. 250 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP D stributed Portscan 1
172. 98. 200. 238 |147. 237. 8. 46 e.chinuch.idf.il[ET SCAN NVAP -sS w ndow 3072 1
109. 253. 206. 38 |147. 237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
85.64.111.86  |147.237.72. 166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
80. 246. 130. 234 |147. 237. 77. 233 |I srael atal .idf.il ET OC5 Large anount of TCP ZeroWndow - Possibl e N ller2 Chos 1
at t ack
62.219.54. 250 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 118. 220 [147. 237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
213.57.58.109 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
176.13.13.120 |147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
172. 98. 200. 238 |147. 237. 8. 46 e.chinuch.idf.il[ET SCAN NVAP -sS wi ndow 1024 1
128.127.0.45 |147.237.77.74 |itay lawidf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 162. 131 |147. 237. 77. 176 |[Net her | ands natpash.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
85.250. 144. 133 |israel 147.237.77. 233 |atal .i df il Bad TOP sequence v?l:dgirsgaslnlt wth different monitor 463
37.48.74.42 Netherlands  |147. 237, 76. 147 [chi nuch. aka i of 1| | S NG Engine: TCP Invalid invalid segnent retransnission. drop 126
Ret ransni ssi on Packet dr opped.
54.244.22.103 |lLhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 68
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
155. 250. 255. 143|F ance 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 21
5.102. 254.140 |l srael 147.237.77.234 |hal ag.idf.il dr op Frst packet isn't SN drop 20
5.102. 254.140 I srael 147.237.77. 234 |hal ag. i of . i Bad TCP sequence V?':dgitr;n;nlt wth different moni tor |20
192. 116. 190. 206|I srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SYN drop 20
85. 250. 144. 133 I srael 147.237.77.74 |lawidf.il Bad TCP sequence mdgitvr::;nlt Wth different moni tor |14
54.244.22.103 |wnited Sates [147.237.77.233(atal.idf.il drop First packet isn't SWN drop 13
155. 250. 255. 143|France 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
141.0.14. 218 Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
46. 19. 86. 212 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
2.54.151.240  |israel 147. 237 72. 167 | shurimaka i 1| | S NG Bngine: TP Invalid linvalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
79.181.213.38 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 9
Ret ransni ssi on Packet dr opped.
46.19. 85. 47 I'srael 147.237.77. 243 |moti 1 e ior iy |2/ €@MNG Bngine: TQP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
46.19.85.139  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 9
Ret ransni ssi on Packet dr opped.
147.235.8.77  |israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsrczt;ansm wthdifferent | oonitor [
37.48.74.42 Netherlands  |147.237. 76. 147 |chi nuch. aka.i df . i I{SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
147.235.8. 77 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
192.114. 91. 245 |israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
192.114.91. 245 [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence mﬁﬁsg reansm't wthdifferent | onitor |7
37.26.149.233 |lsrael 147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber nmoni t or 7
46.19. 86. 212 I srael 147. 237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 223 I 'srael 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 7
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
62.0.244. 1 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
46. 19. 85. 32 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
77.127.220.86 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence monitor |6
62.0.219. 129 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 6
192. 114. 91. 245 | srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
81.218. 241. 25 | srael 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SYN drop 6
212.150. 82. 215 |Israel 147.237.77. 243 |rbit e i1 |7 €AM NG Engine: TCP Invalid - invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
37.26.147.222  |israel 147.237.77. 243 |moti 1 e ior. iy | @M NG Bngine: TQP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
77.127.201.99  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
192.114.91. 245 |Israel 147. 237. 77. 216 |dover . i df .1 Bad TCP sequence mﬁ?fsrc‘;;a”smt wth different | onitor [
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 32 I srael 147.237.76.31 |nakchal.idf.il  [Bad TCP sequence Inval i d ACK nunber alert 6
77.127.201.99 [Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
176.13.3.91 I srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber monitor |6
2.54.135.3 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 223 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
62.0.208. 1 | srael 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 5
46. 19. 85. 32 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence I'nvalid ACK nunber alert 5
85. 64. 82. 209 I srael 147.237.72.166 |aka.i df .i | Bl ock HTTP Non Gonpl i ant Fail ed to hand e connection data  |nonitor 5
46. 19. 85. 32 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
62.219.151. 27 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nvalid ACK nunber alert 5
80. 246. 130. 234 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
62.219.151.27 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber noni t or 5




01-11-2016-12:04:02 to 01-11-2016-13:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
217.147.86.87 |United Kingdom |147.237.76. 147 [chi nuch. aka. i df . i|D stributed Too My of the Sane Response Code (404) Bl ock 939
85.214.11.209 [Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 887
176.10. 99. 205  |Saitzerl and 147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 833
185. 65. 135. 227 [Sweden 147. 237.76. 147 |chi nuch. aka. i df . i[D stributed Too Many of the Sane Response Code (404) Bl ock 644
197. 231. 221. 211|Li beria 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 279
199. 87. 154. 251 |Canada 147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 210
46. 19. 85. 163 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 193
46. 19. 85. 163 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 189
176. 13. 6. 220 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 48
109. 253. 198. 2481 srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 15
46. 19. 86. 167 | sr ael 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 19. 86. 167 B ock 12
188. 143. 232. 21 :3::;’} on 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 188.143. 232. 21 Bl ock 4
209. 88.173. 130 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/$$$87287$$$ B ock 4
109. 253. 211. 195]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
85. 64. 82. 209 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 85. 64. 82. 209 Bl ock 3
95. 35. 83. 63 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 82 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.45. 26 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 67. 226. 243 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
185. 120. 126. 115 147.237.77. 216 |dover.idf . il Mitiple Il1legal Byte Code Character in Method from185.120. 126. 115 |B ock 2
2.54.53. 14 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 47 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 2
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 192. 243, 55, 137 B ock 2
72.9.148.10  |Uited Sates  [147.237.76.86 |navy.idf. il m“;gs;' e e/ navy. aspx. asp Bl ock 2
66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 66. 25 B ock 2
2.54.5.85 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 193. 215|I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 2
185. 120. 126. 115 147.237.77. 216 |dover . i df . i | Mitiple Illegal Byte Qode Character in URL from 185, 120. 126. 115 B ock 2
100.67.157.34  |israel 147. 237.72. 166 |aka. i df . i | m";&‘: : deE_J?I ?’ﬁ;{‘s,‘jhgfxeff‘:u“_aspx Bl ock 2
77.125.79.184 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
185. 120. 126. 115 147.237.77. 216 |dover.idf . il Mil ti pl e Unknown HTTP Request Met hod from 185. 120. 126. 115 B ock 2
5.29.178. 252 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 2
82.80.198.164 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il/mai n/ sachar/ undefi ned Bl ock 1
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover. i df .i | D stri uted gg‘;_t;gggg?geﬁvﬁ‘fzspzn Bl ock 1
46. 19. 86. 173 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 85. 25 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.183.17.245 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
185. 120. 126. 115 147.237.77.216|dover. i df .i | Unhknown HTTP Request Method A¢A»[[#31]]1AcA» in URL Bl ock 1
5.102. 254.140 I srael 147.237.77. 234 |hal ag.i df . i | ﬂ?ftzg;’_”?fgmﬁmpgg:/fh;z &bl et L. g f Bl ock 1
107.178.194.83 |hited Sates  [147. 237. 77. 216 |dover . i df . | e 1) 1155, 2461 el dover. aume B ock 1
66.249. 78. 254  |Israel 147.237.72. 166 |aka. i df . i | Unhknown Paraneter tmin w aka. idf.il/main/giyus/ None 1
176. 13. 0. 235 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
62.219.232.54 I srael 147.237.77. 176 [nat pash. i df . T mux:;vuégggtl .Zied(i .Lij?;tpecnijle:etsfshar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
132. 70. 66. 12 I srael 147.237.77. 216 |dover.idf .il SSL Wntraceabl e Connection - Qpen Mde None 1
212.25.67.206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
80. 246. 136. 113 |l srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/sachar/index Bl ock 1
194. 90. 15. 61 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
109. 253. 146. 137|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
79.176.43.252 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
185. 120. 126. 115 147.237.77. 216 |dover.idf .il Illegal Byte Gode Character in URL B ock 1
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