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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3069
168. 235. 197. 216 Lhited Sates 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i forward 198
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - reset 113
82. 145, 216. 242 Eur ope 147. 237.76. 86 navy. i df . il Bl ock | p Véb In drop 5
115. 239. 228. 10 Chi na 147.237.76. 30 hi nush. i df .i | JLM Under Attack Con Htp drop 2
23.95.248. 111 Lhited Sates 147.237.76. 38 eengitav.idf.il Bl ock_Ulp All _Nets drop 1
107. 150. 55. 212 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
142.54. 160. 213 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
23.95.248.111 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |Bock Wdp All Nets dr op 1
107. 150. 55. 212 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
107. 150. 60. 75 Lhited Sates 147. 237. 72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

5. 39. 222. 253 147.237.0. 16 Net her | ands ny- kosher-kravi .i df.il ET SCAN NVAP -sS w ndow 1024 1
107. 167.117. 17 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 204. 69 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
61. 243. 39. 246 147.237.77. 243 Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
61.243. 39. 246 147.237.77. 212 Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
61.243. 39. 246 147.237.77.19 Chi na | awforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
195. 244, 23. 42 147.237. 72. 167 I srael i shurimaka.idf.il ET SCAN NVAP -sA (2) 1
59. 45. 79. 117 147. 237. 0. 200 Chi na nau. i df il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147. 237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
109. 253. 156. 99 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 168. 133. 63 147. 237.77. 227 Lhited Sates e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
79.178. 67. 174 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
61. 243. 39. 246 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
61. 243. 39. 246 147. 237.77. 176 Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 34 Chi na yohal an. i df . il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
46.19. 86. 71 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 234 147.237.76. 34 yohal an. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35

107.167.117. 17 |Wnited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 26

79.177.208. 137 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 26

46. 19. 86. 208 I srael 147.237.77. 243 |nobi | e.idf . i | Bad TCP sequence Invalid ACK nunber noni t or 18

185. 6. 64. 114 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 17

46.19. 86. 133 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 15

185. 6. 64. 114 I srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 13
Sreaning Engine: TCP Invalid i i ssi

85.65.230.35  |Israel 147.237.72. 167 |i shuri maka. i of . 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

46.19.86.133  |Israel 147.237.72. 167 i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 253. 200. 1431 sr ael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.

62. 0. 200. 125 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 11

80.179. 125. 162 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10

31.168.96.254 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 10

46. 19. 85. 49 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 10

81.218.241.25 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 10

46. 19. 85. 150 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 10

185.32.179. 71 |Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

185. 3. 144. 11 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

82.166.53.161 |[lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or
Sreanming Engine: TQP Invalid i i ssi

109. 64.103.18 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.

2.54.156. 198 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TGP Invalid i i ssi

109. 253. 211. 156|1 srael 147.237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmission. drop 8
Ret r ansni ssi on Packet dropped.

2.52.48.157 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

46. 19. 86. 121 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

109. 67. 123. 217 |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 220 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i sSi

46.19.86.208  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 136 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or

41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or
Sreaning Engine: TGP Invalid i i ssi

80. 246.136.42 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 220 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i sSi

82. 81. 40. 10 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.54.180. 53 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

81.218.156.87 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 136 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi

185.3.144.11 [ srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

46.19.86.238  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

212.76.127.10 [Israel 147.237.77. 176 |natpash.idf.il  |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor

46.19. 85. 136 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

40.77.167.62  |wited Sates |147.237.76.200|eitan aka idf. il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

212.76.127.44  |lIsrael 147.237.77. 176 |matpash.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data noni t or

46. 19. 85. 136 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert
Sreaming Engine: TGP Invalid i i ssi

62.219.99.130 |Israel 147. 237.77. 243 |nobile. i of . | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

2.54.156. 198 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5

2.54.156. 198 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5

46. 19. 86. 164 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 86. 54 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5

2.54.156. 198 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5

46. 19. 85. 201 I srael 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Invalid ACK nunber alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
46. 19. 85. 81 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 143
46.19. 85. 81 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 135
46. 19. 86. 130 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 135
46. 19. 86. 130 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 104
46.19.86.5 | srael 147.237.0.34 |tikshuv.idf.il Zg?l':‘%o; the Sane Response Code (404) in Session from Bl ock 101
2.54.157. 88 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 92
2.54.23.8 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 52
109. 253. 143. 179 sr ael 147.237.0.19 |nadimatal .idf.i Ig;_'\g”g_ ﬂgt_ T;gs"""e Response Code (404) in Session from Bl ock 45
109. 253. 143. 179|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 44
37.26.147.242 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 40
37.26.147.242 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 14
46. 19. 85. 149 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 8
46.19. 85. 35 I srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 19. 85. 35 B ock 6
2.54.43.122 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
213.57.46.214  |Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw idf.il/894-he B ock 4
5.22.129.113 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for www aka. i df.il/ B ock 4
109. 253. 211. 156|I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
5.22.131.65 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
2.54.180. 53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.121.26.87  |israel 147.237. 72. 166 |aka. i df . i | m;&:ftdff’iw;”;f;r;rgi;ﬁ‘egcfss on Bl ock 3
2.54.63.57 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 200. 143]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
77.126. 62. 30 I srael 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod HEAD for aka.idf.il/nai n/giyus/ general . aspx B ock 3
185.32.179.22 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 185 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 201. 66 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
2.54.34.53 I srael 147.237.0.19 |nadimatal .idf.i nma;”:nhaotr‘,;lz_??jfﬁ/ :ﬁ:re:;;jgxl pdt emakat Gaunt 1y, aspx Bl ock 2
46.19. 86. 110 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
62.219.99.130 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 2
192. 243.55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tiple Uhauthorized URL Access from 192. 243. 55, 129 B ock 2
46.117. 160. 188 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
212.76.107. 242 |lsrael 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 212.76. 107. 242 B ock 2
109. 253. 193. 215|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 218. 175]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
149. 78. 81. 27 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46.19. 85. 35 | srael 147.237.77. 243 |nobi l e. i df . i | mt‘;ﬂt : cl’rc;fzﬁ’ /t’;egpgrcﬁzmztes” <t ohi | ddocument <) 1432 Bl ock 2
66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from 66.249. 66. 25 Bl ock 2
2.54.136. 224 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
87.68.156.239 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wawn aka.idf.il/gius B ock 2
192.115.248.2 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il /v tikshuv.idf.il B ock 2
81.218.56.171 |[lsrael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/inages/ 1. he/titlecap. png B ock 1
149. 78. 161. 202 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . il/1779- he/ dover . aspx Bl ock 1
212.150. 66. 161 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 212. 150. 66. 161 Bl ock 1
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp B ock 1
95. 86. 117. 66 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
66. 249. 66. 28 I srael 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to waw i df.il/aman B ock 1
46. 19. 86. 254 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
176.13. 13. 83 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
84.228.79.91 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df . il/nai n/ sacher B ock 1
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