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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3254
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 200
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-Q i dest - reset 93
198.7.62. 114 Lhited Sates 147. 237.76. 201 e atal.idf.il Block Udp Al Nets drop 1
107. 150. 60. 242 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
198.7.62.114 Lhited Sates 147. 237. 76. 202 e halag.idf.il ock Wp Al _Nets drop 1
142. 54. 160. 211 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
197. 157. 244, 243 Sonal i a 147.237.76. 44 e.refuah.idf.il JLM Purpl e Gon Limt_Tcp drop 1
89.248.174. 4 Net her | ands 147.237. 76. 38 eeneitav.idf.il B ock Np Al Net dr op 1
208. 67. 1. 50 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Bock Np Al _Net dr op 1
142.54. 160. 212 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1
198.7.62.114 Lhited Sates 147.237. 76. 86 navy.idf.il ock Wp Al _Nets drop 1
107. 150. 55. 212 Lhited Sates 147.237.72. 156 aman.idf.il bl ock-sp-traf 1 drop 1




01-11-2016-09:04:07 to 01-11-2016-10:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess

185. 130. 5. 235 147.237.76.30 |hinush.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
185. 130. 5. 235 147.237.76.39 |nobi | e. nei tav.idf.il|20086: HITP. Mi ebl ackcat Security Scanner B ock 5
23.99.61.32 Lhited Sates 147.237.77.216 |dover.idf.il 20086: HITP. Mii ebl ackcat Security Scanner Bl ock 5
185. 130. 5. 235 147.237.76.42 |[refuah.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
185. 130. 5. 235 147.237.72.156 |anan.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.76.39 |nobil e. nei tav. i df.il|20085 HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
23.99. 61. 32 Lhited Sates 147.237.77.216 |dover.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.72.166 |aka.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.72.167 |ishurimaka.idf.il 20085 HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
185. 130. 5. 235 147.237.76.42 |[refuah.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.0.15 kosher-kravi.idf.il [20085. HITP. Mi ebl ackcat Security Scanner Initia Request B ock 1
185. 130. 5. 235 147.237.76.30 |hinush.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock 1
185. 130. 5. 235 147.237.0.19 [nadimatal .idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
23.99. 61. 32 147.237.77.216|Whited Sates |dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
185.130. 5. 235  [147.237.72. 167 i shuri maka.idf.il ET WEB SFRVER Mii ebl ackcat scanner 1
185.130.5.235 [147.237.0.19 madi matal .idf.il ET WEB SERVER Mii ebl ackcat scanner 1
185.130.5.234 [147.237.77.216 dover.idf.il ET SCAN Potential SSH Scan 1
179.124. 45. 195 |147.237.72. 156 |Brazil aman. i df il ET SCAN Potential SSH Scan 1
109. 253. 215. 231(147. 237. 72. 166 |I srael aka. idf.il portscan: TCP D stributed Portscan 1
84.228.100. 177 |147.237.72. 166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
212.179. 155. 129147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
62.0.34.93 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185.130. 5. 235  |147.237.76. 42 refuah.idf.il ET WEB _SERVER Mii ebl ackcat scanner 1
46.116. 168. 240 (147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
185.130.5. 235  [147.237.76. 30 hi nush. i df il ET WEB SERVER Mii ebl ackcat scanner 1
185.130. 5. 235 |147.237.72. 156 anan. i df . i | ET WEB _SERVER Mii ebl ackcat scanner 1
185.130. 5. 234  |147.237.77.235 svivaidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 234  [147.237.76. 199 e. nakchal .idf .il ET SCAN Potential SSH Scan 1
179.124. 45.195 |147.237.0.16 |Razil ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76.86 |Netherlands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
217.132.155. 76 |147.237.72.166 |Israel aka. idf.il portscan: TCP D stributed Portscan 1
66.249.78.172  |147.237.72.166 | ted Sates |akaidf.il SERVER APACHE Apache nod_ss| non-SSL. connection to SS. port |,

deni al of service attenpt
60,187 47229 147 237 76.31 |cni na nakehal i df i ET SCAN Behavi oral Unhusual 'y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.130. 5. 235  |147.237.76. 39 nobi le.neitav.idf.il |ET WEB _SERVER Mii ebl ackcat scanner 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
46. 19. 85. 68 I sr ael 147. 237. 72. 166 |aka. i df . | Bad TCP sequence I'nval i d ACK nunber noni t or 92
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 85. 68 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
46.210. 225.66 | srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 15
Ret ransni ssi on Packet dr opped.
149. 88. 132. 247 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
5.102.254.203 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
79.176.5.107  |israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid  invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dr opped.
149,50, 103. 230 |United Sates [147. 237. 72. 167 | shurimaka it [ | 21 NG Engine: TCP Invalid invalid segnent retransmssi on. drop 8
Ret ransni ssi on Packet dr opped.
109. 253. 150. 1161 srael 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 8
Ret ransmi ssi on Packet dr opped.
5.22.129. 180 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46.19. 86. 181 I sr ael 147.237.72. 167 |i shurimaka.i of .i [Bad TCP sequence I'nval i d ACK nunber noni t or 8
81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
46. 19. 85. 45 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 145 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SWN drop 7
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 7
89.187.221. 10 Lebanon 147.237.76.30 |[hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
80.246.137.89 | srael 147, 237. 72. 167 [i shuri maka i o || €M NG Egine: TCP Invalid  invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.
79.177.208. 137 |israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19. 85. 45 I'srael 147.237.76.42 |refwehicr.in | SAMNg Engine: TP Invalid  invalid segnent retransnissi on dr op 6
Ret ransni ssi on Packet dr opped.
66.249.81.175 |lhited Sates |147.237.77.233|ata .idf.il drop First packet isn't SYN drop 6
84.228.32.208 |israel 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
37.26.147.141 |israel 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
79.180.223.29 | srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 145 | srael 147.237.72. 167 |i shurimaka.idf .i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
87.69.154.130 |Israel 147. 237. 72. 166 |aka. i df . | Bad TCP sequence I'nval i d ACK nunber noni t or 6
79.179.121. 233 |israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 50 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.86.145 |Israel 147.237.72.167|i shurimaka. i df .i|Bad TCP sequence VSUYEZﬁ?V(SrCZtI rea”sm't wehdifferent 1 onitor |6
46. 19. 85. 95 I srael 147.237.0.34 |tikshwv.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 6
79.179.126.77 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 85. 45 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber alert 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
37.46. 39. 215 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 86. 177 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 86. 106 I sr ael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 86. 145 I sr ael 147.237. 72. 167 |i shurimaka.i of .1 [SYN At t ack SYN -> SYN-ACK -> Ti meout alert 4
66.249.93.192 [Israel 147.237.76.202|e.hal ag.idf.il  |Geo-| ocati on enfor cenent Geo-l ocati on inbound enf orcenent |drop 4
46. 19. 86. 44 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
54.244.22.103 |Wwited Sates |147.237.77. 176 |natpash.icf.il  |drop First packet isn't SWN drop 4
46. 19. 85. 10 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
66.249.81.198 |lWhited Sates [147.237.76.86 |navy.idf.il Drectory Traversal directory traversal overflow noni t or 4
46.19. 86. 119 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
84.228.252.55 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
109.65.147.1  [Israel 147. 237.72. 166 |aka. i df . i1 Streamng Engine: TCP Invalid  imalid segrent retransmassi on. drop 3
Ret ransni ssi on Packet dr opped.
37.26.148.252 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
46.210.226.11 |Israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
87.68.34.134 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
2.54.32.208 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 143. 179|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 74
2.54.43.122 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 63
46. 19. 85. 68 I stael 147.237.72. 166 |aka. i df . i | Zg?l'ifg)g_(ggthe Sane Response (bde (404) in Session from Bl ock 53
46. 19. 85. 204 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 42
109. 253. 143. 1791 srael 147.237.0.19 |nadimatal .idf.i Igg_'\;;n%'_ ﬂlgt_ qigsa"e Response Code (404) in Session from Bl ock 27
46. 19. 85. 70 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
37.26.147.177 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 37.26. 147. 177 B ock 18
80. 246. 137. 146 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 8
46. 19. 85. 67 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
80. 246.136.28 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
66. 249. 66. 25 I srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 5
192. 243.55. 136 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 192. 243. 55. 136 B ock 4
46.116. 195. 214 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.148.170 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tiple Wauthorized URL Access from 192. 243. 55. 138 B ock 3
46. 19. 85. 197 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.147.141 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 147. 49 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
82.80. 196. 44 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 2
62.0.54. 2 I stael 147.237.77.74 |lawidf.il mult Zsuri'gf_di Iﬁor:;e;sc;roe/ doc. nur/ doc._mur . asp Bl ock 2
192. 243.55. 132 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut horized URL Access from 192. 243. 55. 132 B ock 2
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp Bl ock 2
176.13.13. 17 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
109. 253. 198. 160]|I srael 147.237.77.243|nobi | e. i df . i | Unhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 2
66. 249. 66. 28 I srael 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut horized URL Access from 66.249. 66. 28 Bl ock 2
37.26.146.253 |[Israel 147.237.77.216|dover . i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 85. 200 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 254 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
185. 24. 207.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
46.19. 85. 146 I srael 147.237.77.216|dover.i df .i | Mal for med URL B ock 1
109. 253. 207. 1801 srael 147.237.77. 234 |hal ag. i df . | ?4? rzlst;u;‘;dzéﬂiTtn:Z:;iia%/ﬁﬁs; 1‘_’% . Bl ock 1
70.39.157.198 |Wited Sates [147.237.72.166|aka.idf.il Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
217.194. 207. 227l srael 147.237.77. 216 |dover . i df . i | D stributed Whaut hori zed URL Access on vwwyidf.il/https:/wanidf.il/ B ock 1
199.16. 156. 125 |Wnited Sates  |147.237.77. 216 |dover. i df . i | mmmfv“f gfo_riilzli‘? pﬁofcangfi Itgsmsi 162200/ 13022, | pg Bl ock 1
37.26.148.157 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
109. 64. 55. 123 |l srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 66. 31 I srael 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 66. 249. 66. 31 Bl ock 1
62.0.41.2 I srael 147.237.77. 176 [nat pash. i df . i | \?y;\tt L:)g:\: elddeh ﬁu; thgrrr;)lza(ftdesl}l:sth;f :(?/Suss:rncont rol s/ pr onot i oncube/ Bl ock !
102. 243,55, 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | m“;?;ri' dzfe_’?”ﬁi B o ¢ aspPcat] 42817 Bl ock 1
5.231.208.97  |Germany 147.237.77. 216 dover i df .i| [\ 15 Above Foot Brectory s/ query | query- 14,2, min | s Bock |1
84.108. 35. 43 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1
2.52.46. 255 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.183.138.110 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
157. 55. 39. 47 Lhited Sates [147.237.77.176 |nat pash. i df . il |Wauthorized UR. Access to ww cogat.idf.il/sip_storage/ Bl ock 1
66.249.78.172 | srael 147. 237.72. 166 |aka. i df . i | (Si‘sgtor;j\iag_legpfecﬂ“fg Protocol violation None 1
Paraneter Type Mol ation
212.179.21.194 |[Israel 147.237.77.216|dover . i df . i | ct | 00$Cont ent A acekbl der 1$ucArti cl eLobbyCont rol $txt Search in B ock 1
wan i df . i | /1283- en/ dover . aspx
37.26.147.141 |[israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock 1
95. 108. 158. 146 :Zg::t”i on 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/nazi B ock 1
2.54.141. 68 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
185.32.179.39 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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