01-11-2016-06:04:08 to 01-11-2016-07:04:08

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il

Daily Report

|Top Targets |
1, 600"
1, 2004 M dover.idf.il
M aka.idf.il
-,~ M madi matal .idf.il
800 M navy.idf.il
Number M atal.idf.il
thcks 4007 M lawidf.il
I nobi | e. nei tav.idf.i
M ishurimaka.idf.il
aman.idf.il
Meitan.aka. idf.il

Top Tar get

[Top Attackers |

M 167. 114. 156. 16

112. 198. 75. 140
I 41.33.231.90

61. 147. 125. 182
B 109. 253. 145. 252
M 179. 218. 248. 133
[ 112. 198. 75. 202
W 41. 33.232.66

212. 143. 142. 56
R K R R B 5.29.102. 80

Nunber
(6]
At acks

Top Attackers



01-11-2016-06:04:08 to 01-11-2016-07:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3371

66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn |drop 729

146. 185. 239. 100 Russi an Federation 147.237.76. 39 nobi | e. nei tav. i df.il|bl ock-sp-trafl drop 1
23.95.248. 111 Lhited Sates 147. 237.76. 31 nakchal . i df il Bl ock Udp All Nets drop 1
23.95.248. 111 Lhited Sates 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
87.242.112.35 Russi an Federation 147.237.77. 233 atal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 1
207. 46. 13. 75 Lhited Sates 147.237.77. 216 dover.idf.il |@76. HITP. Access to - action=... (General) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
112.198. 75. 140 |Fnili ppi nes 147.237.72. 166 |aka. i df . i Bad TOP sequence mdroitvr:éznlt wth different nonitor |17
112.198. 75. 202 |Philippines 147.237.72. 166 |aka. i df . il dr op SAMrul e drop
41.33.232.66 Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
199.30.24.80  |Wited Sates 147, 237, 76. 200 |ei ten aka iof. i1 |2 " E2M ng Er?gl ne: TCP Invalid finvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
179. 218. 248. 133|Brazi 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 4
46. 19. 85. 239 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid AGK nunber noni t or 4
179. 218. 248. 133|Rrazi 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACGK nunber noni t or 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
5. 29. 102. 80 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 3
117.194. 155. 46 |India 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
62.219. 198. 6 I srael 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
5.29.102. 80 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber aert 2
185. 3. 147.130 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 2
179. 218. 248. 133|Brazil 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
178.62.162. 228 |United Kingdom|147.237.77.74 |lawidf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor 2
208.115.111. 73 |lhited Sates  |147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
66.249.64.163 |Wnited Sates |147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Invalid  |invalid segnent retransmssion drop 2
Ret r ansni ssi on Packet dropped.
184.105.139. 94 |lhited Sates |147.237.76.44 |erefuah.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
5.29.102. 80 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 1
208.115.111. 73 |lLhited Sates  [147.237.77.216|dover.idf.il drop SAMrule drop 1
46. 19. 86. 159 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 1
184. 105. 247. 231|hited Sates  [147.237.0.33 [idf.il drop drop 1
37.26.147.150 |Israel 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST alert 1
179. 218. 248. 133|Rrazi 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 1
158. 255. 6. 220 gs::;”ion 147.237.77.212|e.dover.idf.il  |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
216.218.206.84 |lhited Sates |147.237.76.201 (e atal.idf.il Geo- | ocat i on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 1
76.107. 33. 15 Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
184.105.139. 95 |[lhited Sates  [147.237.77.205|prisha idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
178. 62. 2. 87 Wiited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 1
208.115.113.84 |lLhited Sates  [147.237.77.74 |lawidf.il drop SAMrule drop 1
46. 19. 86. 159 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
37.26.147.150 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.52.14. 236 I 'srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber alert 1
158. 255. 6. 220 :ZZ::FI on 147.237. 77. 227 |e. hanaz. i df .i | Geo- 1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
216.218.206.90 |lhited Sates 147.237.8.24 |e.lifestyle.idf.i|Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
99. 238. 223. 6 Canada 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 94 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 139. 116|Uhited Sates  |147.237.77.227|e.hamaz.idf.il  [Geo-| ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |[dr op 1
46.116.145. 161 | srael 147. 237. 72. 166 |aka. i f . Bad TCP sequence mﬁsg reansnit wthditterent | onitor |1
185. 32.179. 186 |l srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
37.142.219. 197 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 1
184.105.139.79 |Lhited Sates |147.237.0.35 |akavs.idf.il dr op drop 1
2.52.14.236 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 1
158. 255. 6. 220 :32::1”' on 147.237.77. 243 |mobi le.idf il drop SAMrul e drop 1
109. 65. 148. 146 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.94 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 145. 252|I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 18
61.147.125.182 |China 147.237.77.216|dover . i df . i Ml tiple Admin Bl ocking from 61. 147. 125, 182 B ock
61.147.125.182 [China 147.237.77.216|dover.idf.il Ml tipl e Uhaut horized URL Access from 61. 147. 125, 182 B ock
109. 253. 139. 48 |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | mué:;;t'lzif;tﬁsfg_c;s;;gz/ﬁ | sl O si 2622000 3410, pi sr Bock |3
192.243.55.129 |Dominica [147.237.72.166|aka.idf.il Mil tipl e Unhaut horized URL Access from 192. 243, 55. 129 B ock 3
79.177.238.26 |lIsrael 147.237.0.19 |nadimatal .idf.il |Suspicious Response Code B ock 3
37.26.148.181 |[Israel 147.237.0.19 |[nmadimatal .idf.il |DOstributed Suspicious Response Code B ock 3
112.198. 75. 140 |Philippines |147.237.72. 166 |aka. i df .il Mitiple I11egal Byte Gode Character in Header Nane from112.198.75.140 |B ock 2
208.184.112.74 | "1 1147, 237.77. 216|dover . i df . i | D stri utec 1?;;}2;’;2:??\6%\/2‘;‘?2353'0;” Bock [2
112.198. 75. 140 |Philippines |147.237.72. 166 |aka. i df .il Mil tipl e Unknown HTTP Request Method from 112. 198. 75. 140 B ock
112.198. 75. 140 |Philippines [147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Method from112. 198. 75. 140 B ock
107.178. 10487 |11 147, 237.77. 216|dover . i df . i | D stri utec ll‘f;;_t;g;gfﬂe%vi‘fz?p;” Bock  [2
112.198. 75. 140 |Philippines |147.237.72. 166 |aka. i df .il Mil tiple Abnormal |y Long Request from 112.198. 75. 140 B ock 2
204.13.200.200 |11 1147, 237.77. 216|dover . i df . i | D stri utec 1?;;}2§g;§?ﬂe%v§?isp£” Bock [2
66. 249. 66. 25 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 66. 25 B ock
112.198. 75. 140 |Philippines [147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 112. 198. 75. 140 B ock
107.178. 10487 |11 147, 237.77. 216|dover . i df . i | D stri utec ll‘f;;_t;géisg?ﬂe%vi‘f?sp;” Bock |2
61.147.125.182 [China 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wau i df . il/ewebeditor/admin/adnin_| ogin. asp |B ock 1

Illegal Byte Qode Character in Header Nane LAHA ~A[[#3]] AR [[#3]] At

A A—A PKngA?YAec] AZA[ [ #4]]1 ATAfQ AE) A, A—A° [ [ #25] ] 9@

A [ #17]] AsA™BATnAL pAYOA%AZAaAAA [ #2] 1 ZA T40AE
112. 198. 75. 140 |Philippines |147.237.72. 166 |aka. i df . il RoX Ae[[#12]] gt A>A2A ; o Bl ock 1

R AN TL[[#20] ] <AuA] [#23]] 2V [#0] ] [ [ #25]] A"A A?AuA. ..

By' M [ [#14]] AtAT[#8] ] UA] D Fl AcAzn>#t A'A™, 2A KAtAZ

AA[#21] | A [#1] ] [[#8] 1 [ [#3]] ASUBce[ [#5]] A A8
77.125.5. 49 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/mai n/ hone/ gi yua. aspx Bl ock 1
66. 249. 66. 28 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/ vi ew i ny. asp B ock 1
112.198. 75. 140 |Philippines |147.237.72. 166 |aka. i df .il Mil tiple NILL Character in Header Nane from 112, 198. 75. 140 B ock 1
112.198. 75. 140 |Philippines [147.237.72. 166 |aka. i df . i | Mal f or ned HTTP Header Line 18 B ock 1
40.77.167. 43 ;ﬂ;ttee: 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to ww ti kshuv.idf.il/sites/hoshen B ock 1

Unknown HTTP Request Method Z}S- A?ABA«Q/RiA- QﬂA-gt;E?rgAa;A, AZ

Av2 A%.AC] [ #6]] A [ [ #30]] A° AA"Az7MAYa+i ATA?ZAYpAr A AY{ A° _A...
112. 198. 75. 140 |Philippines |147.237.72. 166 |aka. i df . il RoA. Af[[#6]] A AKA [[#15]] QR AsTcACcEV>A-DIA-A Bl ock 1

M- A 1A [[#5] ] A [[#24]]1[ [ #27]] nA'SA'AEYA?[ AcA«A\ _AGA-A'A? Ace

<Af[ [#2]] A?
66.249.78.97  |israel 147. 237.72. 166 |aka. i df . i | i;t rzgl;lftg.' 1;26/‘“;‘:?;; gziefu:/%exfif.saggx Bock |1
62.210.254.52 |France 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp; w in ww aka.idf.il/main/giyus/ capt cha. ashx None 1
112.198. 75. 140 |Philippines [147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Code Character in Header Val ue from112.198.75.140 |B ock 1
5. 144. 55. 246 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
112.198. 75. 140 |Philippines |147.237.72. 166 |aka. i df .il I1l1egal Byte (de Character in Header Val ue B ock 1
77.127.158.82 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 66. 37 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77.216/ 1133- he/ i df gdover . aspx B ock 1
112.198. 75. 140 |Philippines |147.237.72. 166 |aka. i df .il Mal for med URL B ock 1
61. 147.125. 182 |China 147.237.77. 216 |dover.idf . il Adm n Bl ocki ng B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
66. 249. 64. 139 I srael 147.237.77. 234 hal ag. idf.il vmult:gci)rsltizig. ;IF:I_ .?Cd(f:.eislslttgnpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
31.168.226.132 |[Israel 147.237.72. 166 [aka. i df . i | Uhknown Parameter y in ww aka.idf.il/main/sachar/ payslips. aspx None 1

Illegal Byte Code Character in Method Aéi A:?BA<§8A<,§- é\—!ﬁSQ#%I' #AQEA, Az

Av2 A%AC] [ #6] 1 A [ [ #30] ] Ao AA"AZTMAYa+ A'A?ZAYpAr A" A¥{ A° _A...
112.198. 75. 140 |Philippines |147.237.72. 166 |aka. i df .i | AoA. AL [#6]] A AKA'[[#15]] QR AsTcACEV>A-DIA-A B ock 1

M- A 1A [ [#5] ] A [[#24] ][ [#27] ] nA'SA'AEYA?[ AcA«A\ _ABA-A'A? Ace

<Af[ [#2]] A2
216. 218. 206. 67 g‘ialtee: 147.237.76. 39 lrmbl le.neitav. idf.i Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
112.198. 75. 140 |Phili ppines |147. 237. 72. 166 |aka. i df . i | /N,;‘BLAF]:aZr;"%ie/{_fr?ﬁ;?%ejA[\ff@g Ag};gﬁ)ﬁ?gg;%,ﬁlﬂ]g[[#2] 1% lgo |
66. 249. 66. 39 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to waw refua. atal.idf.il/894-he B ock 1
112.198. 75. 140 |Philippines |147.237.72. 166 |aka. i df . il Ml tiple Abnornal |y Long Header Line from 112,198, 75. 140 B ock 1
112.198. 75. 140 |Philippines |147.237.72. 166 |aka. i df .il Abnormal |y Long Header Line request header nane B ock 1
192.243.55.129 |Dominica |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/english/history/history/stm B ock 1
68. 180. 228. 112 ;h;:ee: 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
66.249. 66.25  |Israel 147. 237. 77. 216 |dover . i df . i | e'\;‘él.tzig'eegf"zgwmhlw fui dth Lhi code Encoding on UR/Paraneter(+) - from g o )
112. 198. 75. 140 |Philippines |147.237.72. 166 |aka. i df . il Ml tipl e Mal fornmed HTTP Header Line from 112.198. 75. 140 B ock 1
112.198. 75. 140 |Philippi nes |147. 237. 72. 166 |aka. i df . i | ;Iﬁi??l#z%t]%@;ﬁigﬁﬁcg;ﬁg[ [L?Izﬁ L’Zi]g (fél[[fg(fﬁf[hﬂ;g; - Bock |1
37.26.147.165 |[Israel 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Connection - sigal gs DoS Attack None 1
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