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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3286
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCG- Tool - Swi t chbl adG dest - r eset 3026
188.138.17. 120 France 147.237. 76. 31 nakchal .idf.il B ock Wp Al Nets drop 1
123.151. 42. 61 Chi na 147. 237. 76. 30 hi nush. i df . i | Block Udp All Nets Con Limt drop 1
185. 130. 5. 228 147.237.76. 34 yohalan.idf.il [Block Np Al Net drop 1
162. 242. 218. 58 Lhited Sates 147.237.76. 176 test.ncore.idf.il|[Block Np Al Net drop 1
185. 130. 5. 228 147. 237. 76. 199 e.nakchal .idf.il [Block Np Al Net drop 1
23.95.248. 111 Lhited Sates 147.237.76. 198 e.yohal an.idf.il |B ock_Wp Al _Nets dr op 1
188.138.17. 120 France 147.237. 76. 30 hi nush. i df .i | Bl ock Wp Al Nets drop 1
185. 130. 5. 228 147. 237. 76. 30 hi nush. i df .i | Block Np All Nt drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 79. 6 147.237.77.74 |Wnited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
o ET DO5 Large anmount of TCP ZeroWndow - Possi bl e Nkiller2 DDos

31.154. 253, 217 |[147.237.76.86 |lsrael navy. i df .i 2
attack

66. 249. 66. 25 147.237.77.216|Wnited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2

193. 105. 134. 220|147. 237. 76. 148 [Sweden gacenter. aka. i df .i [ET SCAN NVAP -sS wi ndow 1024 1

187 161, 157. 230|147 237 77. 176 Ivexi co vat vash i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

T T pash.1dl- Potential Scan or Brute Force
37.143.82.50 147.237.76. 199 |Netherlands ~ |e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 2048 1
190. 124. 35. 115 |147.237.8.14 [N caragua e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
R L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port

112. 198. 103. 253|147. 237. 72. 166 |Fhi | i ppi nes aka.idf.il ) . - 1
deni al of service attenpt

37.143.82.50 147. 237. 76. 199 [Net her | ands e.nakchal .idf.il [ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

Ste

Signature

Country

SYWNretransmt wth different

112.198. 75.202 |Pilippines |147.237.72. 166 |aka. idf.il Bad TCP sequence wi ndow scal e noni t or 60
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
112.198. 103. 241|Phi lippines  |147. 237. 72. 166 |aka i df .i Bad TCP sequence vsmdr;tvrsaé‘jit wth different monitor |19
165. 154. 32. 230 |canada 147. 237. 77. 216 |dover i df .i Streamng Engine: TCP Invalid  limvalid segnent retransmission. |, o) 18
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 11
208.115.111. 68 |[Lnited Sates |147.237.77.74 [lawidf.il drop SAMrule drop 10
79.178.62.208 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 [dover. i df i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
199.30.25.127 |Wited Sates |147. 237,76 200 |eitan aka i i1 | Camnd Engine: TCPInvalid  linvalid segnent retransmission. |, o, 4
Ret r ansni ssi on Packet dropped.
112.198.118.56 |Philippines |147.237.72. 166 |aka i df il Bad TCP sequence vsmdr;tvrsaé‘jit wth different monitor |4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
66.249.66. 145 |United Sares [147. 237. 76. 200 |eitan aka ich. i1 | CAM NG Engine: TGP Invalid invalid segnent retransmissi on. drop 2
Ret r ansni ssi on Packet dropped.
208.115.111. 73 |Lnited Sates |147.237.72. 166 |aka.idf.il drop SAMrul e drop 2
66.249.66.153 |United Sares |147. 237, 76. 200 |eitan aka idr il || camng Engine: TP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
208.115.111. 73 [lWited Sates |147.237.76.31 [nakchal .idf.il drop SMAMrul e drop 2
68. 180, 229. 121 |Whited Sates |147. 237, 76. 200 |eitan aka i i1 | SAM NG Engine: TP Invalid limvalid segnent retransmission. |, o) 2
Ret r ansni ssi on Packet dropped.
37.26.147.140 [Israel 147.237.77. 234 |hal ag.i df i | Bad TCP sequence Invalid AGK nunber alert 1
165. 154. 32. 230 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
216.218. 206. 94 |Wnited Sates |147.237.77.235|svivaidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 177|Whited Sates |147.237.76.199|e. nakchal .idf.il Geo- | ocati on enf or cement Geo-1 ocation i nbound enf or cenent |drop 1
104.130.78.65 |[lhited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nenitor |1
169. 229. 3. 91 Lhited Sates [147.237.77.235|sviva.idf.il drop SAMrul e drop 1
66. 87. 69. 1 Lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
169.229.3.91  [lhited Sates |147.237.0.33 |[idf.il drop SAMrul e drop 1
141.212. 122. 183|United Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-| ocat i on inbound enf or cenent |drop 1
208.115.111. 73 |Wnited Sates |147.237.77.216|dover.idf.il drop SAMrul e drop 1
185. 65. 135. 227 [Sweden 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
169. 229. 3. 91 Lhited Sates [147.237.76.202|e. halag.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
74.82.47. 30 Lhited Sates [147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.26.147.140 |[Israel 147.237.77. 234 |hal ag.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218. 206. 120|Whited Sates |147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 177|Wnited Sates [147.237.76.200(eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
109. 163.234.7 |Romani a 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
184.105.139. 75 |Wited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates [147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
141.212.122. 184|lhited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
141.212.122.99 [Wnited Sates [147.237.76. 148 |gqcenter.aka.idf.il [dr op drop 1
193. 90. 12. 87 Nor way 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
74.82.47.34 Lhited Sates [147.237.77.170|maarachot.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates [147.237.77.74 [lawidf.il drop SAMrul e drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 1
141.212.122. 178|lnited Sates [147.237.76.200(eitan. aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 107|United Sates [147.237.8.27 |e.nadimatal.idf.il |{Geo-1 ocati on enf or cenent Geo-| ocat i on inbound enf or cenent |drop 1
169. 229. 3. 91 Lhited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cement Geo-1 ocation inbound enf orcenent |drop 1
5.135.158.101 |Fance 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
162.242. 251. 130|Uited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
216.218.206.80 |[Lnited Sates |147.237.77.243|nobile.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 100|Wited Sates |147.237. 76. 148 |gqcenter. aka. i df . il |dr op drop 1
169. 229. 3. 91 Lhited Sates |147.237.77.205|prisha.idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il|dr op SAMrul e drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Addr ess count ry ‘Target Address |Site Sgnature Action ‘Count
112.198. 75. 202 |Phili ppines [147.237. 72. 166 |aka. i df . i | Distributed Unknown HTTP Request Met hod B ock 7
112.198. 75. 202 |Phili ppines |147. 237. 72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in Mt hod B ock 7
112.198. 75. 202 |Philippines [147. 237. 72. 166 |aka. i df . i | Distributed Ml forned LRL Bl ock 7
112.198.75.202 |Philippines|147.237.72.166|aka.idf.il D stributed Abnornal |y Long Request B ock 6
112.198. 75. 202 |Phili ppines |147. 237. 72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 5
112. 198. 103. 241 |Phi i ppi nes [147. 237. 72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in Mthod Bl ock 5
112.198. 75.202 |Philippines |147.237.72.166|aka.idf.il Dstributed I11egal Byte Gode Character in Header Nane B ock 5
112.198. 75. 202 |Phili ppines |147. 237. 72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in Header \Val ue B ock 5
112. 198. 103. 241 |Phili ppi nes [147. 237. 72. 166 |aka. i df . i | D stributed Unknown HTTP Request Met hod Bl ock 5
112.198. 103. 241 |Phili ppi nes [147. 237. 72. 166 |aka. i df . i | Dstributed Ml forned LR B ock 5
85. 65.183.235 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 85, 65. 183. 235 B ock 4
112.198. 75. 202 |Philippines [147. 237. 72. 166 |aka. i df . i | Dstributed NILL Character in Header Nane Bl ock 4
112.198. 103. 241 |Phil i ppi nes [147. 237. 72. 166 |aka. i df . i | Dstributed Abnornal |y Long Header Line B ock 4
112. 198. 103. 241 |Phi i ppi nes |147. 237. 72. 166 |aka. i df . i | D stributed Aonormal |y Long Request B ock 4
112. 198. 103. 241 |Phi i ppi nes [147. 237. 72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in Header Nane Bl ock 4
112.198. 75. 202 |Phili ppines [147.237. 72. 166 |aka. i df . i | D stributed M forned HITP Header Line B ock 4
179.223.98.89 |mrazil 147.237.77. 216 |dover . i df . i | \;Psrwa??fri |T/yf§32\3ﬂ- gln?t Joc\’/r;r‘ft;sosf@”t ent Al acekbl der 18t xt B | in Bock |4
112. 198. 103. 241 |Phili ppi nes [147. 237. 72. 166 |aka. i df . i | Dstributed Ml formed HTTP Header Line Bl ock 4
112.198. 75.202 |Philippines|147.237.72.166|aka.idf.il Dstributed Aonornal |y Long Header Line B ock 4
66. 249. 66. 25 I srael 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut horized URL Access from 66.249. 66. 25 Bl ock 4
112. 198. 103. 241 |Phili ppi nes [147. 237. 72. 166 |aka. i df . i | Dstributed NULL Character in Header Nane Bl ock 3
112.198. 75. 202 |Phili ppines [147.237. 72. 166 |aka. i df . i | Dstributed Il1egal HITP \ersion B ock 3
112.198. 75. 202 |Philippines [147. 237. 72. 166 |aka. i df . i | Ostributed NILL Character in Method Bl ock 3
112. 198. 103. 241 |Phili ppi nes [147. 237. 72. 166 |aka. i df . i | Dstributed I11egal HITP \ersion Bl ock 3
112.198. 103. 241 |Phili ppi nes [147. 237. 72. 166 |aka. i df . i | Dstributed Il1egal Byte Qe Character in Header Val ue B ock 3
112. 198. 103. 253 Fhi | i ppi nes |147. 237. 72. 166 |aka. i df . i | géfﬁ%ﬁﬁﬁyﬁ@i g:;g_g;g:;:\&) None |3
112.198. 118. 56 |Philippines [147.237. 72. 166 |aka. i df . i | Mil tipl e Abnormal |y Long Header Line from112.198.118.56 B ock 2
112. 198. 103. 241 |Phi i ppi nes |147. 237. 72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 2
112.198.118. 56 |Philippines [147.237. 72. 166 |aka. i df . i | Ml tipl e Unknown HTTP Request Method from 112.198. 118. 56 Bl ock 2
31.13.113.83 Irel and 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
112.198. 75. 202 |Phili ppines |147. 237. 72. 166 |aka. i df . i | Distributed NLL Character in Ul B ock 2
112.198.118. 56 |Philippines [147.237. 72. 166 |aka. i df . i | Mitiple I11egal Byte Code Character in Header Nane from112.198.118.56 |[B ock 2
112.198.118.56 |Philippines|147.237.72.166|aka.idf.il Dstributed |11egal Byte Gode Character in LRL B ock 2
192, 243.55. 134 |Dominica |147.237.72.166|aka.idf.il O stributed Whaut hori zed URL Access on ww aka. i df . i1/ gi yus/ kadat z B ock 2
112.198.118. 56 |Philippines [147. 237. 72. 166 |aka. i df . i | Mil tiple Mal formed URL from 112. 198. 118. 56 Bl ock 2
112.198.118.56 |Philippines|147.237.72.166|aka.idf.il Mitiple Illegal Byte Qode Character in Header Val ue from112. 198.118.56 |B ock 2
112.198.118.56 |Phili ppines |147. 237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Method from 112, 198. 118. 56 B ock 2
112.198. 75. 202 |Fhili ppi nes [147. 237. 72. 166 [aka. i df . i | géﬁ%ﬂ%ﬁfﬁﬂ:ﬁ:@i gﬁﬁ_&%i&&) None |2
112.198.118.56 |Philippines|147.237.72.166|aka.idf.il Illegal Byte Qode Character in Header VAl ue B ock 1
192.243.55.134 |Dominica [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Atack None 1
157. 55. 39. 10 g‘;tt:: 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to waw tikshuv.idf.il/901-8504/ti kshuv. aspx B ock 1

Illegal Byte Qode Character in Query String /\FP[[#ZZJ]A-Aaéé[[#ZO]]s. 4

GAHAuAaR x O [ [#23]] xa[ [#11]] z' x2AZ] [ #21] ] La€® Ayj AzAce

[[#14]] 2850 xxx?A2xa[ [ #6] ] Do x§[ [ #17] ] 7x“x¥x2 x§3A; J[ [ #30] ] j &€
112. 198. 103. 241 |Phi li ppi nes [147. 237. 72. 166 |aka. i df . i | Ol x—x QAL A€?9z ACA2 A€ f AMAE'YAEZFALY 4€ced 2 xY AE Bl ock 1

<h- [[#25] ] [ [#28] ] x?x—a-a€2%2x#{ on e

AA [ #6] ] AuOr Aa[ [ #6] ] A A xcexY(r a€?AYAE[ [ #28] | ASQuAA?auAYae

| Aox P8 AB [ #27] ] [ [#8] ] XY
66.249. 66. 149 | srael 147.237.76. 200 |ei t an. aka. i df . i | muéﬂo;'];ii EJ;L. fffte:rfplta? e/ shar e user cont o s/ header Upper Bock |1
112.198. 118.56 |Phili ppines |147. 237. 72. 166 [aka. i df . i | Mil tiple NILL Character in Method from112.198. 118. 56 B ock 1
192.243.55.136 |Dominica [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 192. 243. 55. 136 B ock 1
46.117.164.60 |lIsrael 147.237.0. 17 m rry-.kosher -kravi I(Izlsigaé{ gsj{qﬁFrE EF;(;O)gIanngszwaQ)gu{%{ uQ1p{lin None 1

dfil m ny- kosher-kravi . i df .i1/aj ax/ cr eat ecapt chai nage. aspx

112.198. 118. 56 |Philippines [147. 237. 72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane Bl ock 1
192.243.55.133 |Dominica [147.237.72.166|aka.idf.il Dstributed Unhaut hori zed URL Access on waw aka. i df . il/gi yus/kadat z Bl ock 1
66.249. 78. 254  |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er anp; doci d in wwe aka.idf.il/nain/giyus/general .aspx |[None 1
112.198. 118.56 |Pnili ppi nes |147. 237. 72. 166 |aka. i df . i | (Sz‘stjjtégc\le,\ﬂgpcﬁ”g%i g’ll_’DK‘T‘zj";’lC&?\'lgtEi)O” None |1
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