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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

|Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - reset 3001
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack forward 2
23.95.248.111 Lhited Sates 147.237. 76. 201 e.atal.idf.il ock Wdp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
185.130.5.234 |147.237.76.31 nakchal . i df il ET SCAN Potential SSH Scan 1
185.130.5.234 [147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
. |SERVER APAGHE Apache nod_ssl non-SSL connection to SSL port
104. 236. 46. 133 |147.237.0. 16 ny-kosher-kravi .idf.il . . - 1
deni al of service attenpt
, _ L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
103.7.12.5 147.237.0. 19 | ndonesi a nadi matal .idf.il . . 1
Potential Scan or Infection
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
49.213.41.229 |147.237.76.31 |india nakchal i df il . 1
Potential Scan or Brute Force
5.39. 222. 196 147.237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
185.130.5.234 |147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
185.130.5.234 |147.237.76. 196 e svivaidf.il ET SCAN Potential SSH Scan 1
185.130.5.234 [147.237.0.33 idf.il ET SCAN Potential SSH Scan 1
168. 62.238. 153 [147.237.8.45 |liited Sates |e.eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 8. 14 [Canada e.orchot.idf.il ET SCAN NVAP -sS w ndow 4096 1
, L SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
66.249. 66. 185 |147.237.72.166|thited Sates |aka idf.il ) . - 1
deni al of service attenpt
5. 39. 222. 253 147.237.0.35 |Netherl ands akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
5. 39, 222. 196 147. 237. 76. 200 |Net her | ands eitan. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185.130.5.234 |147.237. 76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
46. 19. 85. 30 I'sr ael 147. 237, 76. 200 |ei tan akaicf.i1 | €M NG Bngine: TP Invalid  invalid segnent retransnission dr op 57
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19.85.158  |Israel 147. 237, 76. 200 |ei tan akaich.i1 || SAM NG Engine: TCP I nvalid linvlid segnent retransnission drop 24
Ret r ansni ssi on Packet dropped.
62.210. 180. 192 |France 147.237.72. 166 |aka.idf il dr op SAMrul e drop 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 8
112.198.118.64 |milippines |147.237.72. 166 |aka.idf.il drop SAMrule drop 7
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
46.19. 85. 63 I'srael 147. 237.72. 166 |aka. i df .| Sreamng Engine: TCP Invalid — imvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
66.249.66.78  |Wited Sates |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid  finvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
207.46.13.10  [Uited Sates |147.237.72.166 |aka idf.il Streamng Engine: TCP Invalid  fimalid segrent retransnissi on. drop 2
Ret r ansni ssi on Packet dropped.
64.121.82.213 |lLhited Sates [147.237.72.166 |aka idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
66.249.66.61 |Uited Sates [147.237.72.166 |aka idf.il Streamng Engi ne: TGP Ivalid invalid segnent retransnissi on. drop 2
Ret r ansni ssi on Packet dropped.
46. 19. 85. 30 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates [147.237.72.166|aka. idf.il drop SAMrule drop
141.212.122. 184|Wited Sates [147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
203.127.96.218 |Sngapore  |147.237.77.216|dover.idf.il Bad TCP sequence mﬁs';:;ansm wthdifferent | oiior |1
74.82.47.55 Lhited Sates [147.237.8.50 |e.tikshuv.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 1
192.185.4.15  [thited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  [moni tor 1
46.117. 80. 79 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates [147.237.76.197|e hinush.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover . i df . i | drop First packet isn't SWN drop 1
84.109. 192. 147 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
197. 231. 221. 211|Li beria 147.237.77. 216 |dover.i df . i | D rectory Traversal directory traversal overflow rmoni t or 1
67.169. 100. 135 |[Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 1
184. 105. 247. 220|United Sates [147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |drop 1
169. 229. 3. 91 Lhited Sates [147.237.72. 167 |i shurimaka.idf.illdr op SAMrul e drop 1
141.212.122. 185|Wited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
204.8.156.142 |lWited Sates |147.237.77.216|dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
74.82.47.55 Lhited Sates [147.237.76.44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 1
192.243.55.131 |Comnica  |147.237.77. 216 |dover.idf.il Bad TCP sequence Vﬁﬁ;c;”eansm wehdifferent |onitor |1
169. 229. 3. 91 Lhited Sates |147.237.77.227 |e. hamaz.idf .il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 104|lhited Sates [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
91.200.12.139 |lkraine 147.237.77. 176 |natpash.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
203.127. 96. 218 |S ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
67.169. 100. 135 |[Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
185. 3. 147. 200 |l srael 147.237. 77. 216 [dover.i df i Bad TCP sequence Invalid ACK nunber noni t or 1
46.19.85. 77 | srael 147. 237. 76. 147 |chi nuch. aka. i df .il|Bad TCP sequence Invalid ACK nunber noni t or 1
169.229.3.91 Lhited Sates [147.237.76.30 |hinush.idf.il dr op SAMrul e drop 1
141.212.122. 190|Wnited Sates [147.237.76.197|e.himush.idf.il [Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
74.82.47.55 Lhited Sates [147.237.76.196|e.sviva.idf.il Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
192.243.55.132 |ominica  [147.237.77.74 |lawidf.il Bad TCP sequence mﬁs';:;ansm wehdifferent | onitor |1
176.126.252. 11 |Ronani a 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow rmoni t or 1
169.229.3.91 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 1
216.218. 206. 120|lLnited Sates |147.237.76.198|e.ychalan.idf.il |Geo-| ocati on enfor cenent Geo-1 ocation i nbound enf orcenment |drop 1
203.127. 96. 218 |S ngapore 147.237.77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.6 Lited Sates [147.237.77. 176 |natpash.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 18. 206. 194 |l srael 147.237.77. 216 |dover.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates [147.237.76.176|test.ncore.idf.il [dr op SAMrul e drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Acti on ‘Count
66.249.66.25 |Israel 147.237.77.216|dover. i df .i | Mil ti pl e Unhaut horized URL Access from 66. 249. 66. 25 B ock 4
46.117.80.79 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 4
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 192. 243. 55, 132 B ock 4
192. 243. 55. 135 |Domi ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192.243.55. 135 B ock 4
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 192. 243,55, 131 B ock 3
91.200. 12. 139 |krai ne 147.237.77. 176 |mat pash. i df . i | PHP At t enpt Bl ock 2
) . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |United States [147.237.77.216 |dover.idf. il v i dff i | / 1133 22638- hel dover . aspx. B ock 2
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Distributed Unhaut hori zed URL Access on waw aka. i df .il/giyus/ kadatz |B ock 2
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 192. 243. 55. 136 B ock 2
85. 65. 25. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessions: sigal gs oS Attack None 2
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 192. 243. 55, 133 B ock 2
207.46.13.75 |Uited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 207.46.13. 75 B ock 2
66.249.66.16 |[lIsrael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock 2
. . . D stributed Lhauthori zed URL Access on
107.178.194. 79 |Lhited Sates [147.237.77.216|dover.idf .il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 2
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df . i | wwy, i df . i |/1283-14840- en/ kkkkkkk=2237975bkkkkkkk_2237975 |B ock 1
b
40.77.167.44 |lnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/faq. aspx Bl ock 1
207.46.13.10 |Uited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 207.46.13. 10 B ock 1
66.249.78.104 |l srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 [aka. i df . i | Distributed Waut hori zed LRL Access on wan aka. i df .il/giyus/general |B ock 1
- . . Unaut hori zed URL Access to
192.243.55. 130 |Dom ni ca 147.237.72.166 |aka. i df . i | wow aka. i df i | / mai n/ gi yus/ gener al . aspx?cat i d=592688&doci d=76409 |2 °° !
) . . D stributed Unaut hori zed URL Access on
107.178.194. 83 |Lhited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. B ock 1
78. 168. 199. 153 |Tur key 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Distributed Unhaut hori zed URL Access on waw aka. i df .il/giyus/ kadatz |B ock 1
66.249.66.61 |Israel 147.237.72. 166 [aka. i df . i | Unhknown Paraneter catld in waw aka.idf.il/shalishut/site/gallery.aspx |None 1
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 192. 243. 55, 129 B ock 1
207.46.13.10 |Uhited Sates |147.237.72.166|aka.idf .l Lhaut hori zed URL Access to aka.idf.il/sites/kurs/ B ock 1
) . ] Unaut hori zed URL Access to
91.200.12. 139 |kraine 147.237.77. 176 |nat pash. i df . i | v cogat . df . 1/ 1391 en/ cogat . aspx/ xni r pc. php B ock 1
. . Unaut hori zed URL Access to
66.249.78.111 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
. . D stributed Uhauthorized URL Access on
66.249. 66.28 |lsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. . . D stributed Lhauthori zed URL Access on
107.178.194. 87 |Wited States |147.237.77. 216 (dover. i df . il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 192. 243. 55. 138 B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 66. 185 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT HELLO) None 1
62. 210. 225. 135 |France 147.237.72. 166 |aka. i df . i | MSSQ Dnta Retrieval wth Inplicit  onversion BErors None 1
192. 243. 55. 129 |Doni ni ca 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il /giyus/ general B ock 1
93.173. 228. 166 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
69. 126. 111. 234 |Whited Sates [147.237.72.166|aka. i df .i | Ilegal Byte Gode Character in LR /i i kapatz//res Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
192. 243. 55. 136 |Domi ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/tiznoret/gallery B ock 1
192. 243. 55. 131 |Doni ni ca 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wwvidf.il/en B ock 1
66.249.66.28 |[lIsrael 147.237.77. 216 |dover . i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 66. 28 B ock 1
. . URL is Above Root Drectory
142.4.213.25 |Canada 147.237.77.216|dover. i df .i | Wi of i1/ / shared/cl i entscri pts/j querylj query-1 4. 2.nin. | s Bl ock 1
. . . Uhaut hori zed URL Access to
192. 243.55. 138 |Dom ni ca 147.237.72. 166 aka. i df . i wwv aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58563&doci d=35719 B ock !
85. 65. 183. 235 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for wwwv aka. i df . i1/ mai n/ sachar/ B ock 1
L. . . Uhaut hori zed URL Access to
192.243. 55. 134 |Dom ni ca 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59390&doci d=76115 Bl ock !
66.249.69.46 |[lIsrael 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 46 B ock 1
62. 210. 225. 135 |France 147.237.72. 166 [aka. i df . i | Mil tipl e signatures from62. 210. 225, 135 B ock 1
. . . Uhaut hori zed URL Access to
192. 243.55. 129 |Dom ni ca 147.237.72. 166 [aka. i df . i wwv aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58625&doci d=68481 B ock !
207.46.13.75 |thited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waww idf.il/error.htm B ock 1
ny-kosher-kravi . i df |s3 untraceabl e Gnnection - Protocol violation
104. 236. 46. 133 147.237.0. 16 T (SSL.CONN QLI ENT FELLO) None 1
. . D stributed Lhauthorized URL Access on
77.40.129. 123 |Nor way 147.237.77. 216 |dover.i df .i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 192. 243. 55, 137 B ock 1
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