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Top Attackers

M dover.idf.il

M tikshuv.idf.il

M aka.idf.il

Matal.idf.il

M nobi le.idf.il

M hal ag.idf.il

I navy.idf.il

M nadimatal .idf.i
anan. idf.il

M refuah.idf.il

M 167. 114. 156. 16
41.137. 25. 243
I 54.244. 22. 103
109. 253. 202. 25
Il 109. 66. 122.9
W 84. 228. 200. 241
I 41.33.231.90
Il 85. 250. 113. 218
46. 19. 85. 92
M 124. 120. 99. 117




01-11-2016-00:04:07 to 01-11-2016-01:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3006
41.137. 25. 243 Mor occo 147.237.77. 216 dover.idf.il JLM Dover_Con Limt _Htp dr op 2

46. 228. 207. 18 Ger nany 147.237.76. 197 e. hinush.idf.il JLM Under Attack Con_Tcp drop 2

41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
134.147. 203. 115 Cer nany 147.237.76. 201 e atal.idf.il B ock Np Al Net drop 2

41.137. 25. 243 Mor occo 147.237.77. 216 dover.idf.il F Dover _Under Attack Con Htp drop 2
23.95.248. 111 Lhited Sates 147.237.76. 148 gocenter. aka i df.il ock Wp Al _Nets drop 1




01-11-2016-00:04:07 to 01-11-2016-01:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
40.77.167. 42 Lhited Sates 147.237.77. 216 dover.idf.il |ClL000158: HITR(S): Hacked in the Payl oad B ock 1
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il [Cl03: HTTP. User Agent Sogou+web+spi der B ock 1




01-11-2016-00:04:07 to 01-11-2016-01:04:07

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
- ET DCS Large anount of TCP ZeroWndow - Possible Niller2
109. 253. 202. 25 [147. 237. 77. 233 |I srael atal.idf.il 4
DDos attack

66.102. 9. 21 147.237.72.166 |Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
40.77.167. 42 147.237.77.216|Wnited Sates  |dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) |1
5. 39. 222. 196 147. 237. 77. 170 |Net her | ands nmaar achot . i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
5.39. 222. 196 147. 237. 76. 147 |Net her | ands chi nuch. aka. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
193. 105. 134. 220|147. 237. 0. 33 |Sweden idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130.5.247 |147.237.0.17 mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
77.109.38.223 |147.237.77. 205 |kr ai ne prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237. 77. 216 |Ger many dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237. 76. 200 |Ger many eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237.76.44 |Ger many e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5. 39. 222. 196 147. 237. 77. 205 [Net her | ands prisha idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5. 39. 222. 196 147.237.77. 74 |Nether| ands lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 247  |147. 237. 76. 197 e. hinush.idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237. 77. 216 |Ger many dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.228.207.18 |147.237. 76. 176 |Ger nany test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




01-11-2016-00:04:07 to 01-11-2016-01:04:07

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
41.137.25.243 |Mbrocco 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 151
54.244.22.103 |thited Sates [147.237.0.34 |[tikshuv.idf.i|dr op First packet isn't SN drop 86
109. 253. 202. 25 |Israel 147.237.77.233(atal .idf.il |Bad TCP sequence Invalid ACK nunber aert 32
109. 253. 202. 25 |lIsrael 147.237.77.233|atal .idf.il [Bad TCP sequence Invalid ACK nunber noni t or 32
84. 228. 200. 241 I srael 147.237.77. 234 |nal ag.if .i1 [Bad TCP sequence S retrensmt weh different wndow | oior  [a2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [dr op SAMrul e drop 30
41.137.25.243 |Mbrocco 147.237.77. 216 |dover.idf.il |dr op drop 17
124.120. 99. 117 |Thai l and 147.237.77. 216 |dover.idf.il [dr op SAMrul e drop 15
reanming BEngine: TCP Invali i i ssi
2.54.130.213  |israel 147, 237. 7. 243 bl e, i of 1| X T SAM NG Engi ne: TCP Inval i d nvalid segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid ' i ssi
46.19. 85. 92 I srael 147.237.77. 243 |nubi 1 e.i df i 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
41.137.25.243  |Morocco 147.237.77. 216 |dover.idf i1 |Bad TOP sequence SINWAK retransmt with different Jopoiior  f14
W ndow scal e
s SYNWVACK retransmit with different )
185. 32. 179. 205 |l srael 147.237.72.166 [aka.idf.il [Bad TCP sequence v ndow scal 6 noni t or 11
5.102.254.209 |[lIsrael 147.237.72. 166 |aka.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19. 85. 92 I srael 147.237.77. 243 |mobil e.i df .i1[Bad TCP sequence Invalid AGK nunber noni t or 7
79.180.223.82 [Israel 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber alert 7
79.180.223.82 [Israel 147.237.72. 166 |aka.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning Engine: TCP Invalid ' i ssi
109.66.122.9  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
41.137.25.243 |Morocco 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop
217.132. 135. 246|I srael 147.237.72.166 [aka.idf.il [Bad TCP sequence Invalid ACK nunber aert
Sreaning Engine: TCP Invalid ' i ssi
37.26.146. 144  |israel 147.237.77. 243 |nubi 1 e.i df i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
131.191.68.76 |[hited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop
217.132. 135. 246|I srael 147.237.72. 166 [aka.idf.il [Bad TCP sequence Invalid AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
109.66. 12. 136 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
62.90.210.211 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 6
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
79.177.208. 137 |Israel 147.237.72.166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37. 46. 46. 204 I srael 147.237.76.42 |refuah.idf.il|SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
5.102. 253. 72 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 4
5.102.254. 184 [lIsrael 147.237.72. 156 |aman.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
5.28.147. 205 I srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
41.137.25.243 |Morocco 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid i i SSi
79.181.22.155 | srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
149.78. 249. 245 |Israel 147.237.77.233|atal .idf.i1 |Bad TOP sequence Sszg;e”ansm't wth different wndow |, oy 3
124.120. 99. 117 |Thai l and 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop
87.69. 4. 210 I srael 147.237.77. 216 |dover.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
79.180. 133. 150 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
2.54.0. 207 I'srael 147.237.77. 243 |nobil e i df .1 9 =g nval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 21 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
46.19. 85. 70 I'srael 147.237.77. 243 |nobil e i df .1 9 =g nval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
50. 18. 94. 121 Lhited Sates |147.237.76.86 [navy.idf.il [Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or
185. 3. 147. 114 |l srael 147.237.72. 166 |aka.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid ' i ssi
66.249.78.146 |Uited Sates |147.237.72.166 |aka idf.il 9 =g Inval i d segnent retransmssi on. dr op 2
Ret r ansni ssi on Packet dr opped.
213.8.204.55 I srael 147.237.72. 166 [aka.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 2
195. 60. 232. 57  |Israel 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
84.228.232.54 |[Israel 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber aert 2
185. 3. 147. 239  |Israel 147.237.0.34 [tikshw.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
79.181. 100. 32 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
41.137.25.243 |Morocco 147.237.77. 216 |dover.i df . il Dstributed Il1egal HITP \ersion Bl ock 512
41.137.25.243 |Morocco 147.237.77. 216 |dover.i df . il Mil tiple Miformed URL from4l. 137. 25. 243 B ock 508
109.66.122.9  [Israel 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 61
109. 66. 122. 9
85. 250. 113. 218 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 25
5.28. 147. 205 I srael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut hori zed URL Access from 5. 28. 147. 205 B ock 8
109. 253. 202. 25 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 6
2.54.130.213 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
37.26.146.144 |[israel 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 3
46. 19. 85. 44 I srael 147.237.0.19 |nadimatal .idf.il |[DOstributed Suspicious Response Qode B ock 3
46.121.138. 141 |[Israel 147.237.77.243|nobi [ e.i df . i | Unaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 3
84.108.12.183 [Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
185. 120. 125. 15 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
149. 78. 249. 245 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
Russi an . . Paraneter Type Molation| in
217.118.64.59 Federation 147.237.77. 216 [dover . i df . i | ww i df . i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
. . Unaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1133- 20707~ he/ dover . aspx Bl ock 1
] . . O stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
61.135.190.69 [China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ reset . css B ock 1
109. 253. 202. 25 |l srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
89.138.191. 130 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
208.184.112. 74 [Lnited Sates 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to v i df.il/1133-22638- he/ dover. aspx. |B ock 1
68.180.230.29 [lhited Sates 147.237.77. 176 |nat pash. i df . i | O stributed Suspicious Response Code B ock 1
; . ; Uhaut hori zed URL Access to
157. 55. 39. 47 Lhited Sates 147.237.77. 176 [nat pash_ idf.il WA cogat . i df . i | / about / pages/ st uct ur e. aspx Bl ock 1
. . . . Unaut hori zed URL Access to
61.135.190. 198 |Chi na 147.237.0.34 |ti kshuv.idf.il 147, 237.0. 34/ shar ed/ ol { ent scr i pt s/ sa_sw obj ect | s Bl ock 1
109. 253. 133. 245|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Atack None 1
. - Unknown Paraneter _ VI EWNSTATEENCRYPTED i n
2.54.53. 4 I srael 147.237.72. 166 [aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box. aspx None 1
217.132. 135. 246 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
84.108.144.19 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . D stributed Lhaut hori zed URL Access on
66.249. 66. 183 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
; ; . Unhaut hori zed URL Access to
207.46.13.10  |Uited Sates  |147.237.72. 166 laka. i df . i aka. i df i1/ brot her s/ ski ral def aul t. asp-cat i d=57479&doci d= B ock !
138.134.192. 10 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/mil net B ock
61.135.190.71 [China 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to 147.237.0. 15/ B ock
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates 147.237.77.216|dover.i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
40.77.167. 43 Lhited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/site/links. aspx B ock 1
213. 8. 204.55 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 213. 8. 204. 55 B ock 1
79.177.53.146 |[Israel 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
176. 10. 104. 243 |Saitzerl and 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
61. 135. 190. 200 [Chi na 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ | ayout.css  |B ock 1
46.19. 85. 92 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
109. 253. 140. 168]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
. . Uhaut hori zed URL Access to
84.228.200. 241 |l srael 147.237.77.234|hal ag.i df . i | 147.237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . . Unaut hori zed URL Access to
66. 249. 69. 38 I srael 147.237.77. 243 |nobi | e.i df . i | nobi l e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1730 B ock 1
207. 46.13. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter catld in ww aka.idf.il/sachar/fag/outerfag.asp |None 1
Russi an . . Unaut hori zed URL Access to
141.8.132.78 eration 147.237.77.216|dover.i df . il voww i df i 1/ consol ef cor e/ doc myr/ nazi i df i Bl ock 1
61.135.190. 71 |China 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to 147.237.0. 34/ styl e/ shared/ | ayout 2. css |Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |lhited Sates 147.237.77. 216 |dover.i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
40.77.167.55  |wited Sates  |147.237.77.233|atal .idf.il thaut hori zed LR. Access Lo : Bl ock 1
wan atal . i df.il/s/ psearch/fod ranki ng. aspx
213. 8. 204. 55 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/3/ B ock
79.180.223.82 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
62.219. 154. 165 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
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