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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3047
79.176. 223. 187 | srael 147.237.72. 156 anan.idf.il B ock_Udp Al _Nets dr op 6
79.176.223. 187 | srael 147.237.77. 216 dover.idf.il B ock Wdp Al Nets drop 6

134. 147. 203. 115 Ger many 147. 237.76. 197 e hinshidf.il [Bock Np Al Net drop 2
89.248.174. 4 Net her | ands 147.237.76. 200 eitan.aka.idf.il |Bock Np Al Net drop 1
23.95.248. 111 Lhited Sates 147.237. 76. 30 hi nush. i df .i | B ock_Wp Al _Nets drop 1

88. 225. 235. 42 Tur key 147.237.76. 177 ncore.idf.il Bl ock_UWp Al _Nets drop 1
23.95.248. 111 Lhited Sates 147.237. 76. 42 refuah.idf.il B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

31.129. 248. 85 Wkrai ne 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

94.230.86.151 |147.237.76.42 |[Israel refuah.idf.il ET SCAN NVAP -sA (2) 18
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
o ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2
2.54.10. 143 147.237.77. 233 |1 srael atal.idf.il 4
DDos attack
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
171. 123. 126. 230|147.237.0.33  [China idf.il ) 1
Potential Scan or Brute Force
158.255. 6. 220  |147.237. 77. 226 gj::;”ion viw chamat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
L ET VB SERMER Tilde in LR, potential .aspx source disclosure
109. 64. 186. 41  |147.237.77. 216 I srael dover.idf.il — . 1
vul nerability
94.102.48.195 |147.237.77. 179 |Net her| ands e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.48.74.51 147. 237.76. 148 |Uni ted Ki ngdom |gqcenter. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
60. 169. 78. 38 147. 237. 76. 148 |Chi na gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
199. 191. 56. 187 [147.237.0.200 |Lhited Sates mdu.idf il ET SCAN NVAP -sS w ndow 4096 1
199. 191. 56. 187 [147.237.0.200 [Lhited Sates mu.idf.il ET SCAN NVAP -f -sS 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 219. 104. 73 |147.237.8. 14 Mexi co e.orchot.idf.il . 1
Potential Scan or Brute Force
183. 60. 48. 25 147.237.76.30 [China hi nush. i df i | ET SCAN Potential VNC Scan 5900- 5920 1
158. 255. 6. 220  |147.237.77. 233 ?éj;:ﬂm atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
_ o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
117.196.211. 10 |147.237.77.170|India naar achot . i df . i1 ) 1
Potential Scan or Brute Force
60. 169. 78. 38 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
212.48.74.51 147.237.76.39 |[United Ki ngdom |nobile. neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
60. 169. 78. 38 147.237.76.31 [China nakchal .idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 [147.237.0.200 |Lhited Sates ndu.idf il ET SCAN NVAP -sS wi ndow 2048 1
27.189. 88. 81 147. 237. 77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 201 [Chi na e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

‘Attacker Country |Target Address |Ste Signature Acti on ‘Count
46.117. 157. 128 [ srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid sequence nunber nonitor |57
195. 239. 16. 40 |Russi an Federation |147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |26
195. 239. 16. 53 |Russian Federation |147.237.77.74 [lawidf.il Bl ock HITP Non Conpl i ant Failed to handl e connection data [nonitor |26
79. 177. 208. 137 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
Sreamng Engine: TP Invalid i i ssi
85.64.112.59 |Israel 147. 237, 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssion. |, 20
Ret r ansmi ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
5.28.190.40  |Israel 147 237.72. 167 [i shuri maka i i | ' €M NG Engine: TCP Invalid invalid segnent retransnissi on. drop 18
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
176.13.8.158  |Israel 147. 237. 77. 176 |nat pash. i of . i | g =g Invalid segnent retransmssion. |, 18
Ret r ansmi ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
5.22.131.25  |Israel 147.237.72. 166 |aka i df .1 Streamng Engine: TCP Invalid finvalid segnent retransnissi on dr op 18
Ret r ansmi ssi on Packet dropped.
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
46.19.86.148 |[Israel 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d AK nunber noni t or 11
46. 19. 86. 49 I 'srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
77.126.62.30 |lsrael 147.237. 72. 166 |aka. i df .i Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |9
Sreanming Engine: TGP Invalid i i ssi
5.29.125.120 |Israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 8
Ret ransmi ssi on Packet dropped.
Iran, Islamc . . . .
5.114.213.38 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 7
31.154.7. 4 I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
46.19.85.154 [Israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |6
41.33.232.66 |Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |noni tor 6
79.181.63.222 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 6
41.33.231.90 |Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |noni tor 6
46.19.86.107 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.154  [lIsrael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 6
reamn ine: TCP Invali i i ssi
87.68.62.224 |Israel 147.237.72. 166 |aka.i df . i1 Streaning Engi ne: TCP alid Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
reamng BEngine: TCP Invali i i ssi
77.127.217.15 |israel 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
89.138.97. 242 |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
213.57. 240. 219 I srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 5
Sreamng Engine: TP Invalid i i ssi
87.69.223. 204 |Israel 147.237.0.19  |madi matal .idf.il 9 =g Invalid segnent retransmssion. |, 5
Ret r ansmi ssi on Packet dropped.
37.26.149. 163 |l srael 147.237.77. 233 |atal .i df.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
2.54.42.178 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
157.55.2.146  |Wited Sates 147. 237. 76. 200 |6 tan. aka i of . i1 g =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
46.19. 86. 27 I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
198.72.138. 254 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 4
5.22.131.25 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4
87.69.223.204 |l srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber nonitor |4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
5.22.131.104 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
79.183.18.52 |Israel 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
5.114. 213. 38 'F;SEH:E'E?"C 147. 237.77. 216 |dover. i df .1 Bad TCP sequence Inval i d ACK nunber aert 4
Sreanming Engine: TQP Invalid i i SSi
109. 64. 175.50 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
87.68.155.97 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi
212. 179. 229. 49 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.223 |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 3
Ret ransmni ssi on Packet dropped.
46. 19. 85. 92 I srael 147.237. 77. 243 |nobil e.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi
46.117. 157. 128 I srael 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
5.102. 254. 105 |Israel 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 3
109. 65. 32. 157 |Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
84.228.200.11 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi
79.176. 145. 253 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.94  [Israel 147. 237, 77. 243 |robi 1 e. i of . i | g =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
87.69.223.204 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Same Response Code (404) B ock 319
87.69.223.204 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 143
77.125.136. 157 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 135
79.183.191.41 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 134
79.183.191. 41 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 124
46.19. 85. 94 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 104
46. 19. 85. 94 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 97
77.125.136. 157 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 95
2.54.13.61 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 73
87.69.223.204 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 70
2.54.13.61 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 30
46.19. 85. 94 | srael 147.237.0.19 |nadi matal .idf.il Igf’l'\;géogllthe Sane Response Qode (403) in Session from Bl ock 29
46. 19. 85. 166 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 26
77.126. 62. 30 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 77.126. 62. 30 B ock 7
85. 64. 112. 59 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 5
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192.243. 55. 138 B ock 5
149. 88.190. 48 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 212. 135|| sr ael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 3
85. 65.210. 144 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
77.126. 62. 30 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/mai n/ gi yus/ general . aspx B ock 2
66. 249. 69. 46 I srael 147.237.77.243|mobi | e. i df . i | Mil tipl e Unauthorized URL Access from 66.249. 69. 46 B ock 2
46.121.203. 118 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
107.178.194.83 |Wited Sates [147.237.77.216|dover. i df .i | D stri buted lT:;fggggg?ﬂeﬁvﬁc_ispfn Bl ock 1
5.102. 254. 209 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
192.243.55. 138 |Dom ni ca 147.237.72. 166 [aka. i df . i | mugﬂg.r: fife.di rjlq_naﬁfgisf/utsfgener al . aspx?cat i d=58339&doci d=68500 Bl ock !
79.176. 145. 253 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 79. 176. 145. 253 B ock 1
109. 66. 48. 172 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ edi mi yoran/ enl ar ge. asp  |Bl ock 1
207.46.13.123 [lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ vi ew i ngt op. asp B ock 1
89.138.97.242 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
2.54.31. 233 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Distributed Unhaut hori zed URL Access on waw aka. i df . il/giyus/ kadat z B ock 1
124.120. 99. 117 |Thai | and 147.237.77.233|atal .idf.il eMai | Hoarding B ock 1
54.166.56.177 [Lited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
109. 64.186.41 |Israel 147. 237.77. 216 |dover . i df . i | O 2o e L0 over. aspx—head=pobj B ock 1
87. 69. 190. 25 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
40.77.167.83 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
195. 154. 146. 225|France 147.237.77.216|dover. i df . i | Illegal HITP \ersion HITH B ock 1
79.176. 145. 253 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/main/hone/ def aul t B ock 1
185. 109. 145. 75 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wwu i df . il/newsite/ hebrew nai n. asp B ock 1
109. 253. 137. 76 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249. 78.246 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |B ock 1
208.184.112.74 |Wited Sates [147.237.77. 216 |dover.idf .il D stri buted 1?;;};;;;;?&%\/?222” Bl ock 1
94. 159. 146. 106 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54. 146. 163 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
84.94. 46. 224 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
141.212.122.97 |nited Sates |[147.237.76. 147 |chi nuch. aka. i df . i|Uhaut hori zed UR. Access to /x B ock 1
61.135. 190. 197 |[Chi na 147.237.0.19 [nadi matal .i df.il[Uauthorized URL Access to 147.237.0.19/ B ock 1
109. 64. 214. 168 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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