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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3345

82. 145. 220. 12 Eur ope 147.237.76. 86 navy.idf.il B ock_|p VWb In drop 7

109. 66. 141. 36 | srael 147.237.72. 167 i shurimaka.idf.il B ock Wp Al Nets drop 6
89.248.174. 4 Net her | ands 147. 237.76. 34 yohal an. i df .i | Block Np All Nt dr op 1

89. 248. 160. 138 Net her | ands 147. 237. 76. 34 yohal an.i df .il B ock Np Al Net drop 1

89. 248. 160. 138 Net her | ands 147.237.76. 197 e. hinush.idf.il B ock Np Al _Net drop 1

180. 119. 32. 40 Chi na 147.237.76. 177 ncore.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 17 147.237.77.226|hited Sates  |ww chanatz. aka.idf.il [ET SCAN NVAP -sA (2) 2
66.249. 78. 76 147.237.72. 166 |Wited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
94.102.48.195 |147.237.77. 176 |Net her| ands mat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
— ET DC5 Large anmount of TCP ZeroWndow - Possible Nciller2
80. 246. 130.88  |147.237.77. 216 |l srael dover.idf.il 1
DDos attack
80. 82. 79. 104 147.237.0.35 |Netherlands akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
158.255. 6. 220  |147.237.77. 121 ?ézzgzm e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151.11. 201. 3 147.237.0.19 |itay nadi matal .idf.il ET SCAN NVAP -f -sS 1
i ET SCAN Behavi oral Uusual |y fast i nbound Tel net Gonnecti ons,
121. 169. 160. 114|147, 237. 76. 42 |10V Republic | (o i il . y 1
of Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 170 |Canada maar achot . i df . i | ET SCAN NVAP -sS wi ndow 3072 1
91.218. 246. 103 |147.237.8. 46 g{j;:;‘im e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 75 147.237.76.30 |lLhited Sates hi nush. i df .i | ET DRCP Dshi el d B ock Li sted Source 1
158.255. 6. 220  |147.237. 77. 179 gj::;”ion e nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
151.11. 201. 3 147.237.0.19 [italy madi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
123.252.166.79 |147.237.0.35 |india akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
109. 67.112. 27  |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
77.127.217.15 |Israel 147. 237.72. 166 |aka. i df .11 Streamng Engine: TCP Invalid  invalid segnent retransmissi on drop 30
Ret ransmi ssi on Packet dropped.
2.54. 60. 140 I srael 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 18
2.54. 60. 140 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
2.54. 60. 140 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 17
2.54. 60. 140 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 17
46.19.85.186 |Israel 147.237.77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
2.54. 60. 140 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 15
79.181. 63.222 |lsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber noni t or 14
194.90.89.5  |Israel 147. 237.72. 166 |aka. i of .11 Streaning Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
5.29.58. 14 I'srael 147.237.72. 166 |aka.i df .l Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
46. 19. 85. 186 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46. 19. 86. 93 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
79.181. 63.222 |lsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber alert 8
84.109. 85.179 |[Israel 147.237.72. 166 |aka. i df. il dr op Frst packet isn't SN drop 7
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.54.60. 140 I srael 147.237. 77. 216 |dover. i df .i SYN Attack rej ect 7
41.33.232.66  |Egypt 147.237.77. 216 |dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
77.125.106. 212 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 61 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
46.19.85.11 [l srael 147,237, 77. 243 |mbit e i i1 | S NG Bngine: TCP Invalid invalid segnent retransnission dr op 6
Ret ransni ssi on Packet dropped.
31.168. 211. 141 I srael 147,237, 77, 243 |mwbi e i 11 | S Ng Engine: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46.19.86.243 |Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
37.26.148.238 |Israel 147.237.77. 74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.161 |Israel 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 61 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
79. 182, 104. 182 |I srael 147.237.77. 243 |robi e iop i1 | €AMNg Engine: TP Invalid Invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
5.29.240.188 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
2.54.146. 36 I srael 147. 237. 72. 166 [aka i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.161 |[Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 38 I srael 147. 237. 77. 216 |dover . i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.86.102 |[Israel 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence I'nval i d ACK nunber noni t or 5
76.181.37.127 |Lhited Sates [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
82. 145. 223. 140 |Eur ope 147.237. 77. 216 |dover .i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46.19.85.127 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 4
2.52.41.96 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 127 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
89.139.29.95 |Israel 147.237.77. 203 |rvi e i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransnission drop 4
Ret ransmi ssi on Packet dropped.
46. 19. 85. 61 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
2.54.40.76 I srael 147. 237. 77. 243 |nobi l e.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 38 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 4
54,244.22.103 |Wited Sates [147.237.77.176|matpash.idf.il [drop First packet isn't SWN drop 4
195. 34.150. 18 |Austria 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
46.19. 85. 61 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
185. 3. 147. 50 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
5.22.131.104 |[lIsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
79.182. 53. 83 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
87.69.205.31 |Israel 147. 237. 72. 156 |anan.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
94. 230. 86. 209 [l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 3
37.26.147.138 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssion drop 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |[Site S gnature Action ‘Count
2.54.13.61 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 168
79.176.115.54 |[lIsrael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 121
2.54.13.61 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 71
185.32.179.34 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 37
149, 78. 218. 170 |l srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unhauthorized URL Access from 149, 78. 218. 170 B ock 22
79.176.115.54 |Israel 147.237.0.19 |nadi matal .idf. i ;g‘_)l'\??ylf;_ ;Ze Sane Response Code (404) in Session from B ock 21
46.19. 85. 11 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
79.177.128. 214 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 79.177.128. 214 B ock 11
37.26.148.224 |lIsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 37.26. 148. 224 B ock 9
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 243. 55. 130 B ock 6
46.19.85.166 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
37.26.149. 215 |[lIsrael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 4
2.54.170.129 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.41.161 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
79.177.36.29 I srael 147.237.72.166 |aka. i df . i | mu;;:ri Id?éidl /N:Taatiihn(;cl]i ?Ts-ll gu\tsh(:r::ri cat i onser vi ce. asnx/ get aut huser Bl ock 3
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 192. 243, 55, 131 B ock 3
93.173.12.85 |lIsrael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 192. 243. 55. 137 B ock 3
109. 64. 21. 197 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
46.19.85.252 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
66.249.66.25 |lsrael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to waw idf.il/error. htm Bl ock 2
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthorized URL Access from 192. 243, 55. 135 B ock 2
85. 64. 65. 157  |lIsrael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.179. 149. 190 |I srael 147. 237.77. 216 |dover . i df . i | tjgsrﬁi egob:\&_sjglfffsci:?f:@i gﬁﬂ_&%i&&) None 2
77.127.158.82 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
204.13. 200,200 |Uited Sates [147.287.77. 216 dover. i df i1 [0t GG IR TS TR acese o B ock 2
37.142.64.112 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from 37.142. 64. 112 B ock 1
109. 65. 184. 244 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
37.142.64.47  |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
95.86.92.145 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 95. 86. 92. 145 B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to ww i df . i/ dover/site/ nai npage. asp B ock 1
66. 249. 66. 191 |l srael 147.237.76.42 |refuah.idf.il D stributed Waut hori zed URL Access on 147. 237.76. 42/ robot s. t xt Bl ock 1
115. 230. 126. 48 |Chi na 147.237.77.233|atal .idf.il Uhaut hori zed LR. Access to vww atal .idf.il/ckfinder B ock 1
2.54.134.190 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
84.108. 180. 41 |Israel 147.237.72. 166 |aka. i df . i | VEEB- M SC apache DCS att enpt B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed URL Access on waw aka. i df . i1/ gi yus/ kadat z B ock 1
115. 230. 126. 48 |Chi na 147.237.72. 156 |aman. i df . i | Mil tipl e Unhauthorized URL Access from 115. 230. 126. 48 B ock 1
37.142.150.76 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
109. 253.135.7 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.177.173.67 |lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
192. 243. 55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
149. 78. 230. 192 || srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
37.142.64.112 |lIsrael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Qode Character in Header Nane from37.142.64.112 |B ock 1
107.178.194.79 |Wited Sates [147.237.77. 216 |[dover. i df . i | D stri bt ec 1T§g;§g;§?ﬁeﬁvﬁclzsssp£” Bl ock 1
207.46.13.170 |Wited Sates [147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ B ock 1
77.125.106. 212 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
115. 230. 126. 48 |Chi na 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 115.230. 126. 48 B ock 1
31.168. 211. 141 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
93. 172. 235. 247 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df . i/ mai n/ sachar/ B ock 1
192.243.55. 136 |Dom ni ca 147.237.72. 166 [aka. i df . i | mu;Eg.”i zs.di Iu/q_rmﬁ;:z’isf/uts;)gener al . aspx?cat i d=58436&doci d=25016 Bl ock !
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