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01-10-2016-21:04:00 to 01-10-2016-22:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3082

168. 235. 196. 153 Lhited Sates 147.237.76. 86 navy.idf.il JIMPurple Con Limt _Htp dr op 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

168. 235. 196. 153 Lhited Sates 147.237.76. 86 navy.idf.il JLM Under Attack Con Htp drop 2

89. 248. 160. 138 Net her | ands 147.237.76. 30 hinush.idf.il |Bock Np All _Net drop 1

89. 248. 160. 138 Net her | ands 147. 237. 76. 202 e halag.idf.il |Bock Np Al Net drop 1




01-10-2016-21:04:00 to 01-10-2016-22:04:00

|Top Attackers In IPS|

At t acker Address|Attacker Oountry|Target Address |Site |Sgnature

89.218. 71. 214 |Kazakst an 147.237. 77. 176 |nat pash. i df . i 1{13248: HITP. Joomia JCE File Wl oad Renote Qode Bxecution Mul nerability |Bl ock 1




01-10-2016-21:04:00 to 01-10-2016-22:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Gonnections, Potential Scan or Brute Force

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 75 147.237.72.166|Wited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 163  [147.237.76.86 |Whited Sates  [navy.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
84.108.32.157 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
201. 175. 85. 145 |147.237.0.17 |Mexi co mny-kosher-kravi .idf.il BT S}AN Behavi oral 'Lhusual ! y Fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
193. 105. 134. 220(147. 237. 76. 39 |Sweden nobi | e. nei tav. i df il ET SCAN NVAP -sS wi ndow 1024 1
46.120.31. 157  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
177.158. 247. 64 |147.237.0.33 |Bazil idf.il ET SCAN NVAP -sS wi ndow 2048 1
37.142.64.112 |147.237.72.166 |l srael aka.idf.il SERVER APAO—E Apac_he mod_ss| non- S connection to SS 1
port denial of service attenpt
158.255.6.220  [147.237.72. 167 gzzigﬂm i shuri maka. i df i ET SCAN NVAP -sS wi ndow 1024 1
146.185.250.2 |147.237.72. 166 ?;Z:;;”im akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
146.185. 250.2  [147.237. 0. 200 23::;'}0'1 L of | ET SCAN NVAP -sS wi ndow 1024 1
125.234.108. 75 |147.237. 77. 243 |M et nam nobi | e.idf.il ET SCAN NVAP -sS wi ndow 2048 1
109. 64. 1. 55 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.199. 182. 150|147. 237. 77. 216 | srael dover.idf.il portscan: TCP D stributed Portscan 1
77.127.150.42  |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
177.158. 247. 64 |147.237.0.33 |Bazil idf.il ET SCAN NMVAP -sS wi ndow 4096 1
177.158. 247. 64 |147.237.0.33 |Bazil idf.il ET SCAN NVAP -f -sS 1
146.185.250.2  |147.237.77. 19 ?;Z:;;”im law forumidf. il ET SCAN Potential SSH Scan 1
146.185. 250.2  [147.237. 0. 200 23::;'}0'1 L of | ET SCAN Potential SSH Scan 1
125.234.108. 75 |147.237. 77. 243 |M et nam nobi | e.idf.il ET SCAN NVAP -sS wi ndow 4096 1
125. 234. 108. 75 |147.237. 77. 243 |M et nam nobi | . i df il ET SCAN NVAP -f -sS 1
221.194. 254, 184|147. 237. 76. 31 |China nakchal . i df .il ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1




01-10-2016-21:04:00 to 01-10-2016-22:04:00

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.179.21.194 |Israel 147.237.77. 170 |nmarachot . i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5010
168. 235. 196. 153|Lhited Sates |147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
109. 253.132. 46 |l srael 147.237.77. 243 it e i1 |1 SAMNG Engine: TP Invalid il id segent retransmssion drop 24
Ret r ansni ssi on Packet dropped.
46.19.85.153  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransnission. drop 18
Ret r ansni ssi on Packet dr opped.
2.52.9.173 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
80. 246.137. 74 i srael 147.237.77. 243 |rbit e i1 | SN Engine: TCP Invalid  finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
109. 253. 212. 84 |1 srael 147, 237.77. 243 |nti 1 e i 11 || €AM NG Engine: TCP nvalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
109. 160. 147. 213I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence mdzjr::asjm;t Wth different monitor |12
37.142.68. 72 I srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 12
46.19. 85. 108 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
109. 65. 140. 166 || srael 147.237.77. 243 |t e i or iy |27 €M NG Engine: TGP Invalid Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 155 I srael 147.237.77. 216 |dover.idf .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 85. 154 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 164 I 'srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence I'nval id ACK nunber noni t or 7
84.109.193. 179 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
77.127.217.15  |israel 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85.178 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
66.249.60.30  |Uited Sares |147. 237.77. 243 |moti e icr.i1 |2 €M NG Engine: TGP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
77.125.93.163 | srael 147.237.72. 166 |aka. i df .| Sreamng Engine: TCP [nval1d - fimwalid segrent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 152 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
79.182.53.83  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
2.54.38. 231 I srael 147.237.77. 243 |rbit e i1 | SN Engine: TCP Invalid  finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 178 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 155 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nvalid ACK nunber noni t or 6
79.179.125. 151 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19. 85. 152 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 6
79.180.136.85 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 154 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 164 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 164 I srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 5
84.94.56. 141 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
213. 8. 204. 65 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 108 I srael 147.237.0.34 |tikshw.idf.il |[Bad TCP sequence Inval i d ACK nunber alert 4
91.200.12.136 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
46.121.73.141 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 4
5.22.130. 131 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
93.172.185. 132 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
65.55.210.56  |united Sates |147. 237. 76. 200 |ei tan aka i or, jf| X " @M NG Engine: TG Invalid finvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 86. 213 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Gonpl i ant Fai l ed to hand e connection data noni t or 4
31.168.164. 198 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.182.35 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
149.78.171.41 |l srael 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Gonpl i ant Fai l ed to hand e connection data noni t or 4
185. 3. 147. 201 |l srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 4
107.145.17.68 |Wited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 86. 217 I srael 147.237.77. 216 |dover.idf .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
2.54.15. 80 I'srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TP Invalid  invalid segnent retransnission drop 3

Ret ransni ssi on

Packet dropped.




01-10-2016-21:04:00 to 01-10-2016-22:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 197. 67 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 121
46.19. 85. 16 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 47
109. 253. 197. 67 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 42
149.78.41.188 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Mainy of the Same Response Code (404) B ock 16
46.19.85.108 | srael 147.237.0.34 |tikshuv.idf.il Ig?l?gys_oioéhe Sane Response (bde (404) in Session from Bock |12
79.180. 133. 253 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock
109. 253. 212. 84 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
109. 253. 197. 67 |l srael 147.237.0.19 |madi matal .idf.i|/°0 " of the Same Response Code (403) in Session from Bock |4
109. 253. 197. 67
46.121. 211. 203 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 65. 140. 166 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 3
80.246.137.74 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80.246.137.74 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 3
109. 67.157. 34 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .il/main/ hone/ defaul t.aspx  |Bl ock 2
79.178.136.212 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
107.178.194.87 |Wited Qates |147.237.77. 216 |dover. i df .i | D stri but o ggfggzgfﬁeﬁviﬁcfjp;n Bock |2
188.143.232. 21 gs::;”i on 147.237.77. 176 [mat pash. i df .i|  |Miltiple Wauthorized URL Access from 188.143.232. 21 Bl ock 2

: . : Distributed Uauthorized URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. Bl ock 2

] : . D stributed Whaut hori zed URL Access on
204.13.200.200 |lhited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 2

217.197. 39. 28 g‘i%ri . 147.237.77. 216 |dover . i df . i | ma?ztferl Jylp:gg g:vaégszr'cgsz?fmm ent Fl acetbl der 13 xt Content i n Bock |2
84.94.182.142 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13. 0. 197 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
37.142.64.112 |lIsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qude Character in LR Bl ock 2
2.54.38. 231 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
68.180.230.29 [United Sates [147. 237. 7. 176 |nat pash. i df . i | \Z,arwax;jt pe M /Oégég_oaefsgg:"."aisgx Bock |1
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to vwn aka. i df.il/chinuch/gal | ery B ock

37.142.64.112 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 37. 142. 64. 112 B ock

Illegal Byte Code Character in Header Name [[#27]]+AR[[#30]]JA$A

bAYI UA?9 A. ~[[#11] ]| Atk] eAoA«IATA«pSA—Ace>A [ [ #4] ] SPA MAGE
. . AGQA?A?

37.142.64.112  |Israel 147.237.72.166 |aka. i df . i | BATV[ [ #20] ] K HaAs" #qASACA-3eHA APATA. AtA" AVAA— Bl ock 1

> BA?AL dA?[ [ #6] ] UAFALS\ Atos AxA A0 [ [ #2] | AN AdAce#tpA

[[#24] ] A2 A%A—A- s=AaAceAtAuGA?e

87.68.244.165 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
52.90. 69. 23 Lhited Sates |[147.237.76.86 |navy.idf.il Drectory Traversal - 16 B ock 1
185.32.179.39 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: si gal gs oS Attack None 1
2.54.51.194 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
80.246.137.92 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
46.19. 85. 152 I srael 147.237.77. 216 |dover.i df .i | Mil tiple Abnormal |y Long Request from 46. 19. 85. 152 B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
37.142.64.112 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
109. 253. 142. 217 |l srael 147.237.72. 166 |aka. i df . il (SSL_OONN QLI ENT FI N SH) None 1
199.30.24.182 |Uhited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
L . . Unhaut hori zed URL Access to
192. 243.55. 129 [Doni ni ca 147.237.72. 166 |aka. i df . i | vaw aka, i df i |/ mai r/ snal i rd smal i m aspx?cat i d=58651 B ock 1
Mal formed URL [[#4]1[[#7]]A—
37.142.64.112 |israel 147.237.72. 166 |aka. i df . i | O, Ava<] ) [ [ #18] ] A»0xa$v6x° A rl [[#5]] 3[ [ #23] ] xa”. AcebAEAGR(? X, Bl ock 1
AYB>AS- cx¥AZ3,04,08€1 v3x?[ [ #0] ] Ay xoa€ Azk~x¥t | dAR [ #7]] x?C
66. 249. 69. 30 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 1
46.121. 140. 150 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
] . . Unaut hori zed URL Access to
157.55.39. 55 Uited Sates (147.237.77. 234 |hal ag. i df . i wwv | ogistics.atal.idf.il/tenpl at es/ shared/ usercontrol s/traj ector/ Bl ock !
37.142. 64. 47 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
84.108. 89. 79 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.52.157. 249 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.182.110. 209 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
213.8.204.43  |Israel 147.237.72.166 |aka. i df . i | 'Ilegal Byte Qode Character in URL /mai v kapatz//res Bock |1
our ces/ i nages/ i nner page/ goback. gi f
Uhaut hori zed URL Access to
68.180.230.29 |Lhited Sates |[147.237.77.176|matpash.idf.il |wancogat.idf.il/tenpl ates/shared/ usercontrol s/ norei nfol ti chnun. yosh@ (Bl ock 1
nai | . com
192. 243.55. 137 |Donini ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/giyus/ kadat z B ock 1
. . Mil tiple Uhtraceabl e SS. Sessions from37.142.64. 112 (Protocol viol ation
37.142.64.112 |Israel 147.237.72. 166 |aka. i df . i | (SSL._CONN APPLI CATI ON DATA EXCHANGE)) None 1
109. 160. 147. 2131 srael 147.237.72. 166 |aka. i df . i | Mil tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URL/ Paraneter (+) from 8 ock 1

109. 160. 147. 213
01-10-2016-21:04:00 to 01-10-2016-22:04:00




