01-10-2016-19:04:03 to 01-10-2016-20:04:03

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
1, 600+"
1, 200"
800+"
Number -
f ] e
Atacks 4097
& 4 X ) . & ) . \.' &
\.}é ®.>6 %1\6 \g\ ,3@’\ @..\b \& N > @b @:\6
A . *
éo\\e & ¥ S N ,539 & ®,§~ &
S AP S &
& & S
Top Tar get

[Top Attackers |

M dover.idf.il
M nadi matal .idf.il
M aka.idf.il
B naar achot . i df . i |
Meitan aka.idf.il
M mobi le.idf.il
I aman. i df . il
Matal.idf.il

i shurimaka.idf.i
M navy.idf.il

1, 600+

800-
Number
(@]
At acks 400-

© : 8 . - A\ ) 3
NN N S S
D ‘ o : o 3 v P ®
oo P e Y Y e (O o o
N R O s

Top Attackers

M 167. 114. 156. 16
37.26. 149. 243
¥ 109. 253.198. 76

109. 66. 200. 112
W 212. 179. 21. 194
M 185. 32. 179. 16
[15.29.87.14
M 109. 64. 53. 208

213.8.204. 19
M 46. 19. 85. 235




01-10-2016-19:04:03 to 01-10-2016-20:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 206 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3975
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3260

66. 249. 73. 198 | srael 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 374

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 18
134.147. 203. 115 Cer many 147.237.76. 30 hi nush. i df .i | Bl ock_Up Al _Nets drop 2
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site |S gnature Devi ce Action |Count |

72.9.157.128  |lhited Sates 147.237.76. 86 |navy. i df . i|16798: HITP. GNU Bash HTTP Header Renote Code Execution Vul nerability ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216 [Austria dover.idf.il Tehila - Perl LW with fake user agent 3
109. 253. 139. 53 [147.237.77.216 |Israel dover.idf.il GPL SCAN nyscan 2
37.26. 149. 243 147.237.0. 19 I srael nedi matal .idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
109. 253. 139. 53 [147.237.77.216 |Israel dover.idf.il | NDI CATOR- SCAN nyscan 2
79.179.190. 181  |147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
213.57.178.59 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
74.91.19. 211 147.237.77.216 |lLhited Sates dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 1
198. 20. 69. 75 147.237.76.42  |Wited Sates refuah.idf.il ET DRP Bshiel d B ock Listed Source 1
36.110. 34. 116 147.237.76.202 |Chi na e halag idf.il ET SCAN Potential SSH Scan 1
176.13. 6. 53 147.237.72.166 |Israel aka idf.il portscan: TCP D stributed Portscan 1
2.54.149. 28 147.237.72.166 |Israel aka.idf.il portscan: TCP Distributed Portscan 1
158. 255. 6. 220 147.237.72.167 |Russian Federation [ishurimaka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
109. 66. 43. 187 147.237.72.166 |Israel aka idf.il portscan: TCP D stributed Portscan 1
107.191. 63. 157  |147.237.76.176 |United Sates test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
222.186.21. 92 147.237.77.216 |China dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79. 179. 207. 99 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
222.186. 21. 92 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.177.52. 232 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
212.179.21.194 |147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
5.39.222. 196 147.237.0.19 Net her | ands nadi matal .idf.il |ET SCAN NVAP -sS w ndow 1024 1
167.114.156.16  |147.237.77.216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 132. 203  |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 194. 153  |147.237.72.166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
84.108. 25. 255 147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
222.186.21. 92 147.237.76.86  |China navy. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker . Devi ce

Attacker Address count ry Target Address [Ste Signature Acti on

212.179.21.194 |lsrael 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 166
Sreamng Engine: TCP Invalid ' i ssi

109. 64.53. 208 |Israel 147. 237. 76. 200 |ei tan. aka i of . i1 9 =g Invalid segnent retransmssion. |y ., 51
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

93.172. 239. 177 |Israel 147. 237. 76. 200 |ei tan. aka. i df .1 9 =g Invalid segnent retransmssion. |, 40
Ret ransm ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

46. 19. 85. 112 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |26

92.241.34.224 |Jordan 147.237.77. 216 |dover.i df .i drop First packet isn't SWN drop 22

ny- kosher - kravi . i df . SWNretransmt wth different .

84.94.161. 14 I srael 147.237.0.16 || Bad TCP sequence wi ndow scal e noni t or 18

112.198.118.64 |Philippines |147.237.72.166 |aka. idf.il drop SAMrule drop 16
Sreamng Engine: TCP Invalid i i ssi

77.127.217.15  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.

147. 236.232. 15 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12

84.94.119. 85 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunier noni t or 10

2.54.22.249 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreanming Engine: TGP Invalid i i ssi

37.26.149.243 |israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. |, 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19. 85. 14 I'srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dropped.

84.228.235.129 |lsrael 147.237. 72. 167 |i shuri maka. i df . il drop Frst packet isn't SYN drop 9
Sreamng Engine: TCP Invalid i i sSi

176.13.14.20  [Israel 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 8
Ret ransm ssi on Packet dr opped.

o SYN+ACXK retransmt wth .

46. 19. 85. 249 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence different window scal nonitor |7

84.94. 119. 85 | srael 147.237.77. 176 |nat pash. i df .i Bad TCP sequence Inval i d sequence nunier noni t or 7

109. 66. 163.80 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7

46. 19. 85. 87 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |7

85. 130. 245. 195 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6

85. 65.138.212 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber aert 6
Sreanming Engine: TGP Invalid i i ssi

185. 120. 125. 24 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dropped.

212.143.142.56 |Israel 147.237.77. 216 |dover . i df .i | drop First packet isn't SWN drop

187.10.166.71 |Brazil 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi

2.52.7.17 I'srael 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.

85. 65.138.212 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TGP Invalid i i ssi

79.180.21.168 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dropped.

109. 253. 143. 242|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 85. 214 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi

2.54.40. 195 I'srael 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.

41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |[nonitor

46. 19. 85. 249 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber aert
Sreamng Engine: TCP Invalid i i sSi

185. 120. 126. 122 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.

46. 19. 86. 235 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

82. 145. 209. 125 |Eur ope 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect

46.19. 85. 214 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi

79.183.137. 162 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansnm ssi on Packet dropped.

85. 65. 106. 143 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TP Invalid ' i ssi

109.66.3.253  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | ., 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.54.53. 62 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g ., 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 249 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6

217.132. 49. 246 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6

46. 19. 85. 249 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

109. 253. 143. 242l srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber aert 5

31.210.188. 102 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber monitor |5

5.22.129. 136 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5
Sreamng Engine: TCP Invalid ' i ssi

199.30.25.102 |UWited Sates |147. 237. 76. 200 |ei tan. aka i f il 9 =g Invalid segnent retransmssion. |y ., 4
Ret ransm ssi on Packet dropped.

46. 19. 85. 232 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 86. 190 I srael 147.237.77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count

109. 253. 198. 76 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 175
37.26.149. 243 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 162
109. 66. 200. 112 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 129
37.26.149. 243 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 108
109. 253. 198. 76 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
109. 66. 200. 112 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 104
37.26.149. 243 |lsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 96
185.32.179. 16 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 81
5.29.87.14 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 52
213.8.204.19 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 45
46.19.85.235 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 42
2.52.172.172 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 39
109. 66. 200. 112 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 32
2.52.7.17 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
109. 253. 198. 76 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 5
46.19.85.212 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
2.54.158.190 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
80. 246. 136. 212 [I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.127.57.123 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.18. 215 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
93.172.181. 220 [I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to ww | ogi stics.atal .idf.il/sizel0OxO/sip_storage [B ock 2
37.26.149. 243 |lsrael 147.237.77.243|nobi [ e.i df . i | Ostributed Uhauthorized LRL Access on nobi | e.idf.il/sachar/index Bl ock 2
71.215.126.22 |lhited Sates [147.237.72.166|aka. i df .i | Unaut hori zed LRL Access to waw aka. i df . il/sacher B ock 2
107.178.194. 87 [Uited Sates [147. 237. 7. 216 |dover . i df il [0 517! uted 1T§;f;§£;i?ﬂeﬁvicrc_f§px°_” Bock |2
46.19.85.252 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19.85.14  |Israel 147. 237.77. 243 |nobi | e. i df . i | mﬂtg?gf_z?ﬂg‘eg:;e:s”t;es“istch” dsubeat egori es/ 1423 Bock |2
217.132. 156. 67 |l srael 147.237.72. 156 |aman. i df . i | Mitiple Il1legal Byte Gode Character in Mthod from217.132. 156. 67 B ock
109. 160. 171. 70 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
85.64.16.242 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i |/ nai n/ sachar/ undefi ned B ock
204. 13. 200. 200 |Wi ted Sates [147. 237. 77. 216 |dover . i df . i | D stri but e gggfggzg_eﬁeﬁvﬁffssp;n Bock |2
46. 19. 85. 87 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
204. 13. 200. 200 Ui ted Sates [147.287.77. 216 dover. i df il [0 GG TR TS TR Areese o Bock |2
217.132. 156. 67 |I srael 147.237.72. 156 |anan. i df . i | Miltiple Illegal HITP Version from217.132. 156. 67 B ock
176.13.14.20 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock
107.178.194. 79 |Wi ted Sates [147. 237. 77. 216 [dover . i df . i | D stri but e gggfggggé_eﬁeﬁvﬁffssp;n Bock |2
84.108. 153. 250 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
213.8.204.72 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 213. 8. 204. 72 B ock 1
149.88. 5. 13 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
37.26.148.222 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
109. 67. 2. 65 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
77.237.138. 202 gpi%ﬂc 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to / Bock |1
207.46.13.75 |lhited Sates |147.237.77. 216 |dover.idf. il Ml tipl e Unaut hori zed URL Access from 207.46.13. 75 B ock
2.54.32.227 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1272- he/ at al . aspx B ock

NULL Character in Method A°AYZ8tni[#5]] X% =Ar) ACAA?A. .. A'$ZAUAZ

Ofa] [ #12] 1 KB Ro[ [#8] ] A #E) URe [ [ #16] ]| [ [ #4] | RAVRReXE] [ #0]]1 qR(A D
217.132. 156. 67 [l srael 147.237.72. 156 [anan. i df . i | QA?0h4A, AXAA- mhe Acet A2 Aj Ayl AYATS] [ #6] ]/ A [ #20] ] i A2k>I BATA" B ock 1

EA»[ [ #29] ] SASCA€3A%BIA; AtPA—A~+[ [ #22] ] AtA SAEAfALAY

[ [ #4] ] Avi@i™qOA™A; BAYA(2Sj A£}
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter anp;list in ww aka. idf.il/chanatz/klali/default.asp None 1
176.13.19.17 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39. 111 [United Sates [147.237.76.42 |refuah.idf.il m”rter;zg ;egj _Lﬁf‘_ffffzsplta‘;es/i ragevi deogal | eryl obby/ Bock |1
84.228. 149. 164 |l srael 147.237.77. 216 |dover.i df . i | Lhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ Bl ock 1
217.132. 156. 67 |I srael 147.237.72. 156 |anan. i df . i | Illegal Byte Gode Character in Header \al ue B ock 1
212.76.110.98 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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