01-10-2016-17:04:04 to 01-10-2016-18:04:04

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

M dover.idf.il

M aka. idf.il

M nadi matal .idf.il

M tikshuv.idf.il

M nobile.idf.il

Watal .idf.il

[ refuah.idf.il

MW aman.idf.il
navy.idf.il

M ishurimaka.idf.i

M 167. 114. 156. 16
92.241.38.8

I 46.19.86. 111
37.142. 148. 89

W 109. 253. 199. 53

M 2.54.12. 140

I 46. 19. 85. 47

M 112.198.118.64
41. 33. 231. 90

W 109. 253. 201. 229

|Top Targets |
1, 600"
1, 200"
800+"
Nunber J
a
Atacks 4007
: § § § SR h g §
\.}6\ %:\6 &p \\?:\6 @.}c 3 &'\b S A..\c &&\c
\4 D R X ! N
60\\ ¢ 6‘6& \\j‘g @0 ¢ \é’\o '§§ < N
S ~ N
& &
Top Tar get
[Top Attackers |
/|
1, 500
1, 2004
900+
Nunber 600+
a -
At tacks
300-
0- ) % o A > O )
o N L N
P AR AP R g
N vV a2 WP N : <o
NS N g &

Top Attackers




01-10-2016-17:04:04 to 01-10-2016-18:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3028
185. 126. 176. 195 147.237.76. 44 erefuah.idf.il |Bock Wp Al Nets dr op 1

183. 148. 16. 191 Chi na 147.237.76. 198 e.yohalan.idf.il [Block Udp All Nets drop 1
23.95.248. 111 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Block Np Al Net drop 1

183. 148. 16. 191 Chi na 147.237.76. 199 e nakchal .idf.il [Block Udp All _Nets drop 1

66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df .11 | TGP handshake viol ation, first packet not syn |drop 1

183. 148. 16. 191 Chi na 147.237.76. 200 eitan. aka. idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
79.179.103.38 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP D stributed Portscan 1
158.255.6.220 [147.237.76.38 gj::;”ion eemsitav.id.il |[ET SCAN NVAP -sS wi ndow 1024 1
5.39.222. 196 147.237.8.27 [Netherl ands e.madimatal .idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
149. 78. 135. 125 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCQP DO stributed Portscan 1
109. 64. 29. 77 147.237. 72. 166 |I srael aka.idf.il portscan: TGP DO stributed Portscan 1
104. 128. 144. 131|147. 237.76. 31 |Canada nakchal . i df . il ET SCAN NVAP -f -sS 1
93.174.93.203 |147.237.77.74 |Netherl ands lawidf.il ET SCAN NVAP -sS w ndow 1024 1
84.108. 158. 248 |[147.237.72. 166 |l srael aka.idf.il portscan: TGP DO stributed Portscan 1
80. 246. 133. 134|147, 237 77. 2331 5 ael atal il ET DO5 Large amount of TGP ZeroVWndow - Possibl e Nkiller2 DDos 1
attack
50.149.20.103 |147.237.8.45 |Hong Kong e aitanid il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
168. 62. 238. 153 [147.237.77. 227 |Wited Sates e. hanaz. i df.il ET SCAN NVAP -sS w ndow 1024 1
46.117.137. 115 |147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
149.78.235.51  |147.237.72. 166 |I srael aka.idf.il portscan: TGP DO stributed Portscan 1
132.73.197.58 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131(147. 237. 76. 31 |Canada nakchal .i df.il ET SCAN NVAP -sS w ndow 2048 1
94.102. 48.195  |147.237. 77. 235 |Net her | ands sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.203 |147.237.72. 217 |Net her| ands eidf.il ET SCAN NVAP -sS w ndow 1024 1
82.81.61.233 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature ?«;\t/ii f;
92.241.38.8 Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 163
112.198. 118. 64 |Pnili ppines 147.237.72. 166 |aka.i df . il drop SAMrul e drop 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
185. 120. 126. 24 147.237.72. 166 |aka.i df .i | drop SAMrule drop 29
37.26.148.250 |lsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
2.54.56. 158 | srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
2.54.19. 137 I'srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 15
Ret r ansn ssi on Packet dropped.
66.249.78.37  |Wited Sates [147.237.77.234 |halag.idf.il Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
94. 230. 86. 246 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 11
213.8.204. 84 | srael 147.237.72. 167 |i shuri maka. i df . i Stream ng Er_]gl ne: TGP Invalid nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dropped.
94.159.171. 139 |Israel 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
94.159.171.139 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence S e Lansmr wehdifferent Jopnitor o
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
84.108. 94. 27 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
79.180.121.179 |lsrael 147.237.72. 167 |i shuri maka. i of . i [dr op First packet isn't SN drop 7
79.179.113.58 |israel 147.237.72. 166 |aka.i df .l Streaming Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
188. 120. 148. 138! srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.19. 85. 181 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert
80.178.220.34 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
2.54.152. 44 I srael 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on, drop 6
Ret r ansn ssi on Packet dropped.
46. 19. 85. 181 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
66.249.60.30  |uited Sares |147.237.77. 243 |oti 1o ior.iy [ SAMNG Engine: TP Invalid  Jinvalid segnent retransnissi on drop 6
Ret r ansn ssi on Packet dropped.
46. 19. 86. 220 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 110 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d ACK nunber aert
31.168.66. 105 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
149.78.235.51 | srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
46.19. 85. 110 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
212.235.28.71 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 6
46. 19. 86. 243 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
149. 88. 164. 223 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.85.5 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
94.230.86.240 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
46.120.194.45 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
80.230.19.162 | srael 147.237.72. 166 |aka i df . i Bad TCP sequence mﬁsg reansm wehdifferent | oonitor |5
37.142.68.103 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
2.54.144.38 | srael 147. 237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
94.230.86.166 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
176.13.21.64  |Israel 147.237.0.19  |radimatal iar.i1| > SAM NG Engine: TP Invalid —invalid segnent retransmission drop 4
Ret r ansn ssi on Packet dropped.
192.0.80.167  |Wnited Sates |147.237.72. 166 |aka.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor  [4
84.108. 94. 27 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
2.52.41. 42 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
207.253.5.218 |Canada 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.22.129.178 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
2.52.41. 42 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 4
5.102. 254. 165 [l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
37.46.39. 23 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence I'nval i d ACK nunber noni t or 4
2.52.41. 42 | srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 74 I srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Invalid ACK nunber noni t or 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data nonitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 111 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 66
109. 253. 199. 53 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 60
2.54.12. 140 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 44
109. 253. 201. 2291 srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 33
46. 19. 85. 47 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 30
2.52.186. 109 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from2.52. 186. 109 Bl ock 22
176.13. 21. 64 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 16
84. 95. 251. 36 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 8
84.108. 224. 206 |[lIsrael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 7
80. 246. 136. 238 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 6
207.46.13.123 |[whited Sates |147.237.77.216|dover.idf.i | Ml tiple Uhauthorized URL Access from 207.46. 13. 123 Bl ock 6
37.142.148.89 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 37. 142. 148. 89 Bl ock 5
37.142.148.89 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Aonornal |y Long Header Line from 37.142. 148. 89 B ock 5
62.219. 187. 197 [Israel 147.237.0. 17 ;nlrrly kosher-kravi.id| @ e I11egal Parameter Encoding None 5
37.142.148.89 | srael 147.237.72. 166 |aka. i df . i | ?'\f';'.tliflfluéleggl Byte Qode Character in reader hane from Bl ock 5
79.178.152.84 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 79.178. 152. 84 Bl ock 5
46.19. 85. 47 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 5
37.142.148.89 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Method from37.142. 148. 89 |B ock 5
37.142.148.89 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal Iy Long Request from 37.142. 148. 89 Bl ock 4
37.142.148.89 [Israel 147.237.72. 166 [aka. i df . i | Mil tiple Malfornmed HTTP Header Line from 37.142. 148. 89 Bl ock 4
37.142.148.89 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from 37.142. 148. 89 B ock 4
37.142.148.89 | srael 147.237.72. 166 |aka. i df . i | g‘l;'.tif';lu;ggj Byte Qe Character in Feader Val ue from Bl ock 4
192.0.80.167  |United Sates |147.237.72. 166 |aka. i df . i | Dstr buted tradt w:;zgut“f;::;;?;sgm UL on Bl ock 4
37.142.148.89 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e NILL Character in Header Nane from 37.142. 148. 89 Bl ock 4
85. 250. 230. 240 |l srael 147.237.0. 17 ;n inly- kosher - kravi . i d Dstributed I11egal Paraneter Encodi ng None 4
46. 19. 85. 149 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.142.148.89 |[Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 3
37.26.149.245 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 3
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 192. 243. 55. 130 B ock 3
192. 243. 55. 135 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 192. 243. 55, 135 Bl ock 3
176.13.21.115 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 3
2.54.20.128 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 136. 188]I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 3
37.26.147.164 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 3
87.69.242.104 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 87.69. 242. 104 |B ock 2
37.142.148.89 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP Version from37.142. 148. 89 Bl ock 2
80. 246. 136. 232 |l srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
37.26.146.190 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
95.86.93.240 | srael 147.237.72. 166 |aka. i df . i | \Au;;l“;;‘;’_rii;f?lﬁ‘mﬁf;ﬁ;ﬁ;é’omrol o at udel A B ock 2
37.26.146.200 |israel 147.237.0.17 ;nlnly kosher -kravi . i d Dstributed I11egal Parameter Encoding None 2
85. 250. 87.240 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
81.65.170.19 France 147.237.72.166 [aka. i df . i | mu;kh:ri Id?é?l /l\,:raataihnc;i}i ?ljg gl\:shefriri cati onservi ce. asnx/ get aut huser Bl ock 2
176.13.23.148 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock

192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 192. 243. 55, 133 Bl ock

192.0. 82. 67 Wited Sates |147.237.72. 166 |aka. i df .i | m;&;‘:ﬁd’iwiﬁ w:;:gut“fé::e‘:;?;sgom UL on Bl ock 2
2.54.161.3 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
66. 249. 66. 37 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1150- he/ dover . aspx [B ock 1
176.13.9.7 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
84.228.45.218 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
212.76.109.74 |[israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 212. 76. 109. 74 Bl ock 1
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