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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3588
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-Qi dest - r eset 103
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anomal y-TLS-renegoti ati on-Q i forward 61

85. 130. 251. 227 | srael 147. 237.72. 156 anan.idf.il Bl ock Udp All Nets drop 3

85. 130. 251. 227 | srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
2.191.221.24 Iran, Islanic Republic of |147.237.77.216 dover.idf.il SYN H ood out of context drop 2
2.191.221.24 Iran, Islanic Republic of |147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
71.6.165. 200 Lhited Sates 147.237.76. 30 hi nush. i df.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Sl'te |Signature |Count |
151. 24. 143. 45 147. 237. 76. 44 Italy e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
93. 174. 93. 203 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.94.101. 81 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178. 27. 233 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 241 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
5.102. 254. 171 147.237.72. 167 I 'srael i shurimaka.idf.il | NDI CATOR- SCAN nyscan 1
2.52.39. 44 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
158. 255. 6. 220 147.237.0. 35 Russi an Federation akavs. i df .i | ET SCAN NVAP -sS w ndow 1024 1
151. 24. 143. 45 147. 237. 76. 196 Italy e sviva.idf.il ET SCAN NVAP -f -sS 1
94.102. 48. 195 147.237.76. 31 Net her | ands nakchal .i df .il ET SCAN NVAP -sS wi ndow 1024 1
85. 65. 161. 240 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
81.218. 138. 82 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 151. 53. 196 147. 237. 76. 202 kr ai ne e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.149. 170 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.102.254. 171 147.237.72. 167 I srael i shurimaka.idf.il GPL SCAN nyscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
151. 24. 143. 45 147. 237. 76. 196 Italy e svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
71.28.188.58  |United Sates [147.237.76.86 |navy.idf.il Bad TCP sequence SN retransmt wrth different monitor (53
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
109. 64. 136. 106 |l srael 147.237.77. 216 |dover. i df . i1 B ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 30
109. 64. 136. 106 |l srael 147.237.77. 170 |naarachot . i df . 1|Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 30
72.9.148. 10 Lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 24
reaming BEngine: TCP Invali i i ssi
2.52.2.153 I'srael 147.237.76.31 |nekehaliar i1 |2 €M NG Engine: TGP Invalid Invalid segnent retransmssion. drop 21
Ret ransni ssi on Packet dropped.
132.70. 66. 12 I srael 147.237.72. 156 |aman. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 20
Sreaming Engine: TGP Invalid i i ssi
176.13.17. 246 |Israel 147.237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmission. drop 20
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 195. 150 sr ael 147. 237.77. 243 |mwbi le. i f . i1 9 =9 Invalid segnent retransmssion. drop 13
Ret r ansni ssi on Packet dropped.
2.54.33.97 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
reanmn ine: TCP Invali i i Ssi
37.26.149.229 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
132. 70. 66. 12 | srael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 10
132.70. 66. 12 | srael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 10
132. 70. 66. 12 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber alert 10
83.101.10.104  |Bel gi um 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 9
reaming BEngine: TCP Invali i i ssi
212.68.153.94 | srael 147. 237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid nvalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
83.101. 10. 104  |Bel gi um 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreaming Engine: TGP Invalid i i ssi
80. 246. 138. 195 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmission. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 130. 86 |l srael 147. 237.77. 243 |mwbi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
37.26.148.134 |lsrael 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop
46.19. 85. 186 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
213.8.118.14 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invali d sequence nunier noni t or
80. 246. 133. 255 || srael 147.237.76.42 |refuahidf.il [Bad TCP sequence S retransmt with different monitor |7
w ndow scal e
5.102.254.139 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
37.26.148.167 |lIsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or
reaming BEngine: TCP Invali i i ssi
79.179.48.37  |israel 147.237. 72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 63 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
2.54.33.97 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
79.183.30.231 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
79.177.9.61 | srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.148.167 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TCP Invalid i i ssi
79.179.69.159 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185. 3. 144. 9 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
80. 246. 136. 134 I srael 147. 237.77. 243 |mwbi le. i f . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
2.54.33.97 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
109. 64. 146. 235 |1 srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
132.64.24.67  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransission. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
185.3.144.42  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
80.246. 137.59 |Israel 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
37.26.148.167 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
84.228.247.56 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 6
82.80. 144. 24 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6
46.163.68. 111  |Ger many 147.237.77.233|atal .icf.il  |Bad TOP sequence SNretransmt wth different mnitor |6
w ndow scal e
46. 19. 85. 88 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber alert 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
37.26.148.167 |[Israel 147.237.72. 166 |aka. i dof .i | Bad TCP sequence Invalid sequence nunber alert 6
84.228.247.56 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
2.54.33.97 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 88 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
109. 253. 201. 81 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 120
79.178.37.114  |israel 147.237.0.34 |tikshuv.idf.il ;g?lh%r.'ywo_flize Sane Response (ode (404) in Session from Bl ock 61
176. 13. 3. 43 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 31
109. 253.201. 81 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 15
31. 168. 65. 40 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for v aka. i df.il/ Bl ock 12
109. 253. 131. 58 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 11
31.154.12. 22 I srael 147.237.76.86 |navy.idf.il Mil ti pl e Uhauthorized UR. Access from 31.154.12. 22 Bl ock
176.13.17. 246  |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock

109. 253. 195. 150|1 sr ael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode Bl ock

109. 253. 128. 112|I srael 147.237.0. 17 ][nlnly kosher-kravi - id |, i ped Ilegal Paraneter Encoding None 5
31.154.234.159 |[Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 31. 154, 234. 159 Bl ock 3
109. 253. 130. 86 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 3
80. 246. 138. 195 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode Bl ock 3
176.13.6.9 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 3
31. 168. 65. 40 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip_storage/files/1/ B ock 3
109. 67.157.34 |l srael 147.237.72.166 |aka. i df . i | m“;?;rii dzf‘??l ?ﬁ;{'ﬁfhmeffc;ht_aspx Bl ock 3
109. 253.133. 75 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 2
80.179.13.126 |israel 147.237.72. 166 |aka. i df . i | m“;;;ri ! d??idl /'\’:;jhn‘;‘; ?E ;\?h;:ru cati onservi ce. asm! get aut huser | 9K 2
95. 86. 123. 63 I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to ww i df.il/894-he B ock 2
193.34.57.101 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 253. 137. 76 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
2.54.48.20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
46. 19. 86. 122 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
93.173.252.58 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to 10.100. 102. 9/ upnpcp/ not i fy/ event Bl ock 1
66. 249. 66. 37 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1384- he/ dover . aspx [Bl ock 1
157.55.39. 164 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
46. 19. 86. 254 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 253. 202. 121 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
2.54.192. 142 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.111.158.92 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
213.151. 35. 216 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Whknown SSL Sessi on None 1
46. 19. 85. 20 I srael 147.237.77.216|dover.idf .i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
192. 243. 55, 137 |Doni ni ca 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to v idf.il/atal Bl ock 1
77.127.189.232 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
176.13.11.184 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.26.146.158 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode Bl ock 1
109. 65. 211. 149 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i|/mai n/ sachar/undefined |B ock 1
85.65.7.178 I srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wanidf.il/https:/wwidf.il/ Bl ock 1
62.128. 48. 42 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
114.97.195. 242 |china 147. 237.77. 176 |nat pash. i df . i | m”f:;‘g;t' 7ol LR focess 1o . asp {1 ackback! Bl ock 1
5.102.254.223 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
2.54.132. 156 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
81.218.56.171 |Israel 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 81.218.56. 171 Bl ock
207.232.5.230 I srael 147.237.77. 234 [hal ag. i df . i | vL\vr/];\lzultoZ?rslt |Z§g aﬁf‘éfcelslsl tte?ml at es/ shared/ user control s/traj ector/ Bl ock !
46.19. 85. 221 I srael 147.237.77. 216 |dover.i df . il Ml formed URL B ock 1
37.26.149.183 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 160. 205. 1161 srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.179.61.141 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
192. 243.55. 134 |Doni ni ca 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
31.154. 234. 159 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip _storagel/files/8/ Bl ock 1
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