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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker

Target
Address

Signature

Country

167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3150
66. 249. 73. 214 I srael 147.237.77.170  |marachot.idf.il :;]; handshake viol ation, first packet mot |, 293
79.180.111. 59 | srael 147.237.72. 166 aka idf.il B ock_Udp Al Nets drop 3
115. 239. 228. 10 Chi na 147.237.0. 33 idf.il Frk_Under Attack Con Htp drop 2
115. 230. 124. 164 Chi na 147.237.76. 200 eitan. aka.idf.il JLM Under Attack_Con_Tcp drop 2
208. 67. 1. 66 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 1
202.112. 51. 96 Chi na 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 dr op 1
202.112.51. 96 Chi na 147.237.77. 226 wan chamat z. aka. i df il  |bl ock-sp-trafl drop 1
202.112.51. 96 Chi na 147, 237.72. 156 anan.idf.il bl ock-sp-trafl drop 1
208. 67. 1. 66 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
202.112. 51. 96 Chi na 147.237.76. 200 eitan. aka.idf.il bl ock-sp-traf1 drop 1
202.112.51. 96 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 dr op 1
115.230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
202.112.51. 96 Chi na 147.237.77.176 nat pash. i df . i | bl ock-sp-trafl drop 1
202.112. 51. 96 Chi na 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf1 drop 1
71.6.165. 200 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ock Wp Al _Nets drop 1
202.112.51. 96 Chi na 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 dr op 1
115. 239. 228. 10 Chi na 147.237.0. 33 idf.il Frk Purple Gon Limt Htp drop 1
202.112.51. 96 Chi na 147.237.77. 205 prisha. idf.il bl ock-sp-trafl drop 1
202. 112. 51. 96 hi na 147.237.0. 17 mny-kosher-kravi. idf-i {0y oo traf1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SlgnaIure Devi ce Action |Count

198. 20. 69. 75 Lhited Sates 147.237.8. 14 e.orchot.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
93.174.93.203 |147.237.76. 177 |Net her| ands ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.183.222. 206 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
50. 204. 188. 142 |147.237.77.176|Lnited Sates nat pash. i df .| ET SCAN NVAP -sS wi ndow 3072 1
37.26.147.133 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
212.235.98. 139 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220(147. 237. 76. 30 |Sweden hi nush. i df . il ET SCAN NVAP -sS w ndow 1024 1
158.255.6.220 [147. 237.0. 15 zjzis‘t”im kosher-kravi .i df .i ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 142. 149|147, 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
87.69. 0. 103 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
61.216.2.14 147.237.0.17 |Tai wan mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.120.62.107 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
218.77.79. 38 147. 237. 76. 199 [Chi na e. nakchal . i df .| ET SO Rapi d POP3 Qonnecti ons - Possi bl e Brute Force 1
A tack
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
158. 255. 6. 220  |147.237.0. 17 ?éj:i;’}m mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 238. 156 [147. 237. 72. 166 |I srael aka. idf.il portscan: TCP O stributed Portscan 1
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SYNretransmt wth different w ndow

Inval i d Retransnissi on

Packet dropped.

77.127.112.31 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence scal e monitor  |180
82.212.91. 214 |Jordan 147.237.77.176 [nat pash.idf.il dr op First packet isn't SYN drop 83
45.79. 168. 168 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SWN drop 42
79.176.16.166 | srael 147.237.77. 233 |atal i of .i Bad TCP sequence S retransmt with different wndowl o vor |32
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
109. 64. 225.59 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
S reamng Engi ne: TCP i i ssi
37.26.149. 221 |Israel 147.237.77. 243 |nubi 1 e.i df i mng tngine: 7 nval i d segnent retransnission. drop 18
Inval id Retransm ssion Packet dr opped.
84.108.184.54 |Israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence Sszgge”ansm't with different wndowl o itor |15
S reamng Engi ne: TCP i i ssi
79.182.10.130 |Israel 147.237.72. 166 |aka i df .i mng tngine: 7 Inval i d segnent retransnission. drop 12
Inval id Retransm ssion Packet dr opped.
2.54.192. 142 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
109. 64. 225.59 |l srael 147.237.76.31 |[nakchal .idf.il dr op First packet isn't SN drop 10
Streamng Engi ne: TCP Invalid segnent retransnission
66.249.78.37 |lhited Sates [147.237.77.234|halag.idf.il _ . : dro 10
ag Inval i d Retransm ssion Packet dr opped. P
46.19.85.161 |[Israel 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Inval i d ACGK nunber noni tor |10
217.132.138. 98 |Israel 147.237.76.86 |navy.idf il Bad TCP sequence S retransmt with different wndowl o or |10
208.115.111. 73 |Lhited Sates [147.237.72.166 |aka.idf.il drop SAMrul e drop 9
. m ny- kosher -kravi . i d [Stream ng BEngi ne: TCP TCP segrent out of maxi num
61.216. 2. 14 Tai wan 147.237.0. 17 £l Segnent Limt Enforcenent all oved sequence. Packet dropped. drop 9
192.118. 27. 253 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval id ACK nunber nonitor |8
109. 67. 157. 34 |Israel 147.237.72.166 |aka. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data monitor |8
5.102.253.32 |[lIsrael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni tor |7
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
84.229.244.6 |[Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber monitor |6
Sreamng Engi ne: TCP i i ssi
213.57.68.59  |Israel 147.237.72. 166 |aka i df .i mng tngine: 7 Inval i d segnent retransnission. drop 6
Inval id Retransm ssion Packet dr opped.
217.132.33. 101 [l srael 147. 237. 72. 166 |aka. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
89. 138. 46. 160 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79.182.10.130 |lsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
84.229.244.6 |Israel 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 5
8.37.227.81 g”&;ymus 147. 237. 77. 216 |dover. i df . Bl ock HTTP Non Conpliant  |Response out of state moni tor |5
46. 19. 85. 32 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
192. 118. 27. 253 |I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or
S reamng Engi ne: TCP i i ssi
65.55.210. 77 |Wited Sates |147.237.76. 200 |ei tan. aka i df il mng tngine: 7 Inval i d segnent retransnission. drop 4
Inval id Retransm ssion Packet dr opped.
37.26.149.221 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |4
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4
46.19.85.146 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
192.118. 27. 253 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 4
2.52.182.140 |Israel 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
149.78.127.1 |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
80.179.114.11 |israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber monitor |4
8.37.227. 69 g”&;ymus 147. 237. 77. 216 |dover . i of .| Bl ock HTTP Non Conpliant  |Response out of state moni tor |4
54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il dr op First packet isn't SYN drop
62.219. 167. 150 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
79.179. 176. 214 || srael 147.237.72. 166 |aka. i df .i Bad TCP sequence noni t or
S reamng Engi ne: TCP i issi
176.13.21. 115 |israel 147. 237.77. 243 |nobile. i f . | mng tngine. 1 Invalid segment retransmssion. drop 4
Inval id Retransm ssion Packet dropped.
212.179.9.245 |[Israel 147.237.76.31 |nakchal .idf.il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
79.177.59.65 |lsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
109. 64. 135. 155 |l srael 147.237. 72. 156 |anan.idf .il dr op First packet isn't SYN drop 4
Sreamng Engi ne: TCP i i ssi
79.182.51.177 |Israel 147. 237. 72. 166 |aka. i f . i mng thgine: 7 Invalid segnent retransmssion. drop 3
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i issi
109.66.2.45  |israel 147. 237. 72. 166 |aka i of . i | mng tngine. 1 Invalid segment retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
5.22.129.143 |israel 147. 237. 72. 166 |aka. i f . i mng thgine: 7 Invalid segnent retransmssion. drop 3
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i issi
77.127. 209. 226 |I srael 147. 237. 72. 166 |aka. i of . i | mng tngine. 1 Invalid segment retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
37.26.147.248 |Israel 147. 237. 72. 166 |aka. i f . 9 =g Invalid segnent retransmssion. drop 3
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address [Site S gnature Devi ce

‘Count

Count ry Action
46.10.85.140  |israel 147.237.0.19 |nadimatal .idf.il Too Nany of the Sane Response Code (404) in Session from g o\ 195
46. 19. 85. 140

46.19. 85. 140 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 162
149. 78. 31. 43 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 54
80. 246. 136. 236 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 14
109. 67.157.34 |l srael 147.237.72.166 |aka. i df . i | m“;}?:rii dzf'f:cijl yen;jhgfhme‘;ghl ¢ aspx B ock 9
212.179.9.245 |lsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut horized URL Access from212.179.9. 245 B ock 7
37.26.149.155 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 6
2.54.36.95 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 6
2.54.50. 181 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
212.179.9.245 |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 6
188. 143. 232. 22 :3::;’} on 147.237.77.216|dover.i df . il Mil ti pl e Unaut hori zed URL Access from 188.143. 232. 22 B ock 5
77.127.238.206 |[lIsrael 147.237.0.34 |tikshuv.idf.il D stributed Too Many of the Sane Response Code (404) B ock 5
109. 253. 157. 166l srael 147.237.0. 17 ][ninly_ kosher -kravi . id Ostributed I11egal Paraneter Encoding None 4
109. 253. 144. 14 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.149.131 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
46.19. 86. 248 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 86. 122 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
91. 207. 90. 10 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 91.207. 90. 10 B ock 3
37.26.149.221 |[israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 3
37.26.147.205 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 247 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
79.182. 8. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
192. 243.55. 135 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 243. 55. 135 B ock 3
195. 154. 227. 118|France 147.237.77.216|dover.i df . i Dstributed I11egal HITP \ersion B ock 2
217. 132. 147. 106l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
149. 88. 145. 165 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wwwv aka.idf.il/wwtikshuv.idf.il  |B ock 2
46.19. 86. 134 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
84.94.159.219 |Israel 147.237.76.31 |nakchal .idf.il Distributed Wauthorized HTTP Met hod B ock 2
5.29. 148. 122 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 2
46. 19. 85. 204 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404.htm  |B ock 2
213.57.189. 144 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 218. 175|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
80. 246.136.93 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
141.8.132.78 :Zg::t”i on 147.237.77. 216 |dover. i df .i | Unhaut hori zed URL Access to waw i df.il/nazi B ock 2
46. 19. 85. 40 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Abnormal |y Long Request from 46. 19. 85. 40 B ock 1
80. 246. 136. 98 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 1
66. 249. 66. 37 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
79.178.2. 136 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
61.216. 2. 14 Tai van 147.237.77. 226 :ATAW chanat z. aka. i df . t‘hStSrLaf(e%’\'ﬁ_(% E&,f{iﬂs;_qm’t ocol violation None 1
91.199.69.254 | srael 147.237.76.42 |refuah.idf.il ﬂ?}’;g;r;;efy%ggﬁ?e;ﬂ sset . css B ock 1
217.132.138.98 |Israel 147.237.76.86 |navy.idf.il e H "a;”( ff; Y Cge Sooding on Bl ock 1
84.108.39.48  |Israel 147.237.76.42 |refuah.idf.il ?‘;f ;g?”;gd 45;“;3;;(’&%35??; on Bl ock 1
212.235.103. 211|lI srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 212.235. 103. 211 B ock 1
2.54.184.50 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
71.28.188. 58 Lhited Sates  [147.237.76.86 |navy.idf.il Illegal Byte Qde Character in Header Val ue B ock 1
149. 88.127.40 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
132.70. 66. 10 I srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
81.218.116.129 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
212.76.105.88 | srael 147.237.72. 166 |aka. i df . i | mux;:vn;’k"‘; izafr.a}r}'jt; n??]a'r'; di i gener al . aspx None 1
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