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|Top Attackers | n DDoS- Def ence |

01-10-2016-13:04:07 to 01-10-2016-14:04:07

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3004
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context dr op 3
46.19. 85. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
141. 212. 122. 204 Lhited Sates 147.237.76. 176 test.ncore.idf.il Bl ock Udp All Nets drop 1
202.112. 51. 96 Chi na 147.237.76. 39 nobi | e. neitav.idf.il bl ock-sp-traf1 drop 1
202.112. 51. 96 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 dr op 1
202.112.51. 96 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-trafl drop 1
202.112.51. 96 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46. 19. 85. 60 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
5.102.198.190 [147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
218.101. 161. 78 |147. 237.77.61 g?rea, Republic o cogat i df il Potential Sean or Brute For Ze 1
5.39.222. 196 147.237. 77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 110. 40. 7 147.237.77. 216 |I srael dover . idf il portscan: TCQP D stributed Portscan 1
5.39.222. 196 147. 237. 76. 148 |Net her | ands gacenter. aka i df .i [ET SCAN NVAP -sS wi ndow 1024 1
132. 66. 63. 151  |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
95. 86. 72. 223 147.237.77. 216 |I srael dover . idf il portscan: TCP D stributed Portscan 1
78.111. 123. 200 |147.237.77.216|Czech Republic |dover.idf.il portscan: TCP DO stributed Portscan 1
46.117.34.253 [147.237.72. 166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 196 147.237.77. 216 |I srael dover . idf il portscan: TCP D stributed Portscan 1
31.211.102.129 [147. 237.0. 200 gj;:lnim Ay i df i | ET SCAN NVAP -sS wi ndow 4096 1
5.39.222. 196 147. 237. 77. 235 [Net her | ands svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
212.179. 102. 167|147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
5. 39.222. 196 147. 237. 76. 200 |Net her | ands eitan.aka.idf.il ET SCAN Behavi .Oraj Unusual | y fast Termnal Server Traffic, Potenti 1
Scan or Infection
167. 114. 156. 16 |147.237. 77. 216 |Canada dover . idf il portscan: TCP D stributed Portscan 1
109. 66. 143. 158 [147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
93.174.93.203 |147.237.8.27 |Netherl ands e.nadi matal .idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
46.121. 99. 60 147.237.77. 216 |I srael dover . idf il portscan: TCP D stributed Portscan 1
46. 19. 86. 203 147.237. 72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Action

46.19. 85. 196 I srael 147. 237. 76. 200 |ei tan. aka.i df .i | o dro 48
Ret r ansmi ssi on Packet dr opped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
213. 244. 82. 139 glcis;ilgéan Territoryl147. 237. 77. 176 |nat pash. icf. il |dr op First packet ism't SWN drop 20
212.76.127. 44  |lIsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor (18
R SYNtACK retransmt with .
185. 32.179. 214 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence di fferent w ndow scal e moni tor |17
A . . SWNretransmit wth different .
112.198. 118. 64 |Pnili ppi nes 147.237.72. 166 |aka.idf il Bad TCP sequence wi ndow scal e noni t or 15
192. 114. 105. 254 |l srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SYN drop 15
37.142.138.168 |[lsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
Sreamng Engine: TCP Invalid i i ssi
2.54.187.125  |israel 147. 237, 72. 167 |i shuri maka i of . | 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
87.68.248.143 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g, 12
Ret ransm ssi on Packet dr opped.
79.176.177.38 |Israel 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval id AGK nunber moni tor |11
2.52.6.231 | srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
208.115.111. 73 |Lhited Sates 147. 237. 77. 216 |dover . i df .i | drop SAMrule drop 11
79.176.177.38 |Israel 147.237.72. 166 [aka.i of .i | Bad TCP sequence Inval id AGK nunber aert 11
188. 120. 148. 174]l srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
reamn ine: TCP Invali i i Ssi
79.181.28.243 |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 9
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 231 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
reamng BEngine: TCP Invali i i sSi
37.26.147.222 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dr opped.
S SWNretransnit wth different .
5.175.25. 171 Ger nmany 147.237. 77. 233 |atal .idf il Bad TCP sequence wi ndow scal moni tor |7
149.88.198. 5 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |7
Sreaming Engine: TCP Invalid i i ssi
84.110. 7. 57 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.183.35.185 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
213.8.241.106 | srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
84.228.247.56 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
37.46.47.120 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber alert
Sreamng Engine: TCP Invalid i i ssi
79.177.26.192 |Israel 147.237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
37.46.47.120 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
46.19. 85. 197 I srael 147.237.77. 216 |dover.i f .i | Bad TCP sequence Inval id AGK nunber aert 6
2.54.170. 202 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 197 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
185.3.144.42  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreaning BEngine: TQP Invalid i i SSi
109. 64. 146. 235 |1 srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
84.228.247.56 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber alert 6
79.177.16.197 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 197 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber monitor |5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
2.52.56.196 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 197 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 4
46. 19. 86. 231 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
188. 161. 115. 29 g‘ilcisgi':('ja” Territoryis 47, 237. 77. 176 |natpash.if.il  |dr op First packet isn't SWN drop 4
2.52.156. 174 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 4
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 86. 196 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber monitor |4
5.102. 254. 95 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |4
37.46.39. 36 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber monitor |4
Sreamng Engine: TCP Invalid i i ssi
64.79.85.205  |lnited Qates 147.237.76.86 |navy.idf.il 9 =9 Inval i d segnent retransmssion. |, ., 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
149. 88. 222. 151 |Israel 147.237. 72. 167 |i shuri maka. i f . g =g Invalid segnent retransmssion. g, 4
Ret ransm ssi on Packet dr opped.
185. 27.105. 117 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
79.177.166. 145 |l srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 242
2.54.16.99 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 56
176. 13. 20. 60 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 23
46. 19. 85. 25 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 19
85. 65. 236. 70 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
37.26.149.152 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 13
81.218.201.211 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 10
176.13.17.38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
176.13.11. 38 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 6
2.54.134.8 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
46.19. 85. 128 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
109. 253. 216. 71 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
192. 243.55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 192.243.55. 133 B ock 3
2.54.31. 206 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.52.174.92 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 190 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
109. 160. 174. 73 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 109. 160. 174. 73 B ock 3
2.54.27.62 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
107.178.194.83 |Uited Sates [147.237.77.216|dover. i df .| D stri butoc E;;.tggé;é.eﬁeﬁvﬁcfjpﬁn Bock |2
79.176.177.38 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
79.176.197.122 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for wawn aka. i df . i|/mai n/ sachar/ mas. aspx |B ock
87.69.44.3 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i |/ mai n/ sacahar Bl ock
204.13.200.200 [Uhited Sates |147.237.77.216|dover. i df . il bt Eidtf’t_'ti?cj lT;;f;g;gfﬁeﬁvﬁ‘ff;pﬁn Bock |2
176. 13. 20. 60 I srael 147.237.77.243|mobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index |B ock
46. 19. 86. 18 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df .i|/main/ sachar/undefined |B ock
208.184.112.74 |United Sates |147.237.77. 216 |dover . i df . i | D stri buted 1T§;f;§ggg?ﬂeﬁvicrc_f:pxo_” Bock |2
2.54.138. 172 I srael 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed LR. Access on nobil e.idf.il/sachar/index |B ock
176. 13. 4. 145 I srael 147.237.72. 166 [aka. i df . i | D stributed Wnaut hori zed LRL Access on waw aka. i df .i|/mai n/ B ock
62.0.54. 2 I srael 147.237.77.74 |lawidf.il ma'ri;ri gflylﬂgégggﬁaezc;;e;;i‘ Zpr Bock |2
212.25.84.200 |Israel 147.237.77. 176 |nat pash. i df . i | m“é:gc:ti_f?_ ﬁsfs_c;ifa;; Fil s/ 9 4629 ] pg Bock |1
37.26.148.243 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
87.68.149.140 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
192. 243. 55. 137 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed URL Access from 192. 243, 55, 137 B ock
66.249. 64. 124 I srael 147.237.76.86 |navy.idf.il nma\"j“y” o izle/dgit%sffcocrisr; ;S‘;/ shout or um asp Bock |1
157.55.39. 152 [Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.19. 86. 204 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
2.54.147.30 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Distributed Uhauthorized URL Access on waw aka. i df . i/ giyus/ kadatz |B ock 1
176.13.20. 195 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
46.19.85.160  |israel 147. 237.77. 216 |dover . i df . i | iﬁgﬁggﬂgg iﬁ?ﬁi?px';g :ﬁg&f 11338016261 1 1 LR Bock |1
109. 65. 203. 46 | srael 147.237.0. 17 (ro]: niyl- kosher -kravi . i Miltiple Illegal Paraneter Encoding from 109. 65. 203. 46 None 1
217.132. 101. 247|I srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.178.115. 118 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66. 249. 69. 97 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
176. 13. 6. 229 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.142.64.37 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
94.242.246.24 |Luxembourg |147.237.77. 216 |dover . i df . i | D stri buted 1?;;};;2;;?&%\/??5}9” Bock |1
207. 46.13. 75 Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to w i df.il/bundl es/styl es/sni B ock
5.175. 25. 171 Ger many 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from5. 175, 25. 171 B ock 1
Unknown Par anet er
84.228.110.23 [Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! acetbl der $passwor dUpdat e$hi ddenUp |None 1
dat ePassword in v aka. i df.il/nai n/giyus/fag. aspx
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