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01-10-2016-12:04:05 to 01-10-2016-13:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 73. 198 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3902
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3075
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
207.104. 161. 245 Lhited Sates 147.237.76. 44 e.refuah.idf.il |[Bock Udp All Nets drop 1

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - r eset 1




01-10-2016-12:04:05 to 01-10-2016-13:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount

198. 20. 69. 75 Lhited Sates 147.237.77. 212 e.dover.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1




01-10-2016-12:04:05 to 01-10-2016-13:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |9te |Signature |Count |
172. 98. 200. 238 147. 237. 76. 148 ggcenter. aka. i df . il ET SCAN NVAP -sS wi ndow 2048 1
149. 88. 202. 228 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 113 147.237.77. 212 Wkrai ne e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 176. 8. 232 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 26. 34 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13.11. 76 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
172. 98. 200. 238 147.237.76. 148 gocenter. aka. i df . il ET SCAN NVAP -f -sS 1
93. 174. 93. 203 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
80. 246. 137. 61 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1




01-10-2016-12:04:05 to 01-10-2016-13:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
212.179.21.194 |lIsrael 147.237.77. 170 |maarachot.idf .il [SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 2602
R SWNretransnit wth different .
79.180.216. 74 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal monitor |66
62.219. 167. 150 |[lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 38
41.33.231. 90 Egypt 147. 237. 77. 216 |dover i df .i | drop SAMrul e drop 36
e SYNtACXK retransmt with .
62.219. 167. 150 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence different v ndow scal e noni tor (34
212.76.127.10 |lIsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor |27
85. 114. 117. 169 (F;ajcis;i';'ja” Territoryds 47, 237. 77. 176 |natpash.if il |dr op First packet ismt SN drop 26
85.64.36.147  |Israel 147.237.77. 234 |hal ag.i df .i Bad TCP sequence S retransmt wih different | onivor |24
W ndow scal e
s SWNretransnit wth different .
109. 253. 206. 71 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal moni tor |19
Sreaning Engine: TQP Invalid i i SSi
46.19.85.238  |israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g, 18
Ret ransm ssi on Packet dr opped.
109. 253. 206. 71 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber moni tor |14
46.19. 86. 170 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
109. 253. 206. 71 |Israel 147.237. 77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber alert 13
Sreamng Engine: TCP Invalid i i ssi
149.78.135. 221 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
82.166.57.226 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 12
A . . SWNretransmit wth different .
112.198. 118. 64 |Pnili ppi nes 147.237.72. 166 |aka.idf il Bad TCP sequence wi ndow scal e noni t or 12
46.19. 85. 182 | srael 147.237.72. 167 |i shurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 11
reamn ine: TCP Invali i i Ssi
79.176.139. 122 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 9
Ret r ansmi ssi on Packet dr opped.
2.54.63. 252 I srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect
176.228.7. 49 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
77.127.241.31  |israel 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
217.132.73.185 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
37.26.146.219 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
212.117. 154. 242|| srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
62.219. 167. 150 |[lIsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout aert
Sreaning Engine: TGP Invalid i i sSi
79.182.35.198 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
. . SWNretransmt wth different .
109. 66. 163.98 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
89. 138. 194. 223 |lIsrael 147.237.0.34 |tikshuwv.idf.il [SYN Attack SYN -> SYN-ACK -> Tineout |[reject
46.19. 85. 76 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
46.19.85.245  |israel 147.237.0.34  |tikshwv.idf il 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
80.246. 139. 198 |israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. —q ., 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
5.102. 254,200 |Israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
77.126.87.3 I'sr ael 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. —q ., 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 45 I srael 147. 237, 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
80.138. 194. 223 |Israel 147.237.0.34 |tikshwv.idf.il  |Bad TCP sequence SINWACK retransmt with monitor |6
different wndow scal e
176.228.7. 49 I srael 147.237.72. 166 [aka.i of .i | Bad TCP sequence Invalid AGK nunber aert 6
192. 118. 27. 253 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 163 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber mnitor |5
46. 19. 86. 169 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber monitor |5
46.116.136. 123 |Israel 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
46. 19. 85. 158 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber mnitor |5
46. 19. 85. 163 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 5
2.54.96. 128 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop 4
46.121.134. 193 |[Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
Sreamng Engine: TCP Invalid i i ssi
157.55.39.2  |wited Sates 147. 237.72. 166 |aka. i f .11 9 =9 Inval i d segnent retransmssion. |, ., 4
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 77 I srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
Sreaming Engine: TCP Invalid i i ssi
207.46.13.14  |Uited Qates 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
91.200.12.136 |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 4
2.54.137.214 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4




01-10-2016-12:04:05 to 01-10-2016-13:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.13.199 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 161
2.54.158. 190 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 102
176.13.17. 38 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 87
176.13.13.199 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 85
176.13.6.9 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 68
109. 186. 66. 47 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 63
176.13.17. 38 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 42
2.52.180. 24 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 38
87.68.161.213 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 29
2.54.158. 190 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 26
46. 19. 86. 109 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
79. 181. 36. 80 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79. 181. 36. 80 B ock 12
109. 253. 143. 128l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 10
46.19. 86. 77 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
31.210.187.250 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock
81.218.241.26 |lsrael 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 81.218. 241. 26 Bl ock 7
147.235.185. 74 |l srael 147.237.72. 166 |aka. i df . i | w;&:ﬁt;fc_jiﬁiﬂ‘f :logicrzie;: Sﬁsg;cgsﬁt > Bl ock 5
192. 243.55. 129 |Doni ni ca 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 192. 243. 55. 129 B ock 4
112.198. 118. 64 |Phili ppines 147.237.72. 166 |aka. i df . i | Mil tiple Unknown HTTP Request Method from 112.198. 118. 64 Bl ock 3
112.198. 118. 64 |Phili ppi nes 147.237.72. 166 [aka. i df . i | Mil tipl e Abnornal |y Long Request from 112.198. 118. 64 B ock 3
46. 19. 85. 80 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 158. 229l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 209. 122]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
112.198.118. 64 |Fhili ppines 147.237.72. 166 [aka. i df . i | Miltiple Malformed URL from 112.198. 118. 64 B ock 3
176.13. 4. 249 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 210. 111 ]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212. 235. 83,202 |israel 147.237.72. 166 |aka. i df . i | V'?W;J;i:‘i‘td?f’iw;”;fsotr;rgé/ﬂe:f;ess on B ock 3
80.179.7.63 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unauthori zed URL Access from 80. 179. 7. 63 B ock

112.198. 118. 64 |Phili ppi nes 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Qode Character in Method from112. 198. 118. 64 B ock

212.235. 83.202 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 212. 235. 83. 202 B ock

79. 180. 154. 105 |I srael 147. 237.72. 156 |anan. i df . i | %'_tlig('fl! Jlefgls Byte (de Character in Feader Nane from Bl ock 2
112.198. 118. 64 |Phili ppi nes 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Header Line from112.198.118. 64 B ock 2
46.19. 85. 77 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.199.53.226 |[Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
2.54. 46, 242 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 2
79. 180. 154. 105 |l srael 147.237.72. 156 [anan. i df . i | Mil tiple Malformed URL from 79.180. 154. 105 Bl ock 2
79.180. 154. 105 [l srael 147.237.72. 156 [anan. i df . i | Mitiple I11egal Byte Qode Character in Method from 79. 180. 154. 105 B ock 2
112.198.118.64 |Pilippines  |147.237.72.166|aka. i df .i | ﬁ';'lpgg '1'1'592'4 Byte Qode Character in Feader hane from Bl ock 2
46.19. 85. 128 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 86. 89 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
2.54.31. 154 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79. 180. 154. 105 |l srael 147.237.72. 156 |anan. i df . i | Mitiple Illegal Byte Gode Character in URL from79. 180. 154. 105 B ock 2
112.198. 118. 64 |Phili ppi nes 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
79.180.139. 74 | srael 147.237.72. 166 |aka. i df . i | ﬁ;urflg?;/&sz/egin:ﬁl .A:SZiSS to wiw. aka. T df .|/ mexmitx saacxexm™ gy oy 2
109. 253. 196. 239]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.180. 154. 105 |[lIsrael 147.237.72. 156 [anan. i df . i | Mil ti pl e Unknown HTTP Request Method from 79. 180. 154. 105 B ock 2
112.198. 118. 64 |Phili ppines 147.237.72. 166 |aka. i df . i | Mil tiple NULL Character in Header Nane from 112.198.118.64 Bl ock 2
79.180. 154. 105 [l srael 147.237.72. 156 [anan. i df . i | Mil tipl e Abnornal |y Long Request from 79. 180. 154. 105 B ock 2
46. 19. 85. 59 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm B ock 2
109. 253. 218. 33 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
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