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01-10-2016-11:04:02 to 01-10-2016-12:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3126
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 94
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 2




01-10-2016-11:04:02 to 01-10-2016-12:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action |Count
159. 253. 145. 150  [Lhited Sates 147.237.77.216  |dover.idf.il Q095: Suspi ci ous Addresses MFA Per mit 12
159. 253.145. 150 |Lhited Sates 147.237.72.166 |aka.idf.il Q095: Suspi ci ous Addresses MFA Per nit 6
106. 38. 241. 106 Chi na 147.237.77.170 naar achot . i df . il C103: HTTP. User Agent Sogou+web+spi der B ock 1




01-10-2016-11:04:02 to 01-10-2016-12:04:02

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

59. 45. 79. 117 147. 237. 76. 147 Chi na chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
168. 62. 238. 153 147.237.77.19 Lhited Sates I awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 174. 93. 203 147.237. 77. 227 Net her | ands e hanaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
89. 139. 235. 150 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
59. 45. 79. 117 147.237.77.19 Chi na I awforumidf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 75 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
213.8.204.1 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
193. 104. 41. 54 147. 237. 76. 198 Ml dova, Republic of e.yohal an.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 172. 159. 105 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
87. 68. 58. 166 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1




01-10-2016-11:04:02 to 01-10-2016-12:04:02

|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature
212.179.21.194 |lsrael 147.237.77. 170 |maar achot . i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 3870
46. 19. 85. 83 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |80
112.198. 118. 64 |Phili ppi nes 147. 237.72. 166 |aka. i f .11 Bad TCP sequence SWretransmt wth different | oo o7
wi ndow scal e
. . SYNretransmt wth different .
79.183.0. 131 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
. . SN retransmt wth different .
62.219. 24. 52 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . monitor |33
w ndow scal e
46. 19. 85. 32 | srael 147.237.72. 167 |ishurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 22
46. 19. 85. 130 I srael 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 18
79.177.203.190 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 16
46.19.86.193 | srael 147.237.77. 226 [} chanat z. aka. 10 1pad TGP sequence Inval i d ACK number moni tor |12
Streaning Engi ne: TCP ' i ssi
185.32. 179. 126 |Israel 147. 237.77. 243 |nubi 1 e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
109.64.111.64 | srael 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransmi ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi
31.168.206.81 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segment retransmssion. f 9
Inval i d Retransnission Packet dropped.
reamng Engi ne: T i i ssi
149.88.25.185 |Israel 147.237. 72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 9
Inval i d Retransmission Packet dropped.
46. 19. 85. 130 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |9
S reaning Engi ne: TCP i i ssi
157.55.39.3  |Wited Qates 147.237. 76. 200 |ei tan. aka. i df .i mng tngine: 1 Invalid segnent retransmssion. |, 8
Inval i d Retransmission Packet dropped.
79.178.175. 231 |Israel 147.237.72. 166 |aka i df .i | drop First packet isn't SWN drop
185. 120. 125. 19 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
S reaning Engi ne: TCP i i ssi
40.77.167.69  |Uited Sates 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine: ! Invalid segnent retransmssion. | 8
Inval i d Retransmission Packet dropped.
147.236.34. 212 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |8
2.54.135.25 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
87.69. 122. 69 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |7
79.180. 116. 109 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 32 I srael 147. 237. 72. 167 |i shuri maka. i of . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engi ne: TCP i i ssi
84. 228, 180. 227 |israel 147. 237.72. 166 |aka. i f .11 mng tngine: | Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
207.46.13.14  |Wnited Sates 147.237.76.200 |eitan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi
37.26.149.218 |israel 147.237.0.34  |tikshuv.idf.il mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
192. 114. 23.210 [israel 147.237.72. 166 |aka. i df . mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
109. 253. 132. 179|i srael 147. 237. 77. 243 |nobi | e. i of . | mng gl e Invalid segnent retransmssion. | . 6
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i ssi
2.54.9.185 | srael 147. 237.72. 167 |i shuri maka. i df . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dropped.
2.54.141. 102 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |6
46. 19. 86. 108 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
109. 253. 194. 131|l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 207 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |5
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant g::t;ed to handie comnection | i s
37.26.146. 169 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 108 | srael 147.237.72. 167 |ishurimaka.idf .il Bad TCP sequence Invalid ACK nunber noni t or
109. 253. 194. 131 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert
46.19.86.193 I srael 147.237. 77. 216 |dover . i df . i Bad TCP sequence SYNFACK retransmt with monitor  [5
di fferent w ndow scal e
87.69. 122. 69 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert
2.54.48. 174 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber alert
91.200. 12. 136  |krai ne 147.237.0.34 |tikshuv.idf.il dr op SAMrule drop 4
188. 225. 184. 210|A &Stinan 147. 237. 77. 176 |nat pash. i of . i | dro Frst packet isn't SN dro 4
) ) ) Territory, Qcupi ed ) T pash. 1at. p pac P
31.210.188.57 |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 85. 236 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence I'nvalid ACK nunber monitor |4
46. 19. 86. 193 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [alert 4
2.54.48. 174 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
91.200.12.136 |kraine 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 4
46. 19. 86. 193 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 4




01-10-2016-11:04:02 to 01-10-2016-12:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.134.8 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 279
2.54.134.8 I srael 147.237.0.19 |nadimatal .idf.i|Too Many of the Sane Response Code (403) in Session from2. 54.134.8 |B ock 139
2.54.134.8 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 109
80. 246. 136. 190 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 102
79.181.55.69  |[Israel 147.237.0.34 |tikshuv.idf.il ;g?l"gﬁr.'ysgesghe Sane Response (bde (404) in Session from Bl ock 76
80. 246. 136. 190 || srael 147.237.0.19 |nadimatal .idf.i ggf’z'\gfyl;é. tlgg sane Response (ode (404) in Session from Bl ock 36
109. 253. 210. 1111 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 33
176.13.22.120 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 29
2.54.39.181 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 27
109. 253. 194. 131/l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
212.199.151. 23 [israel 147.237.0.34 [tikshuv.idf.il [Ostributed Too Many of the Same Response Code (404) B ock 16
46. 19. 86. 165 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
61.147.125.182 |[China 147.237.77. 216 |dover.i df .i | Distributed Adnin B ocking B ock 8
61.147.125. 182 |China 147.237.77. 216 |dover.i df .| Ml tipl e Wnaut horized URL Access from 61.147. 125, 182 B ock 7
176.13.14.171  |Israel 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 7
2.52.174.92 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
176.13.5.74 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
192.117.12.65 |Israel 147.237.77.74 |lawidf.il \;Twafnrztgerl d?f'?? /\ggé_a;if;at'\fz: ?g’;iader 13uctader Sear chtxt Search in gy o) 3
2.54. 165. 217 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
112.198.118.64 |Philippines |147.237.72.166|aka.idf.il Mitiple Il11egal Byte Code Character in Header Nane from 112. 198. 118. 64 |Bl ock 3
109. 253. 157. 1181 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
165.225.76.55 [lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Unaut horized LR Access from 165. 225. 76. 55 Bl ock 3
81.218.190.42 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/3/ B ock 3
112.198. 118. 64 |Phili ppines 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Header Val ue from112. 198. 118. 64 [B ock 3
46.19. 85. 199 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
112.198.118.64 |Philippines |147.237.72.166|aka.idf.il Miltiple Malformed URL from 112. 198. 118. 64 B ock 3
46.210.175. 232 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
109. 253. 194. 131 ]I srael 147.237.77.233|atal .idf.il Paraneter Type M ol ation search in wwatal.idf.il/1440-he/atal . aspx B ock 3
2.54. 158. 85 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
112.198. 118. 64 |Phili ppines 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 112. 198. 118. 64 Bl ock 3
176.13.6.9 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
112.198.118.64 |Philippines |147.237.72.166|aka.idf.il Mil tiple Abnormal |y Long Request from 112.198. 118. 64 B ock 3
2.52.38.102 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 140. 182 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
62.219.198. 6 I srael 147.237.72. 166 |aka. i df . i | Distributed Unauthori zed URL Access on waw aka. i df.il/main/ Bl ock 2
109. 253. 205. 248l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
204.13.200. 200 [Uhited Sates |147.237.77. 216 |dover. i df .i | D stri uted ff:é’.t:gé;fﬂeﬁvﬁc_fpfn Bl ock 2
112.198. 118. 64 |Phili ppines 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed HTTP Header Line from 112.198. 118. 64 Bl ock 2
46. 19. 85. 62 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
134.191.232. 70 |lIsrael 147.237.76.31 |nakchal .idf.il |[Distributed Unauthorized HITP Mt hod B ock 2
87.68.166.219 |[lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
2.54.39.113 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5.28.158. 113 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
112.198. 118. 64 |Phili ppines 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Gode Character in Mthod from112. 198. 118. 64 Bl ock 2
89.139.182.37 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
134.191. 232.70 |Israel 147.237.76.31 [nakchal .idf.il [Wauthorized URL Access to ww nakhal .idf.il/sip storagel/files/ B ock 2
194. 90. 15. 61 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Attack None 2
112.198.118.64 |Pilippines |147.237.72.166|aka.idf .il Mil ti ple NULL Character in Header Narme from 112, 198. 118. 64 B ock 2
79. 181. 36. 80 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df .il/nai n/ sachar/ B ock 2
112.198. 118. 64 |Phili ppines 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Header Line from112.198.118.64 Bl ock 2
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