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Attacker Attacker Country ‘Target

‘Site Signature

Address Address

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3004
66. 249. 73. 206 I'srael 147.237.77.170  |naarachot.idf il ;?: handshake violation, first packet mot 429
79.182.54. 140 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 21
85. 250. 149. 88 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
156. 198. 160. 98 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
37.26. 146. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
31.168. 218. 41 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
176. 106. 43. 135 ga:lcisgi'géa” Territory, 147.237.77. 216 dover.idf.il SYN Food out of context drop 2
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
81. 218. 208. 46 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
40. 77. 167. 42 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
81. 218. 208. 46 | srael 147.237.77. 176 nat pash. i df . i | B ock Wp Al Nets drop 1
23.95.248. 111 Lhited Sates 147. 237.76. 147 chi nuch. aka.idf .il|Bl ock_Wp All Nets drop 1
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Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
185. 81. 158. 120 |147.237.72.156 aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 222. 185. 165(147. 237. 77. 216 |Lhited Sates [dover.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 44 |lhited Sates |e.refuah.idf.il|ET SCAN Potential SSH Scan 1
79.179.127. 119 |147.237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 28 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
46.19. 85. 31 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
18 84. 212 121 |147. 237, 76. 86 |chi na ey, i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
41.107. 56. 27 147.237.77. 216 |A geria dover.idf.il |portscan: TCP DO stributed Portscan 1
195.154.90. 21  [147.237.0.33 |Rance idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 39. 222. 253 147.237.77. 61 |Netherl ands e.cogat.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
192. 117. 178. 196|147. 237. 77. 216 |I srael dover.idf.il [portscan: TGP Dstributed Portscan 1
182. 163. 103. 210|147. 237. 77. 61 |Bangl adesh e.cogat.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
162. 222. 185. 165|147. 237. 76. 200 [Lhited Sates |eitan. aka.idf.i|ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 34 [lhited Sates |yohalan.idf.il |ET SCAN Potential SSH Scan 1
20, 16. 150. 23 147. 237.76. 108 |1taly e.yohal an. i df. i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46. 19. 85. 120 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
219.73.26.243 |147.237.8.46 |Hong Kong e. chinuch. i df . i ET SCAN Behavi oral Lhusual ly fast inbound Tel et Connections, 1
Potential Scan or Brute Force
43.245.183. 201 |147.237. 77. 235 |Japan svivaidf.il |ET SCAN NVAP -sS wi ndow 4096 1
213.8.204. 87 147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
7 36, 162. 40 147 237 8.45  |nina e aitanid il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

At acker

Count ry Target Address |[Ste Signature
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 299
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
84.228.31.109 |Israel 147.237.76.200 |eitan. aka. i of . Streamng Engine: TCP Invalid Jimvalid segnent retransnssion drop 36
Ret ransni ssi on Packet dropped.
2.52.35.81 I sr ael 147.237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
2.52.35.81 | srael 147.237.72. 167 |ishuri maka. i df . i | SYN Attack rej ect 22
46. 19. 86. 201 | srael 147.237.72. 167 |i shurimaka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 21
46. 210. 183. 210 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 18
207.46.13.14 |United Sates |147. 237. 76. 200 |ei tan. aka i df . Streaning Engine: TCP Invalid finvalid segnent retransmssion. drop 16
Ret r ansmi ssi on Packet dr opped.
2.54.8.17 I'srael 147. 237.72. 166 |aka. i f . Streaning Engine: TP Invalid Jinvalid segrent retramsmssion. |, o 12
Ret r ansmi ssi on Packet dr opped.
40.77.167. 44 |Wited Sates [147. 237.76. 200 |eitan. aka i df . Streaning Engine: TCP Invalid finvalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dr opped.
2.52.35.81 | srael 147.237.72. 167 |i shurimaka. i df .il Bad TCP sequence I'nval i d ACK nunber alert 11
2.52.35.81 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
2.52.35.81 | srael 147.237. 72. 167 |i shurimaka. i df .i | Bad TCP sequence I'nval i d sequence nunier noni t or 11
46.19.86.124 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber nonitor |10
46.19.85.79 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
82.166. 77. 241 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
195. 160. 240. 11 | srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Invalid invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
156. 198. 160. 98 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
85.65.44.137  |Israel 147.237.77. 226 |\ chanatz. aka. idf- |ga TOP sequence Inval i d ACK number moni tor |8
95.86.120. 180 |Israel 147.237.76.200 |eitan. aka. i of . Streamng Engine: TCP Invalid Jinvalid segnent retransnssion drop 8
Ret ransni ssi on Packet dropped.
82. 166. 181. 106 || srael 147.237.72. 166 |aka. i of . i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 8
82. 166. 181. 106 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence mﬁﬁsgg’mm’t wehdifferent | onitor |7
37.73.223.250 |Wkraine 147.237. 77. 216 |dover.i df .il Bad TCP sequence monitor |7
85.65.44.137  |Israel 147.237.77. 226 [ chamatz.aka. 1df- a9 TOP sequence Inval i d ACK number dert 7
31.168.84. 151 |Israel 147.237. 72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.246 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or
37.73.223.250 |Wkraine 147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
80.230. 25.141 |Israel 147. 237.72. 166 |aka. i f . Streaning Engine: TP Invalid Jinvalid segrent retramsmssion. |, o 6
Ret r ansmi ssi on Packet dr opped.
80. 178. 215. 106 |I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmission. drop 6
Ret r ansmi ssi on Packet dr opped.
79.182.54.140 |Israel 147.237. 77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber nonitor |6
5.29.129.52 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
46.210.217.91 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
46.19.86.124 |Israel 147.237.76.30 |himush.idf.il Bad TCP sequence I'nvalid ACK nunber alert 6
109. 67. 123. 217 |I srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
85. 250. 149. 88 |l srael 147. 237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACK nunber noni t or 6
46.210.217.91 |Israel 147.237.72. 166 |aka. i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6
109. 64. 213. 61 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
2.52.156.174 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.246 |Israel 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nvalid ACK nunber alert 6
2.54.135.214 |Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.86.124  [lsrael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
85. 250. 149. 88 || srael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6
85. 65.133. 5 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 86. 83 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5
213.8.204.43 |l srael 147.237.72. 166 |aka. i of . i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
138. 134. 192. 10 [l srael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.31.21 I sr ael 147.237.72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 21 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |5
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 80 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 87
2.52.150. 134 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 26
46.19. 85. 128 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 15
41. 107. 56. 27 Ageria 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from41.107.56. 27 B ock

41.107. 56. 27 Ageria 147.237.77.216|dover . i df . i Mul ti pl e Admin Bl ocking from 41.107. 56. 27 B ock
37.26.146.142 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock

109. 253. 196. 84 |l srael 147.237.77. 243 |nobi | e. i df . i | fblarg ?:jfT)i'ffs\;Cﬂ;t/iC%gnﬁg;;?ﬁs;wd in B ock 6
2.52.5.219 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
109. 253. 217. 117|I srael 147.237.77.243|nobi l e.i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 5
66.249.66.16  [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm B ock 4
109. 253. 218. 158]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 251 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/mai n/ gi yus/ waw navy. idf.il |B ock 3
81.218.241.26 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 81.218. 241. 26 B ock 2
213. 8. 204. 22 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185. 32.179. 110 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46. 19. 86. 149 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
207. 46.13. 75 Uhited Sates |147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 2
2.54.137.118 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.179. 155. 129|1 srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in LRL B ock 2
46.19. 86. 168 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
213. 8. 204. 59 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
87.69. 190. 12 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in URL Bl ock 2
62.90.120.108 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
193.34.57.101 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
107.178.194.79 [Uited Sates [147.237. 77. 216 |dover . i df .i | D stri outec 1?;;}2;’;2??\6%\/2‘;‘?23&” B ock 2
82.81.83.130 |l srael 147.237.77. 234 |hal ag. i df . i | mﬂtog?rsitizsgaﬁ_f}cislslsti‘;_storagem s/ 4 2094, g Bl ock 2
46. 19. 86. 251 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.179.223.31 [Israel 147.237.77. 176 |nat pash. i df . i | m“é:g(;'_ff;_ :ﬁ‘sipg_‘;fi?a;‘;/ {11 s/ 91 4629, pg Bl ock 2
107.178.194.87 |Wited Sates  |147.237. 7. 216 |dover . i df . i | b stri bt oc gs?;fgggisg_eﬁeﬁvi‘fzsssp;” Bl ock 2
192. 243. 55. 138 |Doni ni ca 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i1/ gi yus/ kadat z B ock 2
62.219.193.62 I srael 147.237.72. 166 |aka. i df . i | shaut hor zed ;\bn;ih;dgiﬁi'fkf ek i ook asp Bl ock 1
176. 13. 6. 245 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
37.26.147.174 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
46. 19. 86. 194 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 253. 217. 117|1 srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
2.54.132. 107 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
80.230. 25. 141 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 1
207.46.13.158 |[lnited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw idf.il/w | oad. php B ock 1
2.52.35.81 I srael 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SSL Sessi ons: (pen Mbde None 1
77.40.129.123  [Norway 147. 237.77. 216 |dover . i df . i | b stri bt oc gs?;fgggisg_eﬁeﬁvi‘fzsssp;” Bl ock 1
195. 154. 146. 225|France 147.237.77.216|dover.idf .il Miltiple I11egal HITP Version from 195. 154. 146, 225 B ock 1
46.10.85.153  |israel 147.237.76.42 |refuah.icf.il |35 Hi00 ﬁ";“;lhgs'ﬁ:i G hecess on Bl ock 1
109. 64. 3. 74 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
84.111.187.38 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66. 249. 66. 31 | srael 147.237.77.216|dover. i df . il Unaut hori zed LRL Access to waw idf.il/en B ock 1
41.107. 56. 27 Ageria 147.237.77.216|dover . i df . il Admi n Bl ocki ng B ock 1
5.29. 129. 52 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
80.246.139.40 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
212.179.21.194 [ srael 147.237.77. 233at al .i df .| ot aed Lahor zed W .Agsgjs on Bl ock 1
46.121.91.221 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ |None 1
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