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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3000

81. 218. 206. 82 | srael 147.237.72. 167 ishurimaka.idf.il |B ock Udp All Nets dr op 3
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1

66. 249. 78. 160 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site Sgnature Device Action |Oount |
204.197.248.172 |lhited Sates 147.237.77.176 |nat pash.idf.il 22280: HITP. Jooma hj ect |njection Wi nerability ock 2
185. 130. 5. 231 147.237.76.39 |nobile.neitav.idf.il |0003: HTTP. phpM/Adnin access B ock 1




01-10-2016-09:04:04 to 01-10-2016-10:04:04

|Top Attackers In |D|

Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
19211567 2 |147. 237 72 166 |1 ael akaidh il SEF\’\/ER APAO—E_Apache nod_ssl non-SSL connection to SSL port 3
deni al of service attenpt
80.179. 119. 22 [147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
59.45.79.117  |147.237.77.178|Chi na e.matpash.idf.il[ET SCAN Potential SSH Scan 1
59.45.79.117  [147.237.77.74 |[China lawidf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.0.34 [China tikshuv.idf.il |ET SCAN Potential SSH Scan 1
46.19.86.156  |147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
07 294 6474 |147 237 76.86 |cnina ey, i df i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
180.14.6.168 1147 237 8.50 |mrazi| e tikshov.idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.39.222.196 [147.237.8.50 [Nether| ands e.tikshuv.idf.il[ET SCAN NVAP -sS w ndow 1024 1
89. 139. 189. 151 (147. 237. 77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
80. 246. 137. 23 [147. 237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
59.45.79.117  |147.237.77. 235|Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.121|Chi na enavy.idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76. 197 |Chi na e himush.idf.il [ET SCAN Potential SSH Scan 1
46.19.86.233  |147.237. 72. 166 [I srael akaidf.il portscan: TCP D stributed Portscan 1
212.235. 98. 139 (147. 237. 77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 45 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
17.142.152. 94 |147.237.77.216|W0ited Sates dover.idf.il portscan: TCP D stributed Portscan 1
158. 255. 6. 220 |147. 237. 76. 200 EZZ::I”I o eitan aka idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
2.54.177.170  (147.237.72. 166 | srael aka.idf.il portscan: TCQP D stributed Portscan 1
82.80. 170. 219 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

46.19. 85. 19 I srael 147.237.72. 167 |i shuri maka. i df . i S dro 45
Ret ransni ssi on Packet dr opped. P

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

46. 19. 86. 201 | srael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Invalid ACK nunber noni t or 31

. . SWNretransmit wth different .

217.194.198.94 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 24
Sreaning Engine: TGP Invalid i i sSi

77.127.217.15  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 24
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

62.219. 47. 3 I'srael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 21
Ret ransni ssi on Packet dr opped.

82.80.196.44  |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence S retransmt wth different monitor |19

W ndow scal e

107. 167. 104. 221 |wnited Sates |147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
Sreaning Engine: TCP Invalid i i ssi

94.230.86.132 |Israel 147.237.0.34  |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansmi ssi on Packet dr opped.

2.54.186.121 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 15

46. 19. 86. 101 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
Sreaning Engine: TQP Invalid i i sSi

176.13.11.208 |Israel 147. 237.77. 243 |robile. i of .| 9 =9 Invalid segent retransmssion. drop 14
Ret r ansni ssi on Packet dr opped.

. . SYNPAXK retransmit with different .

79.177.215. 138 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 12
Sreaning Engine: TQP Invalid i i sSi

149. 88.66. 189 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.

195. 160. 240. 11 |Israel 147.237.72. 167 |ishurimaka.i df .i|[Bad TCP sequence Invalid sequence nunber noni t or 12

46. 19. 86. 207 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 12

192. 116. 232. 69 |l srael 147. 237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 11

79.177.215. 138 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
Sreaning Engine: TCP Invalid i i ssi

17.78.79.134  |Wited Sates |147.237. 77. 243 |nobil e i of . 9 =g nval i d segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dr opped.

2.54.17.152 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

46. 19. 86. 50 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 10

213. 8. 204. 16 | srael 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

reamn ine: TCP Invali i i Ssi

37.26.147.180 |israel 147.237.77. 243 |moti 1 e i or iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission dr op 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

46.19.86.162  |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.

120. 89. 106. 127 |Nepal 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

62.0.244. 1 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8

79.177.215. 138 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

212.143.142.56 |Israel 147.237.77. 216 |dover.idf il dr op First packet isn't SW drop 7

2.54.186. 190 | srael 147.237.0.19 |nadi matal .idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TGP Invalid i i sSi

62.219. 177. 130 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

212.76.127.10 |Israel 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or

2.54,21.211 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TQP Invalid i i SSi

132.66.62.96 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

2.54.186. 182 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect

46.19. 86. 92 | srael 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i SSi

87.68.65.226 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

79.177.215. 138 |lsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 6
Sreaning BEngine: TQP Invalid i i SSi

94.230.93.191 | srael 147.237.0.34 |tikshuv.idf.il g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi

94.230.93.194 |l srael 147.237.0.34  |tikshw.idf.il 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.

41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5

2.54.135.29 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

80. 246.136.33 |[lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

2.54.17.152 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber aert 5

132. 68. 80. 88 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber alert 5

2.54.17.152 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5

80. 246. 137.66 |l srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5

109. 66. 194.56 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 5

132. 68. 80. 88 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54.17.152 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.150. 134 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 120
2.54. 145. 246 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 104
2.54. 145. 246 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 85
46. 19. 86. 233 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 83
37.26.147.247 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 59
2.52.150. 134 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 41
46. 19. 86. 116 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 29
2.54.186. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 27
91.231.192.149 [israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
2.54. 145. 246 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (403) B ock 13
176.13.15. 167 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 11
212.179. 159. 253|l srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Uhaut hori zed URL Access from 212. 179. 159. 253 Bl ock 9
80. 246. 139. 236 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
109. 253. 200. 233|l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 192. 243. 55. 136 Bl ock 4
80. 246. 139. 159 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
80. 246. 140. 132 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
212.199.146. 194fI srael 147.237.77. 176 nat paSh' idf.il V\ux:x?\zu(t::g;tl .Zie:f .LiJIq;tAeCrrcple:ets;)shar ed/ user cont r ol s/ pronot i oncube/ Bl ock 3
46.19. 86. 70 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
192. 243. 55. 131 |Doni ni ca 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 192. 243, 55, 131 Bl ock

213. 251. 182. 103|France 147.237.77.176 |nat pash. i df . i | mué:;;tl.zi?.ﬁsfg_c;ﬁ;g(;/ﬁ s/ O si 262200/ 3410, pg, sr Bl ock 3
185. 3. 146. 232 |l srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df . il/banmahane B ock 3
2.52.53.195 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code Bl ock 3
192. 243.55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 192. 243. 55. 133 B ock 3
109. 253. 143. 180|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
46.19. 86. 233 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 3
212.179. 159. 253|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip_storage/files/7/ B ock 3
193.34.57.101 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qde Character in LR B ock 2
192. 243. 55. 133 |Doni ni ca 147.237.72. 166 [aka. i df . i | O stributed Unauthorized URL Access on v aka. i df . il/giyus/kadatz |B ock 2
62.219.193.62 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 62.219.193.62 |B ock 2
46.19. 86. 72 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
46.19. 86. 102 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code Bl ock 2
66.249.78.234 | srael 147. 237.72. 166 |aka. i df . i | iét. rzie)k;f‘t;f 1&3”;‘30;; ;e;u;%eﬁgrczlsfazgx Bl ock 1
195. 212. 29. 174 |Eur ope 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
5.102.220.165 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/vwan tikshuv.idf.il B ock 1
109. 66.194.56 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
87.68.77. 163 I srael 147.237.72. 166 |aka. i df . i | m”;’k“; ,Zaf‘r?wtr,;r ;;;fﬁigﬁ??g:ﬁ:f cphSachargot | 108 Tn None 1
66.249.65. 112 |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 66. 249. 65. 112 B ock 1
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 243. 55. 130 B ock 1
81.218.70.243 [Israel 147.237.77.74 [lawidf.il Ml tiple Unaut hori zed URL Access from 81.218. 70. 243 Bl ock 1
46. 19. 85. 24 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
79.183.204.13 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
208.184.112. 74 |Wited Sates |147. 237. 77. 216 |dover . i df . i | D stri buted f{';;t;gzgieﬂeﬁvﬁcispf” Bock |1
66. 249. 66. 31 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waww idf.il/1133-12535-he/ dover.asp |B ock 1
107.178.194.83 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri uted ;f;;_t;gg;;_eﬂeﬂaﬁc_?sspzn Bl ock 1
46.19.86.233  |israel 147.237.0.19 |nadimatal .idf.il r;’iﬁ:;f;l T{'ﬁ.\iAI3':;&‘}”6/%(')32%?;3?;?;’;‘;3 deristxtdty in Bl ock 1
184. 105. 247. 196|Lhited Sates |147.237.0. 16 nly|_ kosher-kravi . I df Unhaut hori zed URL Access to 147.237.0. 16/ B ock 1
2.52.6.50 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.111.187.38 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
147.235.8.62  |Israel 147.237.72.166 |aka. i df . i | mﬁ;elr f??/ﬂjﬁ/za?h?ﬁ”egii;t‘r at o zar e ster. asp None 1
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