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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 73. 214 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3816
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 3143

79. 180. 163. 105 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
89.248.174. 4 Net her | ands 147.237.76. 176 test.ncore.idf.il|[Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
84. 95. 85. 33 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
66.249. 78. 9 147.237.72.166 |Lited Sates |aka idf.il portscan: TCP D stributed Portscan 1
2.54.159. 160 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
195. 154, 90. 21  |147. 237. 76. 148 |France gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
190. 67 198. 24 |147. 237, 0.19 | ol orbi a oo matal il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
168. 62. 238. 153 [147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.203 |147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
78.193.2.8 147.237.8.50 [France e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
195.154.90. 21  [147.237.77. 227 |France e. hanaz. i df.il ET SCAN Potential SSH Scan 1
188.120.151.7  [147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
109. 253. 130. 223|147. 237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
109. 160. 206. 79 I srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 108
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 21 I srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 46
79.178.193.80 |israel 147237, 72. 167 |i shurimaka i a1 || €A NG Engine: TP Invalid  invalid segnent retransnissi on. drop 42
Ret ransni ssi on Packet dr opped.
46. 19. 85. 236 I srael 147.237.72.167 |ishurimaka. i of .il[Bad TCP sequence Invalid ACK nunber noni t or 38
37.26. 147. 180 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109. 160. 206. 79 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 33
80. 246. 136. 48 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 32
176. 13. 20. 81 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 30
37.26.147.180 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 30
37.26. 147. 145 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 27
80. 246. 136.48 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 26
149. 78.120. 3 I srael 147.237.77. 234 |hal ag. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 24
37.26. 147. 145 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 23
109. 253.201.0 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 23
5.29.94.127 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 22
109. 64. 129. 128 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 21
149. 78.120. 3 I srael 147.237.77. 234 |hal ag.idf i Bad TCP sequence I'nval id ACK nunber alert 21
109. 64. 129. 128 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 21
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 21
176.13.12.194 |Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval id ACK nunber noni t or 20
212.68.157.162 |[lIsrael 147.237.72.167 |ishurimaka. i of .il[Bad TCP sequence Invalid ACK nunber noni t or 18
46.19. 85. 21 I 'srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 18
176.13.14.196 |Israel 147.237. 77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber noni t or 18
176.12. 151. 104 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 18
5.29. 94. 127 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 18
194. 90. 66. 15 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 17
81.218.241.26 |lsrael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SN drop 16
46. 19. 86. 12 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 16
80. 246. 136. 254 |Israel 147,237, 72. 167 [i shurimaka i a1 || €M NG Engine: TCP Invalid  invalid segnent retransnissi on drop 15
Ret ransni ssi on Packet dr opped.
84.228.115. 163 |[lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
93.173.226.112 [lIsrael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 15
46.19.86.104  |israel 147, 237, 72. 167 |i shuri maka i cf 1| ' S N9 Engine: TP Invalid invalid segnent retransnissi on. drop 15
Ret ransni ssi on Packet dr opped.
80.179. 11. 124 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 14
46.19. 86. 12 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval id ACK nunber alert 13
176.12. 151. 104 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
62.219.194. 115 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d sequence nunber noni t or 13
37.26.146.211 | srael 147, 237.76. 147 |chi nuch. aka i ar. i || €M NG Engine: TCP Invalid  invalid segnent retransnissi on. drop 12
Ret ransni ssi on Packet dr opped.
46.19.86.145  |Israel 147. 237. 72. 156 |anan. i df . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
80.179.11.124 |Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval id ACK nunber alert 12
109. 253. 206. 205|l sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
194. 90. 26. 90 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
46.19.85.220  |Israel 147.237.0.34 |tikshv.icr.i1 |7 €amng Enginer TCP Invalid - finvalid segnent retransmssion drop 12
Ret ransni ssi on Packet dr opped.
80. 246. 136. 254 |l srael 147.237.72. 167 |ishurimaka.idf .il[Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19, 85. 32 I'srael 147237, 72. 167 [i shurimaka i a1 || €A NG Engine: TCP Invalid  invalid segnent retransnissi on. drop 12
Ret ransni ssi on Packet dr opped.
109. 253. 220. 81 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 11
91. 208. 139. 250 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
80. 246. 136. 254 |l srael 147.237.72. 167 |ishurimaka.idf .il|Bad TCP sequence I'nval id ACK nunber alert 10
176.13.14.196 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
176.13.17.3 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 9
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
89. 138. 103. 155 |l srael 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock 131
176.13.11. 76 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 106
176.13.11. 76 I srael 147.237.0.19 |[nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 90
213.57.189. 144 |lsrael 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock 71
176.13.23.219 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 52
89. 138. 103. 155 |l srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 49
46. 19. 86. 102 I srael 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock 21
46. 19. 85. 66 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
46.19. 85. 21 I stael 147.237.0.34 |tikshuv.idf.il Zg?lgér;’g_oglthe Sane Response (bde (404) in Session from Bl ock 15
176.13.3.5 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 14
46.19. 86. 36 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 10
89.138. 103. 155 |Israel 147.237.0.19  [nadi matal . i df i [| 700 M, & e Same Response Gode (403) In Session from Bl ock 9
213.57.189. 144 |israel 147.237.0.19 |nadi matal .idf.il zics).'\g.‘ylgsf;. iZZ Same Response (bde (404) in Session from Bl ock 8
46. 19. 85. 104 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176.13.2.83 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 6
109. 253. 222. 153]I srael 147.237.0.19 [nadimatal .idf.il|Ostributed Suspicious Response Code B ock 6
91. 207. 158. 134 |Nor way 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 91.207. 158. 134 B ock 5
46. 19. 85. 248 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 5
212.143.112. 217l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 4
46.19. 86. 3 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 3
46.19. 86. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
107.178.194.87 |Uhited Sates [147.237.77. 216 |dover. i df .i w1l 11 1155, 25461 nel dover. s B ock 2
192. 243.55. 131 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthorized URL Access from 192, 243, 55, 131 B ock 2
176.13.21.192 |israel 147.237.0.19 |[nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
79.179. 195. 136 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79.179. 195. 136 B ock 2
212.143.112. 217|I srael 147.237.76.31 |nakchal .idf.il Ml tiple Uhauthorized URL Access from 212.143. 112. 217 B ock 2
192. 243. 55. 136 |Doni ni ca 147.237.72. 166 [aka. i df . i | Dstributed Unhaut hori zed URL Access on waw aka. i df . il/gi yus/kadat z B ock 2
84.228.115. 163 |Israel 147. 237.72. 166 |aka. i df . i | mar:;:ri (ijﬁdl ?‘r:a{n\fso‘;::];?/nf Oirgot pessvor d, aspx None 2
46.19. 85. 200 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
204.13.200.200 |Uited Sates |147.237.77.216|dover . i df .| el 1 1155, 25656 nel dover. s B ock 2
212.143.112. 217|I srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to wwwy nakhal .idf.il/sip storage/files/ 8/ B ock 2
31.210.187.222 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
192. 243.55. 138 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 192. 243. 55. 138 B ock 2
82.166. 204. 113 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
80. 74. 108. 2 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 80. 74. 108. 2 B ock 2
194. 90. 15. 61 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
37.26.147.145 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
107.178.194.83 |Uhited Sates [147.237.77. 216 |dover. i df .i Dstri buted lfggg’g;;?ﬂe%v’;‘ffssp;” B ock 1
66.249.69.46 | srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;“lt :?r(;fsz , g;eggrcyisemztesn <t ohi | ddocurnent s/ 1679 Bl ock 1
61.160. 247.34 |China 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ manager / ht m B ock 1
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i|/giyus/ general B ock 1
87.69. 255.124 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
80. 246. 139. 135 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
79.177.2.68 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
208.184.112.74 |United Sates |147.237.77.216|dover. i df .i | D stri butec 1?;;}:;’;5?&%\2??;{;” Bl ock 1
40.77.167.81 Wited Sates (147.237.77.74 |lawidf.il V\ux:\x;a\zult:virildzfé?l ?ttrrpplce?teesssl sth(;r ed/ user control s/ | obbyi nf ocent eri t ent Bl ock !
109. 253. 135. 243]I srael 147.237.72. 166 |[aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
2. 54. 190. 209 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None

91. 207. 60. 66 kr ai ne 147.237.72. 167 i shuri maka. i df . i|naut hori zed URL Access to 147.237.72. 167/ B ock
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