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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

66. 249. 73. 206 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3433
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3004
82. 81. 40. 141 | srael 147.237.77. 179 e nazi.idf.il B ock Wp Al Nets drop 3
115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack Con Htp drop 2
5.196. 132. 54 France 147.237.76. 201 e atal .idf.il JLM Under Attack_Con_Tcp drop 2
123. 151. 42. 61 Chi na 147.237.76. 201 eatal.idf.il Bl ock_ Udp All _Nets Con_Linit drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

78.187. 203. 216 147. 237. 76. 86 |Tur key navy.idf.il ET SCAN NVAP -sA (2) 16
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
61.153. 237. 122 |147. 237.76.39 |Chi na nobi | e.nei tav.idf.il  |GPL SCAN nmap TCP 2
79.178.139.29 |147.237.72. 156 |l srael anman. i df i | ET SCAN NVAP -sA (2) 2
60.12.88.242 |147.237.76.39 |China nobi | e.neitav.idf.il |GPL SCAN nmap TCP 2
64.233. 172. 155 [147.237. 77. 216 |Whited Sates |[dover.idf.il ET SCAN NVAP -sA (2) 2
36,227 69,250 1147 237 0.33  |Tai ven il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.196.132.54 |147.237.0.16 |France ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
94.102. 48.195 |[147.237.77. 179 |Net her| ands e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.216.2.13 147.237.72. 14 |Taiwan dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
5.196.132.54 [147.237.0.35 |France akavs. i df .i | ET SCAN Potential SSH Scan 1
199. 191. 56. 188 |147.237.8.46 |lhited Sates |e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 3072 1
168. 62. 238. 153 [147.237.0.15 |Wited Sates |kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.203 |147.237.76. 198 |Net her| ands e. yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.187. 203. 216 [147. 237. 77. 233 [Tur key atal.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address
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SYWNretransmt wth different

w ndow scal e

81.171.57.77 Net her | ands 147.237.72. 166 |aka.i df .il Bad TCP sequence . nonitor |39
w ndow scal e
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
207. 241. 225. 194|thited Sates 147.237.72. 166 |aka.i df .i | drop SAMrule drop 18
97.40. 64. 131 Lhited Sates 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber monitor |9
Sreamng Engine: TCP Invalid i i ssi
2.52.181.185  |Israel 147. 237. 77. 243 |robi 1 e. i df . i | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
176.13.8. 48 I'srael 147.237.77. 234 |nal ag.i f i Bad TCP sequence SNretransmt with different oo |7
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
37.26.146.194 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data [nonitor |6
97. 40. 64. 131 Lhited Sates 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber alert 5
195.34.150. 18  |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data [monitor |4
Sreaning Engine: TP Invalid i i ssi
46.19.86.128  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181.227.44 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
95. 38. 61. 109 IF;;IEH:??C 147, 237.77. 216 |dover. i . | Bad TCP sequence Inval i d AGK nunber moni tor |2
198. 58.103. 102 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
2.52.35.231 I srael 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.169 |Uited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
46.117.106.18 [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
5.22.130. 245 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
101. 226. 166. 245|Chi na 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
81. 169. 237. 146 |Cer many 147.237.77. 179 |e.nazi .idf .il dr op SAMrul e drop 1
216.218.206.92 |Wited Sates  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47.31 Lhited Sates  |147.237.77.226 "‘:"Y“ chamatz. aka. Tdf |y af t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 110|Wnited Sates  [147.237. 76. 197 |e. hi nush.i of .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 85. 80 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |1
109. 73.127.69  |United Kingdom [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor |1
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrule drop 1
46.117.106.18 [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
31.168. 201. 247 [lIsrael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
107.182.20.202 |UWited Sates  |147.237.77.74 [lawidi.il Header Rgj ection Pﬁ;re‘ ection pattern found inf oo 1
216. 218. 206. 108|Lhited Sates 147.237.77. 234 |hal ag.idf i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.59 Lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
184. 105. 139. 111 |thited Sates 147.237.0.34 |[tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 8 | srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
109. 186. 154. 51 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.ngitav.idf.il drop SAMrul e drop 1
46.120.130. 74  |Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 1
107.182.20.202 |Wited Sates  |147.237.77. 176 |nat pash. i cf .i Header Rejection rgggg;tre‘ ection pattern found infopivor |1
85. 65. 19. 135 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |1
216.218. 206. 111|Wited Sates  |147.237.76.201 e atal .idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47.59 Lhited Sates  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 139. 119|tnited Sates 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
110. 170. 10. 178 |Thai | and 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.52.162.24 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.76. 176 |test.ncore.idf .il drop SAMrul e drop 1
46.120.130. 74 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 139. 67 |lLhited Sates 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 1
107.182.20.202 |Wnited Sates  |147. 237. 7. 216 |dover. i .| Bad TCP sequence Sretransmt wth different — opor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
46.120. 212. 177 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 51
185.32.179. 126 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
195. 154. 226. 90 |France 147.237.77. 216 |dover.i df .i | Dstributed I11egal HITP \ersion B ock 3
2.52.181.185 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
109. 160. 146. 249|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
207. 46. 13. 75 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 2
2.52.174.56 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
107.178.194.79 |Uited Sates |147.237.77. 216 [dover.idf. il [0 o7 Bted llf;;_tg;gfﬁeﬁvﬁfisp;” Bl ock 2
68.180.230.29 [United Sates |147.237.77. 176 |nat pash. i df . i | ;:Iarwa:g;z; e Mo Ao /iag’:atm'";é;x Bl ock 2
72.9.148.10  |Uited Qates [147.237.76.86 |navy.idf.il muags;' T e navy. aspx. aspx B ock 2
46. 19. 85. 152 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
204.13.200.200 [United Sates |147.237.77. 216 |dover. i df . | D stri ut o 1?383}2322?%%\2??;&” Bl ock 2
176. 13. 6. 196 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
204.13.200.200 [Uhited Sates [147.237.77. 216 |dover. i df i | D stri bt ec 1?;;}2;2;?&%&??;&” Bl ock 2
109. 186. 169. 11 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
190. 208. 103. 142|Chil e 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None

104. 247. 218. 244 147. 237.77. 216 |dover . i df . i | D st buted spadt o ézgvﬁﬁﬁiess on Bl ock 1
67.43.5. 60 Lhited Sates |147.237.77.176|mat pash.idf.il |Dstributed Uhauthorized UR. Access on wan cogat.idf.il/xmrpc. php  |Bl ock 1
182.50.132.37 |9 ngapore 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock 1
67.43.5. 60 Lhited Sates |[147.237.72.166aka.idf.il PHP Attenpt B ock 1
172.82. 172. 169 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df . il/1065-en/ dover. aspx’ B ock 1
107.182.20.202 |Uhited Sates [147.237.77.74 [lawidf.il eMii | Hoar di ng B ock 1
40.77.167. 44 Wited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to v aka.idf.il/... B ock 1
192.243.55. 137 |Dom ni ca 147.237.72.166 [aka. i df . i | mu;rllz.r: zlfefji Hlnaff\f:isiu;?gener al . aspx?cat i d=58561&doci d=35692 Bl ock !
182.50.132. 37 |9 ngapore 147.237.77.74 |lawidf.il Distributed Uhauthorized URL Access on wwwu | aw i df.il/xnmirpc. php B ock 1
93.173.252.58 |[Israel 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to 10.100. 102. 9/ upnpcp/ not i fy/ event B ock 1
176.13.21. 4 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
67.43.5. 60 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. idf.il/xmrpc. php B ock 1
46.120.212. 177 |Israel 147.237.0.19 |[madi matal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 1
207.46.13.103 |lnited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to www atal .idf.il/i/rel ated users/ 2546009725 |B ock 1
109. 253. 203. 70 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
191.101.29.90 [Netherl ands 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to ww i df.il/favicon.ico B ock 1
182.50. 132. 37 |9 ngapore 147.237.72. 166 [aka. i df . i | Distributed Waut horized LRL Access on waw aka. i df.il/xnrpc. php B ock 1
174. 49. 73. 68 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/anan/ B ock 1
67. 43. 5. 60 Lhited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed URL Access to wwu aka. i df.i|/xmrpc. php B ock 1
107.182.20.202 |thited Sates |147.237.77.176|nat pash.idf.il |Enail collector robots 14 B ock 1
46. 19. 85. 80 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
182.50. 132. 37 |9 ngapore 147.237.77. 176 |mat pash. i df .i| [Dstributed PP Atenpt B ock 1
104. 149. 117. 191 | ted Sates |147.237. 77. 216 |dover. i df . i | mult gfo.riilz/esdhaﬁ/ﬁgzreizntt:)o| of header upper Bl ock 1
176.13.23.58  |israel 147.237.72. 166 |aka. i df . i | m;icg e Untraceabl e S Sessi ons from 176.13.23.58 (si gal gs DS None 1
67.43. 5. 60 Lhited Sates [147.237.77.74 [lawidf.il PHP Attenpt B ock 1
65. 55. 213. 28 Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwwidf.il/i/jot B ock 1
216.189. 152. 144|lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1008-en/ navnenu. aspx’ B ock 1
131.253.25.205 |lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed HTTP Met hod B ock 1
192. 243.55. 133 |Doni ni ca 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192.243.55. 133 B ock 1
107.178.194.79 |Wited Sates [147.237.77. 216 |dover. i df .i D stri buted lT:;fggégg?ﬂeﬁviﬁc_ispﬁn Bl ock 1
182.50.132.37 |9 ngapore 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt Bl ock 1
176.12.133.119 |[lsrael 147.237.72. 166 |aka. i df . i | Unhtraceabl e S3. Sessi ons: sigal gs oS Attack None 1
67.43.5. 60 Uited Sates |147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
107.182.20. 202 |[thited Sates |147.237.77.176 |mat pash.idf.il [eMil Hoarding Bl ock 1
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